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Abstract—Internet users interact with multiple Web Service Although this setup works well inside a single domain,
Providers (WSP), and therefore, must remember and man- sych as enterprise Identity Management systems, it mayk brea

age multiple passwords. Users try to overcome the burden of \hen trying to apply it to a cross-domain authenticationisTh
password management by employing insecure solutions sucls a .

reusing the same password with several WSP. Identity manage 'S due to the fact that the trust relationship required far th

ment systems provide a solution for such problems. The commo System to function may not exist between two arbitrary and
“assertion-based” Identity Management systems require ateong  unrelated organizations, and between end users and web-bas
trust in the Identity Provider (IdP), which has the power to |dP. Therefore, trust should not be dealt as users’ andrsyste
impersonate any of its users. However, such trust is unlikgl owners’ goal.

to materialize in the global Internet setting. This paper ugs a Thi t . l-oriented h
goal-oriented approach for analyzing trust trade-offs of Identity IS paper suggests using a goal-oriented approach tor

Management systems in the global Internet scenario. We angte  analyzing trust trade-offs of Identity Management with an
a new proposal for a global Identity Management system named untrusted IdP. We analyze how lack of trust between the end
SlashiD. SlashID takes advantage of client-side cryptogghy to  ysers and the IdP, and between the Web Service Providers
eliminate the required trust relationship b(_atween the IdP and the (WSP) and the IdP causes security and privacy trade-offs in
end users. We analyze and compare the impact of trust tradeffs . . .
of SlashID solution, using the suggested goal-oriented teke-offs the global Identity Managgment scenario. This paper aealyz
analysis approach. a new proposal for Identity Management called SlashID for
eliminating the required trust relationship between thHe dahd
. INTRODUCTION end users. The SlashID solution employs client-side cryato
As more and more websites add personalized services, ugdrg, which results in the IdP not having access to any seasiti
need to manage more and more passwords and profiles. Thisrmation. Using the proposed goal-oriented approaah, w
results in less secure practices employed by the users, sanhlyze the impact of employing various approaches of Iden-
as reusing a single password across different websites,tior Management on trust, security, and privacy.
choosing weak passwords that are easier to remember. A3he remaining parts of the paper are structured as follows.
the number of accounts increases, the users will need to kéepsection Il, we overview existing or related approaches
their information up to date with more and more websiteto single password, single profile Identity Management, and
Whenever a piece of personal information changes, the apdabalyze trust trade-offs that these impose. Section litiiless
has to be made in multiple places. Identity Managemetfte SlashID protocol as a new proposal to solve the trust
systems solve the “password fatigue” problem by providingade-offs in Identity Management systems. In section IV,
a single set of credentials that can be used in multiple placeve describe the goal-oriented approach for modeling and
Identity Management systems solve multiple profiles pnwbleanalyzing security and privacy issues resulted from tmaste-
by providing a single place to update personal informatiooffs. Section V employs a goal-oriented approach to analyze
which is then propagated to one or maedying parties the security, privacy, and trust trade-offs that the Idgnti
Most Identity Management systems available today akanagement solution proposals impose. Section VI dissusse
based on arassertionissued by the Identity Provider (IdP).the related work in this area, and finally, section VII draws a
After authenticating the user, the assertion is generated aonclusion, and presents limitations and future work.
passed on to the relying party, which in turn verifies the
assertion. This configuration requires the relying parttrast
the IdP to issue correct assertions, and to safeguard user’s
passwords. In fact, the IdP in such a system has the complet@here exist various approaches to identity and password
power to impersonate any of its users, without the risk @fianagement, which we briefly describe in this section. For
being caught. This absolute power comes at a cost: the meezh approach, we discuss its applicability to the Identity
possibility of IdP’s cheating gives a malicious user a way thlanagement with an untrusted IdP in the global Internet
deny a transaction and try to blame the IdP for it. scenario.

II. EXISTING SOLUTIONS TOIDENTITY MANAGEMENT
WITH AN UNTRUSTEDIDENTITY PROVIDER



The Kerberos [10] protocol is used to authenticate users Bn Assertion-Based Solutions
local netwo.rks._ A secret key is shared between each user angh 5n assertion-based Identity Management system, an IdP
an authentication server. The Kerberos server knows seGjgfifies identities of the users, and then issagsertionaising
keys of all participants, which enables it to impersonatg arsan [16] or other technology. The WSP, thelying party,
participant in the system. This implies that the Kerberosese .grifies the assertion instead of verifying user's creddsti
is supposed to be trusted; therefore, Kerberos cannot iig eagjrectly. Examples of assertion based solutions are mast Fe
used in cross-domain authentication. erated Identity Management systems, as well as Identity 2.0
Another popular approach to Identity Management is tstems such as OpenlID [17]. Assertion-based approaches
manage passwords completely on the client side, with no neagtoduce an additional trust requirements to the systémes
for an 1dP, which is mostly known as client-side passworghe WSP relies on the assertion issued by the IdP. Due to the
management. However, the major drawback of this solutionggditional trust relationship, ASSERT, the WSP trusts the
the lack of portability. The user has to manage the passwagp to only issue “honest” assertions. The samASSERT
file, and carry it around, as well as the software that uses st requirement is also found between the user and the IdP,
Hushmail [18] is a privacy oriented web-based email sepecause user’s security now fully deperatsth on the IdP
vice. While not related to Identity Management, it is an intemaking a true assertion, and on the WSP acting only on
net product that aims at removing the trust from the serviteie assertions. While this trust requirement is acceptédn
provider. The cryptographic functionality is implemented an enterprise scenario, it may be less acceptable in a global
the browser side. Internet setting. In addition, SECUREPWD takes a stronger
In order to eliminate client-side state, it is suggesteds® uform, since the password that the user uses is now a key to
a one-way hash function to derive a new password for eachrofiny more doors, and the IdP or their employees may have
the websites that require authentication. This is achidwed much stronger motivation to use it.
hashing thevlaster Passwordogether with the website’s URL
to create a website-specific password. Examples of such sys-
tems are Janus [12] and PwdHash [14]. These systems com&lashID provides a cryptographic protocol for managing
close to solving the problem of managing multiple passworddasswords and user’s personal data such as one or more
However’ they 0n|y provide password management’ and rﬂﬁ)f”es The main gOEl' of the SlashID solution is to eliméat
a full identity management solution including multiple fiw the required trust relationship between IdP, end users, and
management. WSP. The general idea behind SlashID ldentity Management
Generally, the solutions studied above do not provide ofiglution is to send the users data, including passwords and
common solution for both the single password and single prB[OfHe, as encrypted val_ues to SlashID server from the users
file management issues. Currently, the main practical isoist browser. The user receives back the same encrypted values
for Identity Management are Isolated Identity ManagemeffPm SlashID and sends the decrypted data to the target WSP.

and Assertion-based solutions which we briefly overview. ~ Similar to PwdHash [14] and Janus [12], SlashID protocol
employs a separate shared secret between the user and each

WSP the user is registered with. However, SlashID genegates
completely random secret and encrypts it with user’s passwo

Isolated Identity Management (as referred to in [11]), aldghich enabl_es changing the secrets. To make the password
known as “Identity 1.0%, is the existing password authentfhange easier, SlashiD uses a permanent Master Secret for
cation scheme, implemented by most commercial websit&&ch user, and encrypt all the Shared Keys using this Master
There is no IdP, and all the interaction is done between t§€cr?t- The Master Secret, in turn, will be encrypted with
end-user and the WSP. In this approach, the following trdd§er's password.

relations exist between the WSP and the user. We based thi! order to inhibit cross-site tracking, SlashiD represent
list on the relationships described in [11]: the same user with different identitifers to each website.

_ Therefore, SlashID computes a handle by hashing the user-
« T_SECUREPWD: The user trusts the WSP not to revegl e with the URL of the website. As a result, if Alice

user's password to any third party. is logging into Bob’s online store, she computes her handle
« T_PRIVACY: The user trusts the WSP not to reveal usergg Hap = Hash(U4||[URLE), whereU, is her username.

private |rTformat|on to any third party. _ _ SlashID system consists basic protocols such as userameati
e T_AUTH: The user trusts the WSP not to provide Servicggistration, log in, and profile update, which some of them

the user is entitled to, to anyone except after satisfactogys priefly specified in this section. All communications are

authentication using the password. _supposed to be performed over a private and secure channel
o T_HANDLING: The WSP trusts the user not to reveal hl%a/ using HTTPS (HTTP over TLS) requests.

credentials to any third party, i.e. to handle the passwor
with care. A. User Creation Protocol

o T_AGENT: The WSP trusts the user to have a correctly 1) A — 7 : Ha;, {M}p,, {Sar}ar, Sar, {Ra} s
functioning User Agent, i.e. Browser. The user Alice, A arrives at the IdP’s I) website

IIl. SLASHID PROTOCOLDESCRIPTION

A. Isolated Identity Management



2)

B. Registration Protocol

1)

2)

3)

4)

5)

6)

7

8)

C. Login Protocol

1)

2)

3)

to create an account. Alice generates a password sends it along, to indicate that she wishes to authenticate
Master SecretM/ and Shared Secref,; to use with to Bob.

the IdP. She also creates and encrypts her prafilg)(  4) I — A: {Sap}tm

which contains personal data that she may be disclosing The IdP retrieves the stored value of Alice and Bob’s
to different websites, but not to the IdP. Alice computes encrypted Shared Secret, and sends it to Alice.

her Handle to be used with IdFH(;), and identifies 5) A — B: Hap,Sap

herself to the IdP via her handle. She sends the encrypted Alice decrypts her and Bob’s Shared Secret and sends

values to the IdP. it to Bob along with her Handle.

I—A:0K 6) B— A:0OK

The IdP stores the values in the database, uging Bob verifies that the shared secret matches his copy and
as Alice’s userid and signals transaction SUCCE®E’) signals OK to Alice. The login protocol logs in the user
back to Alice. simultaneously into the IdP and WSP website. This will

allow single sign-on functionality next time the user logs
in with a different website.

A—T:Hgag

Alice identifies herself to the IdP to prevent unauthorized
registrations, and requests a login.

IV. THE GOAL-ORIENTED APPROACH TOTRUST
TRADE-OFF ANALYSIS

I—-A:{M}p,,{Sar}tm Security requirements can be difficult to identify and $wfis
IdP sends back encrypted secret values. however, the more difficult issue is to analyze the extent to
A—1T:841,URLp,{Sap}um which a system can simultaneously satisfy multiple inténac

Alice decrypts the shared secret and sends it back to #ed frequently conflicting requirements, including setyweind

IdP to verify her identity. She generates a new Shargdivacy. From a requirements perspective, security isnofte
Secret to be used between her and Bob, and sendstlawught to be in conflict with privacy - to attain better satyur
encrypted version of it to the IdP, which stores it. Shene would have to give up some privacy and vice versa [13].
also sends Bob’s URL to request the registration. However, security issues are not limited to protection mech
I — A:Typ anisms to maintain the integrity, confidentiality, and &vai
The IdP generates a registration ticket to prove that tladility. Recent approaches to security emphasize dealitig w
registration request is coming from the IdP. The ticketecurity, not only as a system problem, but also as a soaial an
is similar to a token of trust in the IdP. This mechanismrganization issue [1], [2]. Another recent shift in anahgy
protects system integrity, rather than user’s security. security requirements is toward the trust assumptionsdarse
A— B:Hyp,Sap,Tap,Ra software engineering [3], [2], [4]. Parties in a relatioipstiust
Alice computes her handle to be used with Béhig. or mistrust each other to deliver the service they requird ta
Alice decrypts her profile, and sends it along with thaot abuse the permissions which are given to them [2]. Viega
Handle, Shared Secret and Registration Ticket to Bolet al. argue that basis of trust relationships and formatam

B —1:Tup dramatically affect the underlying security of any systedj [
Bob sends the ticket back to the IdP to verify it. In cross-domain, cross-organization, and global Internet
I — B:0K environments, several service providers and receiveld lbui

IdP responds with an OK status, and Bob saves tlebain of dependencies. However, parties of dependencpshai
shared secret value and Alice’s profile in the databagseay not trust each other. We analyze the Identity Management
Bob stores the secret and the profile in his databaggpblem as an example of situation that the lack of trust
using Alice’s Handle as her userid. between end users and IdP imposes trade-offs on security
B— A:0OK and privacy. The viability of an Identity Management sajati

Bob signals success to Alice and the protocol is overhinges on a proper understanding of the trust relationships
among the various parties. Deciding on the security and
privacy trade-offs for such cases need analyzing conseggen

A—1:Hy; of relying on untrusted IdP that provide Identity Manageinen
Alice computes her handle for the IdP and sends it gervice. By making trust trade-offs, the user chooses & part
the IdP. trust over other possible parties, and trusting each altien
I—A:{M}p,,{Sartm party affects security, privacy, and other quality goals.

The IdP returns encrypted Master Secret and encryptedlo analyze the impact of trust or mistrust, we employ the
Shared Secret for the IdP. i* framework [19] for modeling the parties in the trust rela-
A—1T:847,Hun tionships, their goals, alternative ways to achieve theails,

Alice decrypts her Master Secret using her Passwomkgpendencies among parties, and consequences of decisions
then her Shared Secret using her Master Secret. Shey make. The i* framework provides a notation for modeling
sends back a clear text Shared Secret to prove her idantors, goals, and intentional dependencies and conugpegtiti

tity; She also computes her handle for Bath {z) and among actors. Actors achieve goals on their own, or depend



on each other for goals to be achieved, tasks to be perform .
and resources to be furnished. Quality goals, which do r multiple ~
have clear-cut criteria for satisfaction degree, are nextlak v ——

softgoals. Means-ends relation between goals and taskgds L
to model alternative ways to achieve a goal. Contributiokdi

One common
password for all

lient-side

password

in the i* modeling notation provide the means to express tI password | We;:ﬁj’:::e rough an Idp
anagement/ "=--_

interactions and impacts of goals or decisions on othersgoc / ......

ransactlon ............. Serwce

For example, the goal model in Fig. 1 gives the |ntent| erformanc onabmty

of end users and WSP in using single password manage g -y ,,o<°°

o
through an IdP, alternative solutions that users can empl 9 % assword

O

to manage multiple passwords via means-end links, and th senunty

Assertion-

Proflle
consequences. In this model, thad userhas four alternative \ j % f
eg |stratzo

. . . based IDM
solutions to satisfyManage multiple passwordgoal. One 3 § & e.g OpeniD)/ / Client-side
; Qi o Proflle Cryptography )g)
of these alternatives isSingle password through an IdP @ |nterlty e.0. SlashiD
which requires theEnd userto depend oridP actor. Later, ransaction m \
. . conridetialr ———
we discuss how and why this dependency betweenEihe e R

user’s

user and theldP impose trust requirements. THdP actor

has two main alternative ways to provide single passwo caaed szvrji*’ce jxe"ence

service: Assertion-based IDM (e.g. Openl@nd Client-side M. Qrovider/ %

Cryptography (SlashiD) EOCEDED)T 7 Uheenies
The model also specifies user’s softgoals suctbasvice Means-end: J

\
Positive contrgutlon\

Alternatives —gome *+ .

Portability, Privacy, and Security For example, th&nd user

. . —Help—> through an IdP 4
can Write down all password$o solve the password fatigue — Depepdency - ition \\ v

problem, but it has negative contribution (dashed links) ¢ ~_ o
Password securitysoftgoal. TheEnd userhas this alterna- . ) ) )
tive option to useClient-side password managemesiich pfss&/ordI\:]aen;ggr?qﬂn{ntﬂggbgog gﬁdgsers and WSP intentions faglsi
as Isolated ldentity Management. However, it has negative
impact onService portability In this way, trade-offs that each
solution imposes are modeled. One can avoid establishisg tr
relationships with an IdP by using the alternative wayse(likend uses and WSP, since the IdP has an absolute power over
Client-side password management) to solve the password 3¢ users identity. Fig. 2 specifies possible security thrtt
tigue problem by trading other quality goals (like portaig)l @ malicious assertion-based IdP may pose. A malicious IdP ca
To express the consequences of trusting a party, we rep@@élse the users’ trust in providing the IdP with passwords to
the parties the users need to trust with a malicious act§it€al users passwordnd Impersonate the useiDeveloping
The malicious actors have the same capabilities of theewusth® goal model both for the malicious and non-malicious
actors, but abuse these capabilities and permissions tevach parties provides a basis to evaluate whether the the attaeks
their malicious goals. We employ the security extensions ﬁycessful or not. The qualitative goal model evaluatio-tec
the i* [20] to model and analyze the malicious behavior diiques propagate satifaction/denial labels through thdeiso
an actor and consequences of their behavior. This appro&@ €xample, the checkmark symbols on the model elements
enables the analyst to model the malicious goal model @XPress the satisfaction of goals and tasks of malicious IdP
potential attackers to express threats that the secuitpgol Since the WSP authenticates the users by the assertiortkghat
is designed to prevent, and analyze whether the maliciolgd generates, tHidalicious assertion-based IdéanGenerate
goals are denied and protocol goals are satisfied. Illiatratfake assertiorto Impersonate the user
examples of analyzing and comparing trust trade-offs of theOn the other hand, SlashID removes the need that end users
SlashID and assertion-based Identity Management pratpcdtust the IdP to have their plain-text passwords or generate
using the proposed approach, are given in the next sectionassertions, and the IdP stores and transmits the passwerds a
encrypted values. The cryptographic calculations of 3ash
protocol are performed at the client-side browser, which is
currently implemented by JavaScript, and the users need to
In this section, we apply the goal-oriented approach to ddewnload the JavaScript to their local machine and run. This
velop models of the Identity Management protocols’ behavioequires a TAGENT trust relation between a WSP and IdP.
and analyze trade-offs that using the untrusted IdP imposBy providing JavaScript code, the IdP is now responsible for
We analyze trade-offs of trusting the SlashID IdP and grart of user’s agent. Therefore, WSP has to believe the IdP wi
assertion-based IdP on stakeholders’ goals. not inject any Trojan code into the JavaScript to get the'siser
As discussed earlier, the trust relationship between tRe Igpassword. This situation presents a trust trade-off betwee
WSP, end users threatens security and privacy softgoaleof assertion-based solutions and client-side cryptograpbgrs

V. TRUST TRADE-OFFSANALYSIS OF UNTRUSTED
IDENTITY PROVIDERS



Malicious
assertion-
based IdP,

Single
password,

A malicious assertion-based IdP does not need to perform the
extra effort for offline dictionary attack. Hence, the resof
malicious assertion-based IdP behavior is fully denialhsf t
security softgoal, shown in Fig. 2. To completely prevent an
offline dictionary attack by the 1dP, one can employ several
unrelated servers, such as solutions described in [21], [22
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Fig. 2. Security threats that an assertion-based IdP pagksampromises \
the end users’ goals who trust the IdP.

the client

Trojan Horse Offline

\ 5 through Dictionary /
A e m 0 JavaScript Attack p /
7
: ; : ; Legend end Develop Stashid \ | _ >
need to decide on trusting the client-side cryptographsetia o— - enab,e;’bmwse,s - T
IdP not to inject Trojan JavaScript, or trusting the asearti & o cjr:;f:“y I
based IdP to issue “honest” assertions. To analyze the-bfide /,, Saal partlally

between these two options we prove two statements:

1) From the trust perspective, AGENT between IdP and Fig. 3. Security threat that a client-side cryptographgeaaldP can pose.
WSP isnot worsethan T_ASSERT, and - ]Qfatshcrﬁp?tt depends on the end user downloads and run the rtaffisious
2) From the technology perspective, AGENT is over-
whelmingly preferable over JASSERT.

The first statement is true, simply because Wit ABSERT VI. RELATED WORK

the IdP already has user’'s password or equivalent, while wit We argued that a systematic approach for analyzing and

T_AGENT they need to go through an extra step of stealing ihcorporating the impact of (mis)trust on security and acy
The second statement arises from the fact thaSSERT is requirements of stakeholders and parties is necessariisn t

embedded in thprotocol itself while T_AGENT is embedded regard, Giorgini et al. [2] suggest modeling security reeui
in a particulaimplementatiorof a protocol. Currently SlashiD ments based on the concepts of ownership, permission, and
protocol is implemented by JavaScript; therefore, to reenodelegation within the normal functional requirements node
T_AGENT, it is enough to implement the SlashID protocoand actor dependencies. This approach employs an analysis
as part of the browser. As long as the specifications of theocedure on formally specified ownership, delegation, and
protocol are open, the Open Source community can implemeist models developed by Secure Tropos modeling notation.
a secure browser core or plug-in which resolves the trudetra The analysis evaluates issues such as if actors have assigne
offs. On the other hand, ASSERT cannot be removed frompermission and obligation to trusted actors; and if actesseh
an assertion-based system without completely changing #issigned duties to actors that have capabilities and psionis
architecture of that system. to achieve the goals. The proposed approach is useful te iden
Fig. 3 provides a visual representation of the discusséfy the dependencies, permissions, and delegations thesec
arguments about the impact of AGENT trust between IdP security problems due to the untrustworthiness of dependee
and WSP. The malicious SlashID IdP which works based ¢towever, the analysis stops at this stage, and it does not
JavaScript pose the threatsS$teal users passwotdly Trojan provide means to express the consequences of trustingparti
Horse through JavaScri@ndOffline Dictionary attackOther which do not have capabilities and permission to achieve the
alternative implementations of SlashIiD Browser plug-in goals.
or Core browser modificatioprevent the threats of Trojans. Haley et al. [4] analyze the effect of trust assumptions on
However, SlashID protocol is still vulnerable to offline tiic  elaborating security requirements. They propose empipyin
nary attacks. and combining problem frames [5], threats description, and
A malicious SlashID IdP can ru®ffline Dictionary Attack trust assumptions for deriving, elaborating, and anatyzin
to Steal users’ passwordbslowever, this attack is not successsecurity requirements. In this approach, trust assumptéoa
ful for all attempts; therefore, tHeassword securitgoftgoal of added to the problem frames models of the system, which
theend useiis indicated as partially denied, as shown in Fig. Jielps documenting the decisions about security requirésnen



and defining and limiting the scope of the analysis. Howevenalicious party may pose. This approach facilitate conmggri

this approach does not consider analyzing the consequengesusted parties and trade-offs that trusting each onesesn

of violation of trust assumptions on requirements. Goal model evaluation techniques help analyzing if the top
Yu and Liu [6] treat trustworthiness as a quality goal to bgoals of the Identity Management protocol are satisfied when

satisfied from the viewpoint of each stakeholder depending the goal model of the protocol scales.

others. They employ the i* framework to model the depen- However, the analysis and arguments of this paper are

dencies and trust requirements among stakeholders. Téte triimited to trade-offs between only two example solutios t

worthiness softgoal is refined in both depender and depsendassertion-based solution and SlashID. The analysis igelini

actors boundaries, and impact of other goals and decisidaostrust relation between the end users and the IdP, and the

of stakeholders on trustworthiness is modeled and evaluatElP and the WSP, while one may raise the argument that WSP

In a similar approach in [7], trust is treated as a softgophrties are not trustworthy either from the point of view o t

for analyzing technology strategies. This approach suggeend users. In future work, we need to analyze each party, I1dP,

analyzing the impact of malicious parties on goal mod&8/SP, and end user as an attacker to ldentity Management

evaluation from the point of view of opponents and proposergystem as part of the trust trade-off analysis.

of the trusted technology. These approaches provide aicéxpl
way to model and analyze the trust issue as one of stakelsolder
goals. However, in the global Internet scenario, end users alll
reluctant to trust other parties; therefore, service mters,

for instance an IdP, may need to remove or mitigate the tru§l]
requirements, and trust and establishing a trust reldtiprege
not the softgoals of the interacting parties. (3]

In a similar contribution to our work, the i* framework and
elaborated version of strategic actors of i* framework|ezhl 4]
Goal-oriented Requirements Language (GRL), are used jn [8]
[9] for modeling and analyzing Identity Management issuegs]
The approach in [8] proposes a generic identity managemeﬁl
meta-model, with which the requirements and identity man-
agement architecture designs can be analyzed. The emphasi§’]
this approach is on intentions, capabilities, and depetiden

h . - . L [8]
of parties, which facilitates reasoning about trust disttion
and dependency relationships. However, it does not provide
means to reason about alternative parties to trust, ane-trad®!
offs that each trust alternative imposes.

VII. CONCLUSION, LIMITATIONS, AND FUTURE WORK 1ol

This paper discusses that existing Identity Management &)1—]
lutions require strong trust relationship between usedsldR
that are not found in today’s Internet scenario. The requiré?l
trust is likely to have negative effect on global adoptiorany
of these solutions as the Global Identity Management pobtog13]
for the Internet. This brings the need for suitable modets af-4]
analysis of trust trade-offs that different solutions manpose.

In this paper, security extensions to the i* framework ares]
used to model and analyze the consequences of relying ?eﬂ
alternative untrusted parties. We analyzed the trust {ra&e
offs by replacing the trusted parties with malicious actorfi7]
We described and analyzed an Identity Management protc;ﬁtgg
named SlashID which alleviates these trust issues parti
if implemented in JavaScript. We applied the modeling and
analysis technique to the SlashID solution, and compared?t]
with assertion-based solutions. The resulted models can be
used to compare the consequences of malicious capabilifz$
of different IdP.

Developing the goal model for the malicious actors helgsy;
understanding and reasoning about consequences of trustin
untrusted parties and security and privacy threats thah eac

REFERENCES

L. Liu, E. Yu, J. Mylopoulos, Security and Privacy Recgrinents Anal-
ysis within a Social Setting. In IEEE Joint Int. Conf. on REgments
Engineering, 2003, 151-161.

P. Giorgini, F. Massacci, J. Mylopoulos, N. Zannone, Mliag Security
Requirements Through Ownership, Permission and Delegdtioproc.
of RE, 2005, 167-176.

J. Viega, T. Kohno, B. Potter, Trust (and Mistrust) in 8ex Applica-
tions, Communications of the ACM 44(2), 2001, 31-36.

C. B. Haley, R. C. Laney, J. D. Moffett, B. Nuseibeh, Usifgust
Assumptions in Security Requirements Engineering, SedondTrust
Workshop On Trust Management In Dynamic Open Systems, 2003.
M. Jackson, Problem Frames, Addison Wesley, 2001.

E. Yu, L. Liu, Modelling Trust for System Design Using tifeStrategic
Actors Framework, In: Trust in Cyber-Societies - Integrgtthe Human
and Artificial Perspectives, LNAI-2246. Springer Verla@02, 175-194.
J. Horkoff, E. Yu, L. Liu, Analyzing Trust in Technologyt@tegies, In
Proc. of Int. Conf. on Privacy, Security, and Trust (PST'Q6D6.

L. Liu, E. Yu, Intentional Modeling to Support Identity &hagement,
In 23rd Int. Conf. on Conceptual Modeling (ER 2004), LNCS 828
Springer, 2004, 555-566.

L. Liu, E. Yu, Modeling Identity Management Architecurwithin a
Social Setting In Proc. of the 8th Asia Pacific Web Conferefd@\Web
2006), LNCS 3841, 2006, 917-922.

J. Kohl, C. Neuman, The Kerberos Network Authenticat®ervice V,
1993.

A. J. Sang, J. Fabre, B. Hay, J. Dalziel and S. Pope, Resuirements
in ldentity Management, Australasian Information Segu¥forkshop,
2005.

E. Gabber, P. Gibbons, Y. Matias, and A. Mayer. How to Blak
Personalized Web Browsing Simple, Secure, and Anonymaus,. Bf
Financial Cryptography, Springer-Verlag, LNCS 1318, 1997

B. Schneier, Beyond Fear, Springer, 1st ed., New Yo@Q32

B. Ross, C. Jackson, N. Miyake, D. Boneh and J.Mitchetoi®er
Password Authentication Using Browser Extensions, Pdings of the
14th Usenix Security Symposium, 2005.

C. Caleiro, L. Vigan, D. Basin, Deconstructing AlicedaBob, in: Proc.
ARSPAO5, ENTCS, Vol. 135(1), 2005, 3-22.

Security Assertion Markup Language 2.0, OASIS staddab March
2005. Available from http:/docs.oasis-open.org/seglgaml/v2.0/
OpenlID: an actually distributed identity systdrtip://openid.net
HushMail, Free Email with Privacyhttp://www.hushmail.com

E. Yu, Modeling Strategic Relationships for Processifgneering, PhD
thesis, Department of Computer Science, University of iarpoCanada,
1995.

G. Elahi, E. Yu, A goal oriented approach for modelingl analyzing
security trade-offs, In Proceeding of 26th Internationanférence of
Conceptual Modeling, 2007, 375-390.

W. Ford, B. S. Kaliski Jr., Server-Assisted Generatdra Strong Secret
from a Password, In Proc. of the IEEE 9th Int. Workshop on Engb
Technologies (WET-ICE), IEEE Press, 2000.

J. Brainard, A. Juels, B. Kaliski, M. Szydlo, A New Twa@&er
Approach for Authentication with Short Secrets, In Proc.tld 12th
USENIX Security Symposium, 2003.



