146The Composition of Property-Preserving Event SystemsAlgorithm 4.2: Composite Shuffle Production Set Construction

SP^s C := ∅

First add the productions within each block. Scan through each single-symbol combination pair in the right-hand side of the production and check to see whether a shuffle production is permitted by the prerequisite relation.

∀ ∈ ∈ { }∪ { } ∗ ∈ { }∪ { } ∈[ ] ∈[ ] ∈[ ]∈[ ] ∈[ ]∈[ ] ∈[ ]∈ u BPT v x z Y Z w y Y Z

sC i sk ki m j sk kj n i sk ki m j sk kj k k k

, , , , , , ,, ,

, ,,, ,,

1 21 1 21 1 21 1 21

U U U ,

, n_k rhs u vwxyz [ ] ( ) = U s.t.

if

w Z y Y w y prereq

j sk kj n i sk ki m sC k k ∉ { }∨ ∉ { } ∧ ∉ ∈[ ] ∈[ ] ∈[ ]∈[ ] , ,, ,,, ,

1 21 1 21 U U

then

SP SP wy yw S

C

S

C

:= ∪ →{ }

Now add the inter-block shuffle productions. Pair the single symbol combinations from the right-hand side of transaction productions from different blocks and create the required shuffle productions.

∀ ∈ − [ ] ∈ + ∈ ∈ { }∪ { } ∗ ∈ { }∪ ∈[ ] ∈[ ] ∈[ ] ∈[ ] k b k k b p p BPT u w x z Y Z v y Y Z

C C sC i sk j sk kj n ki m i sk j k k 1 2 1 1 21 21

1 21

1 1 1

, , [ , ], , ,

, , , , , , , ,, ,, , , U U skkj n

ki m k sC k sC k k lhs p T lhs p T rhs p uvw rhs p xyz{ } ( ) = ∧ ( ) = ∧ ( ) = ∧ ( ) =∈[ ]∈[ ] ∈[ ] ∈[ ] 1 21 1 21

1 2 1 2

1 2 ,, ,, , , ,,U U s.t.

v Z y Y

j sk kj n i sk ki m k k ∉ { }∨ ∉ { } ∈[ ] ∈[ ] ∈[ ]∈[ ] , ,, ,,,

1 21 1 21 U U

then

SP SP vy yv

sC sC := ∪ →{ }

Annotated Algorithms145Algorithm 4.1b: Transaction Production Unification (Mainline Code)

badstate := ∅

For each possible composite state ∀ ∈ s s S C

1 2 , BPT s s

C

1 2 , := ∅ Relabel the left-hand side of all of the transaction productions. ∀ ∈ ∈ k x BPT s

k

k

[ , ],1 2

,^{BPT BPT T rhs xs sC s sC s sC}

1 2 1 2 1 2

1 , , , ,

:= ∪ → ( )

{ } Perform the unification for each possible connection. ∀ ∈ ∈ ∈ k k j n i m

k k

1 2

1 2 1 1

1 2

, [ , ], [ , ], [ , ]

,if ^{connected(β jk1 ,α ik2 )} then ^{Unify Z Yjk ik( , )1 2}Sort the right-hand sides of each of the new composite transaction

productions.

∀ ∈x BPT

s s

C

1 2 , , BPT BPT T sortseq rhs x x

s s

C s s

C s s

C

1 , , , ,

:= ∪ → ( )

( )

{ }

\

144The Composition of Property-Preserving Event SystemsPerform the pairwise concatenation of those productions containing

the output non-terminal with those containing the input non-terminal.

In each case, the non-terminals corresponding to the endpoints are deleted and any duplicate symbols removed in creating the new unified transaction production. The delstring function removes all occurrences of the first argument from the second argument. ∀ ∈ ∈ p outProds p inProds

out in ,,

BPT BPT T remdups delstring z rhs p

delstring y rhs p p

s s

C

s s

C

s s

C out

in in

1 2 1 2 1 2

1 , , , ,

:

,

,

= ∪ →

( )

( )

+

( )

( )

\

∀ ∈ ∈ p outProds p bothProds

out both

, ,^{BPT BPT T remdups delstring z rhs pdelstring y delstring z rhs ps sC s sC s sC out both1 2 1 2 1 21, , , ,: , , ,= ∪ → ( )( )+ ( )( )( )}

BPT BPT outProds

s s

C s s

C

1 2 1 2

, ,

= \

∀ ∈ p bothProds

both , BPT BPT T remdups delstring y delstring rhs p z p

s s

C s s

C s s

C both both

1 , , , ,

: , , = ∪ →

( )

( )

( )

( )

{ }

\

end

Unify

143BANNOTATED ALGORITHMSA number of complicated mathematical algorithms have been presented in thisthesis. This appendix provides those algorithms with extra informationregarding their operation.Algorithm 4.1a: Unification Procedure

procedure

Unify z y( , )

We must first look for those productions that contain either the output symbol, the input symbol, or both corresponding to either endpoint of the connection of z to y.

outProds,inProds,bothProds := ∅

∀ ∈x BPT

s s

C

1 2 , ,If we find such a production, then we store it in the appropriate set for later processing. The substring function returns true if the first argument is a substring of the second argument. if substring z rhs x substring y rhs x

( , ( )) ( , ( )) ∧ then ^{bothProds bothProds T rhs x} s s

C

: ( )

, ,

= ∪ →

{ } 1

1 2 elsif

substring z rhs x

( , ( ))

then

outProds outProds T rhs x

s s

C

: ( )

, ,

= ∪ →

{ }

1

1 2

substring y rhs x

( , ( ))

inProds inProds T rhs x s s

C

: ( ) , , = ∪ → { } 1 1 2

If either end of the connection has no associated production, then we have discovered an incompatibility. Record this state in the list of bad states and exit the unification procedure.

bothProds outProds inProds outProds inProds = ∅ ∧ ≠ ∅ ∧ = ∅

( )

∨ = ∅ ∧ ≠ ∅

( )

( )

then

badstate badstate s s : , = ∪

1 2

, exit procedure

142The Composition of Property-Preserving Event SystemsobservationA read-only operation in which information istransferred from one entity (the observee) toanother entity (the observer).partial orderingA relation

ρ

in a set

X

is a partial ordering iff

ρ

is reflexive (in

X

), antisymmetric, and transitive.partial transactionA transaction is one in which output events arepending, or an incomplete set of inputs has beenprovided to a module.propertyA (desired) quality (of a system) that is relevant tothe modelling exercise.reflexiveA relation

ρ

in a set

X

is reflexive iff

x xρ

for each

x

in

X

.simple security propertyAllows observation of an object by a subject only ifthe confidentiality level of the subject dominatesthe confidentiality level of the object.spontaneous eventAn event that, as far as the modelled systemspecification is concerned, has not beenspecifically caused by the occurrence of anothermodelled event.subjectA person, or agent acting on his or her behalf,such as a process. Subjects are active entitiesthat perform actions to accomplish various tasks.symmetricA relation

ρ

in a set

X

is symmetric iff

x yρ

implies

y xρ

for each

x

and

y

in

X

.systemA special subject that controls when and howother subjects access the objects that areavailable.transitiveA relation

ρ

in a set

X

is transitive iff

x yρ

and

y zρ

imply

x zρ

for each

x

,

y

and

z

in

X

.utilityA safety property that requires that informationbe in a form that is appropriate for the desiredpurpose.

Glossary141faithfulnessA safety property that requires that every entityin the system have a predictable response to adefined sequence of stimuli.functionA relation such that no two distinct members havethe same first coordinate.guaranteeThe properties of the system specification.integrityA safety property that reflects the quality of datain a computer system.invocationExecution of a process by another process.labelA tag attached to an event, user, or process, thatidentifies certain model-relevant characteristics.mandatory access control(MAC)Administratively controlled. Under mandatoryaccess control, authorization and delegationrequire administrative intervention.mediator moduleA module interposed between a subject and anobject that controls access to the object by thesubject according to some policy.modelA description or analogy used to help visualizesomething that cannot be or is difficult to observedirectly.modular prerequisiterelationA relation on the set of events that defines thoseevents that are prerequisites of other events inthe system being modelled.modular transactionpropertyA property that is expressed as a transitiverelation between the labels associated with groupof input events and the labels associated withgroup of output events that make up a particularcomplete transaction.module grammarA formal grammar that specifies the behaviour ofa module. Sentences in the language generatedfrom a module grammar are valid event sequencesformed from a properly ordered succession ofinput and output events for the specified module.objectA passive entity that is maintained by the system.

140The Composition of Property-Preserving Event Systemscausally relatedTwo events are causally related if there is afunctional relationship that implies that theoccurrence of one event (eventually) results in theoccurrence of the other event.complete transactionThe occurrence of a complete set of input eventsand the corresponding, causally related outputevents at a particular module.composabilityA situation in which a property fulfilled by anoverall system is equivalent to properties of theindividual components that make up thecomposite system.confidentialityThe property that information is not madeavailable or disclosed to an unauthorized user,process or object.connectivityA safety property that requires that a system isinterconnected in a known way. Staticconnections cannot be altered, and dynamicconnections must be under the control of thefaithfulness policy.delay production setThe productions in this set allow output events tobe �delayed� past more recently occurring inputevents. In doing so, the module allows forbuffering of input events.discretionary access control(DAC)Controls non-administratively controlled. Underdiscretionary access control, authorization anddelegation do not require administrativeintervention.emergent propertyA property of a composite system that is differentfrom the properties held by each of thecomponents.environmentIn open system modelling, the entity that isoutside the system being modelled.eventA noteworthy happening in the context of thesystem model.event traceAn ordered sequence of events.

139AGLOSSARYA wide variety of terminology has appeared throughout this thesis. The mostsignificant terms are collected here for convenient reference.*-security propertyAllows alteration of an object by a subject only ifthe confidentiality level of the object dominatesthe confidentiality level of the subject.alterationAn action by a subject than involves changing anobject.antisymmetricA relation

ρ

is antisymmetric iff whenever

x yρ

and

y xρ

then

x y=

.associativeAn operation

∗

is associative iff

A B C A B C ∗ ∗( ) = ∗( )∗

.assuranceOur level of confidence that the implementedsystem conforms to the guaranteed specification.authenticityA safety property that requires every entity in asystem to be authentically identified. No entitycan masquerade as a different entity.availabilityThe property that a system�s services areaccessible when needed and without undue delay.basic production setThe basic production set generates a language inwhich input event(s) are immediately followed bytheir corresponding output event(s). The orderingof causally unrelated events is arbitrarilyspecified.blockA substructure of a module that is causallyindependent from all other such substructures inthe module.

[This page should be blank.]

Bibliography137Murata, Tadao. Petri Nets: Properties, Analysis and Applications. Proceedingsof the IEEE, 77(4):541—580, April 1989.National Computer Security Center. Department of Defense Trusted ComputerSecurity Evaluation Criteria, DOD 5200.28—STD, December 1985.Needham, R.M. and M. Schroeder. Using Encryption for Authentication inLarge Networks of Computers. Communications of the ACM, 21(12):993—999,December˚1978.Nestor, John P. Security Modelling Using Hierarchical State Machines.Master�s Thesis, Department of Electrical Engineering, University of Toronto,Toronto, Ontario, December˚1990.Nestor, John P. Security Modelling Using Hierarchical State Machines.Proceedings of the 7th Annual Computer Security Applications Conference,San Antonio, TX, December˚1991, pp. 110—119.Parker, Donn B. Restating the Foundation of Information Security. Proceedingsof the Second Annual North American System Security Symposium, Toronto,Ontario, October 1991.Peterson, James L. and Abraham Silberschatz. Operating System Concepts.Second Edition. Addison-Wesley Publishing Company, 1985, pp. 271—306.Ramadge, Peter J.G. and W. Murray Wonham. The Control of Discrete EventSystems. Proceedings of the IEEE, 77(1):81—98, January 1989.R�v�sz, Gy�rgy E. Introduction to Formal Languages. Dover Publications, Inc.,New York, 1991.Stoll, Robert R. Set Theory and Logic. Dover Publications, Inc., New York, 1979.Sutherland, David. A Model of Information. Proceedings of the 9th NationalComputer Security Conference, 1986, pp. 175—183.Turnbull, Christopher J.M. Deterministic Left to Right Parsing. Ph.D. Thesis,Department of Electrical Engineering, University of Toronto, 1974.Turnbull, Christopher J.M. Generalized Deterministic Left to Right Parsing.Acta Informatica 12, 1979, pp. 187—207.

136The Composition of Property-Preserving Event SystemsGibbons, Alan. Algorithmic Graph Theory. Cambridge University Press, 1989.Goguen, Joseph A., and Jos� Meseguer. Security Policies and Security Models.Proceedings of the 1982 IEEE Symposium on Security and Privacy,April˚1982, pp. 11—20.Goguen, Joseph A., and Jos� Meseguer. Unwinding and Inference Control.Proceedings of the 1984 IEEE Symposium on Security and Privacy,April˚1984, pp. 75—86.Hinton, Heather M. An Environment-Based Approach to the Composition ofSafe Systems. Master�s thesis, Department of Electrical and ComputerEngineering, University of Toronto, Toronto, Ontario, January 1993.Hopcroft, John E. and Jeffrey D. Ullman. Formal Languages and their Relationto Automata. Series in Computer Science and Information Processing,Addison-Wesley,˚1969.Hopcroft, John E. and Jeffrey D. Ullman. Introduction to Automata Theory,Languages, and Computation. Addison-Wesley Series in Computer Science,Addison-Wesley,˚1979.Johnson, Dale M., and F. Javier Thayer. Security and the Composition ofMachines. Proceedings of the Security Foundations Workshop, Franconia,NH, June˚1988, pp. 72—89.Lee, E.S., P.I.P. Boulton, D.M. Lewis, M. Stumm, and B.W. Thomson. A TrustedNetwork Architecture. Technical Report 228, Computer Systems ResearchInstitute, University of Toronto, Toronto, Ontario, Canada,˚1988.Lee, E.S., P.I.P. Boulton, B.W. Thomson, and R.E. Soper. Composable TrustedSystems. Technical Report 272, Computer Systems Research Institute,University of Toronto, Toronto, Ontario, Canada, May˚1992, Final Report ofContract W2213—9—6351/01—SZ.Lin, Ping. The Composability of Behaviorally Secure Systems. Ph.D. Thesis,Department of Electrical Engineering, University of Toronto, Toronto,Ontario,˚1991.McCullough, Daryl. Specifications for Multi-Level Security and a Hook-UpProperty. Proceedings of the 1987 IEEE Symposium on Security andPrivacy,˚1987, pp. 161—166.McCullough, Daryl. Noninterference and the Composability of SecurityProperties. Proceedings of the 1988 IEEE Symposium on Security andPrivacy,˚1988, pp. 177—186.

135BIBLIOGRAPHYAbadi, Mart�n and Leslie Lamport. The Existence of Refinement Mappings.Technical Report˚29, Digital Systems Research Center, Palo Alto, CA,August˚1988.Abadi, Mart�n and Leslie Lamport. Composing Specifications. TechnicalReport˚66, Digital Systems Research Center, Palo Alto, CA, October˚1990.Alpern, Bowen and Fred B. Schneider. Defining Liveness. InformationProcessing Letters, 21(4):114—133, October˚1985.Anderson, J.P. Computer Security Technology Planning Study, ESD—TR—73—51,Vol. I, AD—758 206, ESD/AFSC, Hanscom AFB, Bedford, MA, October˚1972.Bell, D. Elliott and Leonard J. LaPadula. Secure Computer Systems:Mathematical Foundations. Technical Report TR—2547, MITRE Corporation,Bedford, MA, March˚1973.Biba, K.J. Integrity Considerations for Secure Computer Systems. TechnicalReport TR—3153, MITRE Corporation, Bedford, MA, April˚1977.Canadian System Security Centre. The Canadian Trusted Computer ProductEvaluation Criteria, Version 3.0e, January 1993.Clark, D.D. and D.R. Wilson. A Comparison of Commercial and MilitaryComputer Security Policies. Proceedings of the IEEE Symposium on Securityand Privacy, Oakland, CA, April 1987, pp. 184—194.Clark, D.D. and D.R. Wilson. Evolution of a Model for Computer Integrity.Proceedings of the 11th National Computer Security Conference, Baltimore,MD, October 1988.Denning, D.E. A Lattice Model of Secure Information Flow. Communications ofthe ACM, 19(5):236—242, May 1976.Denning, D.E. and G.M. Sacco. Timestamps in Key Distribution Protocols.Communications of the ACM, 24(8):553—536, August 1981.Fischer, Charles N. and Richard J. LeBlanc, Jr. Crafting a Compiler. TheBenjamin/Cummins Publishing Company, Menlo Park, CA, 1988.

[This page should be blank.]

Summary and Conclusions133interesting to look into characterizing the maximal class of event-labelproperties that are preserved under the composition operation.¥Further work on representing the activities of the environment. Under ourrepresentation, events were generated by and sent to the externalenvironment. When properties were introduced, the type of events that wereaccepted or generated by the system was restricted. This is an open systemapproach because the environment surrounding the system of interest is leftundefined. For example, we do not know the mechanism by which theexternal environment accepts and generates events. It would be useful toinvestigate whether the model could be extended to a closed system approachin which a formal description of the environment was included as a formallymodelled entity.¥Section˚4.4 briefly mentioned the issue of deadlock. We conjectured that ourcomposition technique eliminated the possibility of deadlock in a compositesystem. It would be useful to investigate the potential for deadlock further inthe context of the event-based modular representation developed in thisthesis. This would likely include the development of necessary and sufficientconditions for deadlock-free specifications.¥In this thesis, we have been primarily concerned with bottom-up, hierarchicaldevelopment. To this end, we have developed a mechanism for building upthe specification of a complicated system from its subcomponents. Anotheraspect of hierarchical design and specification involves top-down analysis�taking a high-level specification and breaking it down into simplersubcomponents. It would be interesting to study how a specification basedupon formal grammars and languages might be applied to this problem ofdecomposition.

132The Composition of Property-Preserving Event Systems7.3DIRECTIONS FOR FUTURE WORKThe previous sections have summarized the results of this thesis. However, asin every research effort, the results have indicated a number of areas wherefurther work could lead to other important conclusions. Some of these areasinclude:¥Developing a software-based tool for describing and analyzing systems basedupon the grammatical representational approach of this thesis. It should beobvious to the reader that although all the modules and compositions aremathematically tractable, the notation required to represent such systemscan become overwhelming. The development of an automated tool wouldallow the description and analysis of much larger and more complicatedsystems.¥Further work on emergent properties. As has been noted several timesthroughout this thesis, we have been concerned with deciding whetherproperties are preserved by composition. However, there is a larger class ofsituations in which new and different properties emerge in a composite whentwo systems are interconnected. A further investigation of emergentproperties and an extension to the model of this thesis would be appropriate.¥Our work has investigated the composition of modules that each enforce asecurity policy. We have concentrated on the case in which all modulesenforce the same policy. This is not always the case of interest. It would beinteresting to examine the composition of security policies themselves. It isnot necessarily the case that every security policy can coexist with everyother policy. Some policies might allow coexistence, but their coexistencecould be inconsistent with composability. The examination of suchheterogeneous policy situations would tie in directly with a study of emergentproperties, since the two concepts are interrelated.¥A look at the range of possible modular transaction properties�are transitiverelations between inputs and outputs the largest class that are composable?In connection with the investigation of emergent properties it would be

Summary and Conclusions131Because of the use of formal languages and grammars to represent the structureof the event sequences, we have the desired finite representation. In addition,because it is possible to construct a parser for such languages, we have a realmethod for identifying those event sequences that properly fall into the set ofthose that are valid for the specified system.It was shown in Section˚4.2.2 that individual specifications could beinterconnected to form composite systems. The resulting compositespecifications were themselves members of the class of specifications developedin Section˚3.2. Thus, we have a clearly defined hierarchical method fordeveloping system representations in a bottom-up manner. In Sections˚5.3and˚5.4, it was demonstrated that a large class of properties could berepresented under the model and that all properties in that class weremaintained under the composition operation.The causality between events is clearly maintained and enforced though theprerequisite relation. This affects the nature of the shuffle productions that arepermitted in a specification so that causally related events always have thedesired temporal ordering.Finally, nondeterminism is represented by having all possibilities allowed by thegrammatical specification. Previous approaches might have found thegeneration of such an exhaustive specification to be arduous, but thegrammatical representation allows nondeterminism to be represented verycompactly.Many of the problems have been solved or reduced by this specificationapproach, but at the expense of requiring the modeller to be more cunning andskilful. He or she must identify the events pertinent to the circumstances beingmodelled, and not complicate the model with events that are not relevant to theproperties being represented. We argue that this is a good thing: the modeller isforced to concentrate on the events that affect the model and side issues of nosignificance do not feature.

130The Composition of Property-Preserving Event Systems¥The model must support composability in a useful way.¥The model must be able to represent relevant system behaviour whileignoring irrelevant activities.¥The model must maintain the causal and temporal relationships betweenevents.¥It must be possible to represent a wide variety of properties under the modeland to determine which properties are maintained under composition.¥The model must be able to represent nondeterministic behaviour.The next chapter described a sampling of related research in the area. Thisincluded a discussion of confidentiality and integrity modelling as well as someexamples of more general system specification techniques. Each of the modelshas varying success at achieving the goals in the areas of composability andnondeterminism. However, none adequately deal with the issues of causalityand none develop a representation that is tractable when real systems aremodelled.We then went on to describe the language and grammar-based representation.First, the specification structure was introduced for single, stand-alone elements.Next, the composition of several specifications was described. Finally, labellingof events was introduced and a notion of properties based upon these labels wasdescribed. The composability properties of a broad class of input/outputproperties were proven in Section˚5.4.With the modelling framework in hand, we next applied the methodology to anumber of areas, including confidentiality, integrity, digital circuits, and protocolspecification.7.2CONCLUSIONSThe language-based approach of this thesis succeeds in achieving all theobjectives listed above. In this sense, it is better than any of the previousmodelling approaches, as described in Chapter˚2.

1297SUMMARY ANDCONCLUSIONS7.1SUMMARYWe began by introducing a number of basic ideas relating to the modelling ofsystems, composability, and nondeterminism. The claim was made that theevent trace representation was a good one, especially because of its flexibilitywith respect to timing. Only the relative ordering of events was important. Thedifficulty with event traces was that it becomes quite easy to lose the functionalstructure resulting from causality. The fact that one event causes another iseasily lost when several hundred other events are interposed between the two.Thus, any attempt to use event traces as a basis for system modelling mustinclude a finite representation that fully captures the temporal and causalrelationships between events.The thesis was then put forward. A grammatical approach can be used tomaintain the overall structure of event sequences, as well as allowing thecausality between input and output events to be easily represented. In addition,the notion of composability�that an overall operation is made up of a sequenceof sub-operations�can be properly supported by the grammaticalrepresentation. With such a representation, a number of desirable propertiescan be represented and their composability properties investigated and proven.As a result of this discussion, it was claimed that any modelling methodologythat is likely to be effective must have the following characteristics:¥Representations of real systems must be tractable, usually through somefinite representation.

128The Composition of Property-Preserving Event Systems6.8SUMMARYThis chapter began by describing a new confidentiality property calledprerequisite confidentiality. It was shown that this property fell into the class ofmodular transaction properties introduced in Chapter˚5.Next, we introduced the standard modelling notion of subjects and objects. Theapplicability of this notion within the language-based modular representationwas then described. Standard definitions of both confidentiality and integritywere then instantiated using the model and several examples provided.Example applications in the areas of digital circuits and key distributionprotocols were then presented.

Application Examples127EventEvent Symbol A sends to

S

the plaintext message

A B,( ) A B,( )β1

A receives the ciphertext message

E B K T C

A , , , ( ) E B K T C

A , , , ( )α 1

A

B

the message

CCβ2

A

B

a message using the session key

KK message( )β2

A receives a message from

B

encrypted using the sessionkey

KK message( )α 2

The behaviour of

A

is then easily represented with the following specification:

m = 2 n = 2 b =1

S s s s s = { } 0 1 2 3

, , ,

N s s s s s s = { } 0 1 1 2 2 3

, , , , ,

prereqs0 = ∅

rs0 11 =[ ], BPT T Z

s s A B s

0 0 0 1 1 = → { } ( ) , , ,

prereqs1 = ∅

rs1 11

BPT T Y

s s E B K T C s A 1 1 1 1 1 = → { } ( ) , , , , ,

prereqs2 = ∅

rs2 11

BPT T Z

s s C s

2 2 2 1 2 , , prereqs3 = ∅ rs3 0= ∞[ ], BPT T Y T Z s s K message s s K message s

3 3 3 3 3 1 2 1 2 = → ( ) ( ) , , , ,

In this situation we do not require delay or shuffle productions in any of thestates.The system remains in state

s3

for repeated exchanges of messages. A furtherextension to the protocol and specification would allow the session to beterminated.With the model of a single user�s behaviour in hand, it becomes possible toconsider a case where two or more users are participating in an authenticationprotocol. In this case, we could represent each of the users by separate modulesand compose them with appropriate interconnections to represent the overallsystem.

126The Composition of Property-Preserving Event Systemsevents from a logical gate must occur at a later time than all of the input eventscould allow circuit timing considerations to be modelled.6.7NEEDHAM-SCHROEDER PROTOCOLThis section will apply the model to a key distribution protocol introduced byNeedham and Schroeder72 a n d l a t e r m o d i f i e d b y D e n n i n g a n d S a c c o 73 . Thee x a m p l e i s p r e s e n t e d t o i d e n t i f y t h e p o t e n t i a l a p p l i c a b i l i t y o f t h e m o d e l l i n g approach to authentication protocols between communicating users or processes.T h e s t e p s i n t h e b a s i c p r o t o c o l i n w h i c h u s e r

A

acquires a key

K

fromauthentication server

S

to share with another user

B

are as follows:741.

A

sends to

S

the plaintext message

A B,( )

stating both

A

�s and

B

�s identity.2.

S

sends to

A

the ciphertext message

E B K T C

A , , , ( )

, where

EA

is theenciphering transformation derived from

A

�s private key,

K

is the sessionkey,

T

is the current date and time, and

C E A K T B = ( ) , ,

, where

EB

is theenciphering transformation derived from

B

�s private key.3.

A

sends to

B

the message

C

from Step˚2.The first step in modelling this protocol is to define a set of event symbolscorresponding to the activities described the three steps above. Since it is at thecentre of the system, we will concentrate on modelling the actions of user

A

, butit is of course possible to model user

B

and the authentication server

S

. 72R.M. Needham and M. Schroeder. Using Encryption for Authentication in Large Networks ofComputers. Communications of the ACM, 21(12):993-999, December˚1978.73D.E. Denning and G.M. Sacco. Timestamps in Key Distribution Protocols. Communications oftheACM, 24(8):553—536, August˚1981.74For simplicity, we have omitted the two handshake steps that would occur following Step˚3.

Application Examples125A state has been introduced to represent each of the eight possible relevanthistories for each of the three I/O events. In addition, we have introduced aspecial initial state

s0

to simplify the specification. The specification of themodule is as follows:

m = 2

n =1 b =1

S s s s s s s s s s = { } 0 1 2 3 4 5 6 7 8

, , , , , , , ,

N s s s s s s s s s s s s s s s s s s s s = 0 3 0 6 1 3 1 6 2 3 2 6 3 1 3 7 4 1 4 7 5 2 5 8 6 2 6 8 7 4 7 5 8 5 8 4

, , , , , , , , , ,

prereqs0 = ∅

rs0 11 =[ ], BPT T s s 0 01= → { } , ε prereqs1 = ∅

rs1 11

BPT T Y

s s s

1 1 1

1 0 1 = → { } , , prereqs2 = ∅

rs2 11

s s s

2 2 2

1 0 2 , , prereqs3 = ∅

rs3 11

BPT T Y

3 3 3

1 1 1

prereqs4 0 2 0 1 = { } α β, rs4 11

BPT T Y Z

s s s s

4 4 4 4

1 0 2 0 1 = → { } , , ,

prereqs5 0 1 0 1

rs5 11

5 5 5 5

1 0 1 0 1

prereqs6 = ∅

rs6 11 =[ ], BPT T Y

s s s

6 6 6

1 1 2 = → { } , , prereqs7 1 2 1 1

rs7 11

BPT T Y Z

s s s s

7 7 7 7

1 1 2 1 1 = → prereqs8 1 1 1 1

rs8 11

8 8 8 8

1 1 1 1 1 { }

Given that we can represent an inverter circuit and an AND circuit, it is possibleto construct a representation for any digital logic circuit. Such representationsmight be useful in studying the behaviour of complicated circuits. Extralabelling information could be added to help deal with other constraints. Forexample, a modular transaction property based on the fact that all of the output

124The Composition of Property-Preserving Event Systems

0b11b11a20a2

1a10a11a10a1

0a21a20101

Time10Figure˚6.9:Logical AND Timing DiagramThe state specification, which appears in Figure˚6.10, is quite complicated.

1a10a10a21a2

s0s1s2s3s4s5s6s71a11a20a10a21a2/1b11a2/1b11a1/1b11a1/1b10a1/0b10a1/0b10a2/0b10a2/0b1

1a11a2s8Figure˚6.10:Logical AND State Diagram

Application Examples123

N s s s s = { } 0 1 1 0

, , , prereqs^0_0 1_1 1 = { } α β, rs0 11 =[ ], BPT T Y Z

s s s s

0 0 0 0 1 0 1 1 1 = → { } , , ,

prereq^{s1}_1^1_0^1 = { } α β, rs1 11 =[ ], BPT T Y Z

s s s s

1 1 1 1 1 1 1 0 1 = → { } , , ,

The specification puts the inverter into an initial state in which it is outputting a�high� logical level, while awaiting a low-to-high transition on its input.As another example, we can consider the logical AND module71 that appears inFigure˚6.8.b1a2

α_1

Figure˚6.8:Logical ANDA sample timing diagram for this module is shown in Figure˚6.9.

71 This is conceptually very different from the event AND Module that would be specified bya˚2,1-GM.

122The Composition of Property-Preserving Event SystemsAs a simple example, let us consider the simple logical inverter that appears inFigure˚6.5:

a1b1Figure˚6.5:Logical InverterA sample timing diagram for the inverter is shown in Figure˚6.6.

0b11b11a10a10101

TimeFigure˚6.6:Logical Inverter Timing DiagramIt should be evident that this system can be represented easily with the twostate structure shown in Figure˚6.7.

1a1/0b10a1/1b1s0s1Figure˚6.7:Logical Inverter State DiagramThe specification that is required is

m =1 n =1 b =1

S s s = { }0 1,

Application Examples121In practice, this policy has a rather peculiar behaviour, since the set of objectsmodifiable by a given subject can change with each observation. A subject cansabotage its own processing by making certain objects inaccessible formodification. This is a side effect of the policy and, short of reinitializing thesubject, nothing can be done about it.Under the event-based formalism, we can easily represent the second axiom withan appropriately defined object interface structure. The first axiom is moredifficult to contend with, since it requires memory of previous accesses to beresident with each subject. To further complicate this, a subject�s integrity levelchanges depending on which objects it accesses.In general, a �subject� operates as an agent for some real user. The integritylevel of the subject should reflect that of the user. Therefore, it makes littlesense to change the integrity level of a subject without changing the levels of allother agents of that user. This has the potential for creating inconsistencies,especially where particular operations are only partially completed at the time ofthe change. Also, real user integrity levels are assigned using a wide variety ofcriteria that are not part of the system itself. Reassigning such levels by thesystem makes little sense.6.6DIGITAL LOGICThe example presented in this section is intended to expand the potentialapplicability of our modelling approach beyond computer security. We do not usemodular transaction properties in this particular example, although labelledevents and the associated grammatical representation are used.If we define

L = { }0 1,

, we can consider a case where each event represents atransition in logical level, and the label associated with the event indicates thepolarity of the transition70.

70A further extension would support multiple-valued logic where L was the number of allowedlevels.

120The Composition of Property-Preserving Event Systems

m1 2= n1 2= b1 1=

S s s s

1 11 21 31 = { } , , N s s s s

1 31 21 21 11 = { } , , , ∀ ∈ [ ] k 1 3,

,

∀ ∈ ∈ ⇔ ∈ ⇔ l L prereq i l

prereq l i

I l l s k I l l s I kk k , , , , α β α β^{11 11 1}

21 21 1^1 1 > > rsk11 0= ∞[ ],

BPT T Y Z T Y Z

s s l s l s

l Li l s l s l s l Ll i

k k k k I k I k k k

II k

0 1 1 1 1 1 1

1 11 11 11 11 21 21 = → { }∪ →{ } ∈ ∈ , , , , , , > > U U

In this case, we have created a three-state specification with each statecorresponding to the �current� integrity label associated with the object.6.5.3Low-Water Mark Policy on SubjectsBoth the BLP confidentiality property and the Biba strict integrity propertyassume that subjects� and objects� assigned labels are static. Satisfaction of therespective property depends only on relative labelling comparisons made at thetime of access.The low-water mark integrity policy assumes that a subject�s integrity level canchange over time in a way that depends on the integrity level of the object itaccesses. For a particular

s S∈

, the value returned by

il s( )

is non-increasingwith respect to time. The value is the low-water mark determined from theprevious behaviour of the subject

s

. The low-water mark is the greatest lowerbound of the integrity level of all objects accessed for observation by subject

s

.The subject is constrained to modify only those objects that possess an integritylevel that dominates the subject�s integrity level.This behaviour can be expressed by the following three axioms:

∀ ∈ ∈ ⇒ ′ = ( ) s S o O s o il s il s il o

, , ( ) glb ( ), ( ) observes ∀ ∈ ∈ ⇒ s S o O s o il s il oI

, , ( ) ( ) can alter > ∀ ∈ ⇒ s s S s s il s il sI

1 2 1 2 1 2

, , ( ) ( ) can invoke >

Application Examples119

a21b21b11Attempted Observation Eventsa11Attempted Alteration EventsAllowed Observation EventsAllowed Alteration EventsLow-Water Mark Object Mediator Module

ObjectBasic ModuleSink ModuleObserved Data EventsFigure 6.4:Low-Water Mark Object InterfaceFigure˚6.4 shows a new, unified mediator module controlling both observe andalter access to an object. Whereas before it was possible to have separateobserve and alter mediator modules, here they must be unified because of therelationship between observation and alteration defined by the low-water markpolicy.We will now consider the grammatical representation of the above mediatormodule. To simplify the development, we will consider a system with integritylabel set

L i i i I = { } 1 2 3, ,

with

i iI3 2>

and

i iI2 1>

. It is assumed that the object hasintegrity level

i3

initially.

118The Composition of Property-Preserving Event Systems6.5.2Low-Water Mark Policy on ObjectsAn alternative formulation of the integrity policy can be created by having theintegrity labels of objects change depending on the integrity labels of the subjectsthat access them.69 The following two axioms describe this behaviour:

∀ ∈ ∈ ⇒ s S o O s o il o il sI

, , ( ) ( ) can observe > ∀ ∈ ∈ ⇒ ′ = ( ) s S o O s o il o il s il o

, , ( ) glb ( ), ( ) alters

The

glb

binary operator returns the greatest lower bound or meet of its twoarguments. If

i i i

C A B = ( ) glb ,

, then

i iA C>

and

i iB C>

and there is no

iD

such that

i iA D>

,

i iB D>

, and

i iD C>

.The first axiom can be implemented using an appropriately defined observationmediator module. The second axiom is implemented by employing the followingstructure to maintain the integrity level associated with a particular object. Allalterations of objects by subjects are permitted, although they do have an impacton future observation accesses.

69 This is a variant of Biba�s low-water mark policy on objects. Under Biba�s formulation, theintegrity levels of both subjects and objects change.

Application Examples1176.5.1Strict IntegrityThe strict integrity policy can be considered the dual of the security policydeveloped by Bell and LaPadula. Under Biba�s formulation, the set of integritylevels might be crucial, very important, and important, representing thepotential impact that could occur if the corresponding labelled data was modifiedimproperly. The policy consists of three axioms. If we consider a set of subjects

S

, a set of objects

O

, a set of partially ordered integrity labels

LI

, a dominancerelation

>I

, and a function

il S O LI : ∪ →

that returns the integrity label of aparticular subject or object, then the three axioms can be expressed as

∀ ∈ ∈ ⇒ s S o O s o il o il sI

, , ( ) ( ) can observe > ∀ ∈ ∈ ⇒ s S o O s o il s il oI

, , ( ) ( ) can alter > ∀ ∈ ⇒ s s S s s il s il sI

1 2 1 2 1 2

, , ( ) ( ) can invoke >

These axioms are designed to prevent high-integrity information from being(adversely) affected by lower integrity information. The first axiom ensures thathigh-integrity subjects are only able to read objects whose integrity leveldominates their own. The second ensures that modifications to objects are onlyperformed by subjects with dominating integrity levels. The third ensures that asubject dominates the integrity level of any subject that it invokes. In each case,the integrity levels of both subjects and objects are static. We will use the termstrict integrity-safe to refer to systems that have the integrity property.As with confidentiality, we must map this notion of subjects and objects into ourown event-based formalism. Once again, we can define appropriate mediatormodules to control observation and alteration access to objects.Representing the invocation of subjects can be accomplished by addingappropriate mediator structures to subjects. An invocation of a subject is thentreated in the same manner as the alteration of an object.

116The Composition of Property-Preserving Event Systemsmediator modules themselves do not change the labels that are attached toincoming and outgoing events.6.5BIBA�S INTEGRITYAlthough much attention has been paid to research into developing systems thatobey the confidentiality property, integrity is quickly becoming increasinglyimportant. With the move from military to commercially oriented policydevelopment, many see integrity as one of the properties most deservingattention in the safety area.This section will begin by describing a popular integrity definition, and thencontinue to demonstrate how the modelling approach developed in this thesiscan be easily applied to it. The definitions of integrity to be used in this sectionwere originally introduced by Biba in 1977.68 As in the case of confidentiality,the policies presented will relate to Mandatory Access Control or MAC. Aseparately enforced and implemented Discretionary Access Control (DAC) policyis assumed to exist independently.Biba�s integrity definitions were introduced long before research into issues ofcomposability began. Accordingly, there was no attempt to describe how thesatisfaction of the various integrity properties is affected by the interconnectionof systems. As in the case of BLP confidentiality described in Section˚6.4, theproperties cannot be directly expressed as modular transaction properties,because they involve subjects accessing objects under the authority of a TrustedComputing Base (TCB). As in the case with confidentiality, however, the basisfor access decisions is a dominates operator between integrity levels. Thisimplies that a translation to a transitive modular transaction property ispossible.

68K.J. Biba. Integrity Considerations for Secure Computer Systems. Technical Report TR-3153,MITRE Corporation, Bedford, MA, April˚1977.

Application Examples115confidentiality level. The net effect is that information is only allowed to travelfrom low level entities to high level entities, but never vice versa.Within the event system framework of this thesis, we can represent this policyby defining appropriate grammars for the observation and alteration mediatormodules defined above. Consider an object

o O∈

. Then the following would bethe specification of the observation mediator:

m1 1= n1 1= b1 1= S s 1 01= { } N1 = ∅ ∀ ∈ ∈ ⇔ ( ) l L prereq l cl o

C l l s C

, ,α β11 11 101 >

rs011 0= ∞[ ],

BPT T Y Z T Y

s s l s l s l L l cl o s l s l L l cl o C C CC

01 01 01 01 01 01

1 11 11 11 11 11 = →{ }∪ →{ } ∈ ( ) ∈¬ ( )( ) , , , , , > > U U

If an input event with a confidentiality label that dominates

cl o( )

occurs, thenthe appropriate output event is generated by the mediator. If the input eventlabel does not dominate

cl o( )

, then no output event is generated.The following would be the specification of the alteration mediator:

m2 1= n2 1= b2 1= S s 2 02= { } N2 = ∅ ∀ ∈ ∈ ⇔ ( ) l L prereq cl o l

C l l s C

, ,α β12 12 201 >

rs022 0= ∞[ ],

BPT T Y Z T Y

s s l s l s l L cl o l s l s l L cl o l

CC C C 02 02 02 02 02 02

2 12 12 12 12 12 = →{ }∪ →{ } ∈( ) ∈¬ ( )( ) , , , , , > > U U

The grammars as defined above have the resulting effect that events are ignoredor routed to the object, depending on

cl o( )

. This grammar removes thenondeterminism of the original NDF module and replaces it with a deterministicchoice, based upon the label of the input event.The value of

cl o( )

is assumed to be constant. Section˚6.5.2 will consider asituation where an object�s label can change over time. In each case, the

114The Composition of Property-Preserving Event SystemsThe Bell-LaPadula definition works by indexing each subject and each objectwith a confidentiality level. For example, we might have a set of levels66

LC

.These levels might allow us to classify information and users as �Confidential,Financial�, or �Top Secret, Research�. This classification, in turn, allows us torestrict access to information based upon both the information�s confidentialitylevel and the allowed access privileges or clearance of a particular user orviewer. For example, a user with �Top Secret, All� clearance should be permittedto observe any data, while a user with �Confidential, Research� clearance shouldonly have access to Confidential or Unclassified data in the Research domain.Users with low clearances should never be permitted to access, either directly orindirectly, information at higher levels. We will ascribe the term confidentiality-safe to systems that have the confidentiality property.The binary dominates relation

>C

induces the required transitive relation over

LC

. This provides a mathematical mechanism for comparing confidentialitylevels of different objects or users. The lattice-based structure for confidentialitylabels was first introduced by Denning in 197667.If we consider a set of subjects

S

, a set of objects

O

, and a function

cl S O LC : ∪ →

that returns the confidentiality label of a particular subject or object, then theBLP confidentiality property is represented formally by the following twoaxioms:

∀ ∈ ∈ ⇒ s S o O s o cl s cl oC

, , ( ) ( ) can observe > ∀ ∈ ∈ ⇒ s S o O s o cl o cl sC can alter >

These two axioms were referred to as the simple security property and the

∗

-security property, respectively. The policy that they enforce is often referred toas �read down, write up�. Intuitively, a user with a high confidentiality level isa b l e t o o b s e r v e ( d o w n ) t h o s e o b j e c t s w i t h l o w e r c o n f i d e n t i a l i t y l e v e l s . A u s e r with a low confidentiality level can only write (up) to those objects with a higher

66 The choice and number of labels that are possible has no impact in the development, as wasshown by the general case proofs in Chapter˚5.67D.E. Denning. A Lattice Model of Secure Information Flow. C o m m u n i c a t i o n s o f t h e A C M .19(5):236—242, May˚1976.

Application Examples1136.4BELL-LAPADULA CONFIDENTIALITYThis section will consider an important previous modelling approach toconfidentiality in the context of our modular representation. Because thedefinition of confidentiality in this approach is based upon subjects accessingobjects through a Trusted Computing Base (TCB), the target property cannot bedirectly expressed as a modular transaction property. However, since the basisfor granting access to subjects is based upon a lattice of confidentiality levels andan appropriate dominates operator, it is possible to translate this modellingapproach into one that is based upon modular transaction properties. The resultwould be a property that similar to the prerequisite confidentiality exampledescribed in Section˚6.2.The particular definition of confidentiality to be used in this section is one of theoriginal explications of computer security.65 It has formed the basis for a widevariety of security policies, including the U.S. Department of Defence TrustedComputer Security Evaluation Criteria. Although it is somewhat simpler thanm a n y o f t h e m o r e r e c e n t c o n f i d e n t i a l i t y d e f i n i t i o n s , i t h a s g a i n e d w i d e s p r e a d acceptance because it can be easily implemented and related to most practicalc o m p u t e r s y s t e m s . T h i s s e c t i o n w i l l s e r v e t o i l l u s t r a t e t h e a p p l i c a t i o n o f t h e property of confidentiality to the language-based modular representation of thisthesis.T h e r e a r e t w o t y p e s o f a c c e s s c o n t r o l n o r m a l l y a s s o c i a t e d w i t h m o s t s e c u r i t y definitions. Discretionary access control or DAC is control of access to objects bysubjects. This works much like the UNIX permission scheme, where the ownerof a particular file (object) can specify access to that file by other users on thes y s t e m . M a n d a t o r y a c c e s s c o n t r o l o r M A C r e s t r i c t s a c c e s s b a s e d o n t h e sensitivity of the information contained in the object, and the authorization ofsubjects wishing to access that object. It is the latter form of access control thatwe wish to investigate in the following sections.

65D. Elliott Bell and Leonard J. LaPadula. Secure Computer Systems: MathematicalFoundations. Technical Report, MITRE Corporation, Bedford, MA, March 1973.

112The Composition of Property-Preserving Event Systems

Attempted Observation EventsNDF Module (Observation Mediator)

Observed Data Events

NDF Module (Alteration Mediator)

Sink Module

Basic Module

ObjectAttempted Alteration EventsAllowed Alteration EventsAllowed Observation Eventsa11a12b12b11Figure 6.3:Object Observation and Alteration InterfaceThe mediator modules shown in Figure˚6.3 actually form part of the referencemonitor described above. If the reference monitor is trusted, then access to asubject by an object will be granted by the TCB if and only if that subject shouldhave that access. The decision as to whether or not access is permitted is basedupon the relative security levels of the subject and object. Such relationshipscan be usually be described by an equivalent modular transaction property onthe TCB.The important conclusion that can be drawn from this section is that the subjectand object model can be easily converted to the modular formulation developedin this thesis. As a result, what has been done is directly applicable to much ofthe previous work done with subjects and objects. The following sections willhelp to illustrate this point by taking some previous subject and object safetyproperty examples and instantiating them in the language-based modularframework.

Application Examples111The following structure can be used to depict an object using modular elements:

Observed Data EventsBasic ModuleObserve Request EventsAlteration Request EventsSink ModuleObject

Figure 6.2:Object Modular RepresentationIn the above representation, the object structure can only respond to eventsreceived.A practical system would have many different subjects and objects, so some kindof interconnection network would have to be modelled to allow all possibleexchanges of events.In a practical system, it might be desirable to filter the stream of events directedto an object module by interposing mediator modules. The mediators might onlyallow events with certain kinds of labels to pass through to the object. Otherevents would simply be ignored, and not passed to the object. An extension ofthis would allow modelling of systems where the labels placed on events aredynamic and depend on previous behaviour.

110The Composition of Property-Preserving Event SystemsComputing Base. The TCB includes the implementation of a reference monitor.64The reference monitor mediates all accesses to objects by subjects.It is useful to consider how the subject and object model can be representedunder the event trace framework. At first glance, it would appear that there isno notion of subject and object, only events and how they are interrelated.Under this framework, labels are attached to events, and properties expressed asconstraints on the labels of interacting events.It is implicitly assumed that observe, alter, and invoke events are caused bysubjects. A subject�s label can then be attached to all events generated by thatsubject. Objects can be represented as modules that accept observation andalteration events and (if applicable) output an event representing the productionof any returned data. The composition of all of the modules present in aparticular situation forms the system. The label attached to any eventsgenerated by an object is that of the object itself. As far as the modellingexercise is concerned, only subjects can spontaneously generate events�objectscan only generate events in response to other events. The behaviour of thesubjects falls outside the modelled system.

64 J.P. Anderson. Computer Security Technology Planning Study, ESD—TR—73—51, vol. I, AD—758 206, ESD/AFSC, Hanscom AFB, Bedford, Mass., October 1972.

Application Examples109previous literature. Therefore, if we wish to describe some of the previousmodels and properties within our model, then we must be able to translate asubject and object-based representation into one based on our modules. Thissection will instantiate a subject and object representation using the module-based approach developed in this thesis.Under many modelling frameworks, there are three types of entities that play arole in the behaviour of a system. A subject is a person, or agent acting on his orher behalf, such as a process. Subjects are active entities that perform actions toaccomplish various tasks, thus providing inputs to the system. The system is aspecial subject that controls when and how other subjects access the objects thatare available. It accepts the inputs from other subjects and directs or processesthem in a certain manner. An object is a passive entity that is maintained by thesystem. Examples of objects include files, video screens, and keyboards.Under various safety properties, both subjects and objects are given a labelcontaining information about confidentiality level, integrity level, etc. A safetyproperty is a constraint on the relationship between the assigned labels ofinteracting subjects and objects. If a system is proven to guarantee that theconstraint always holds, then we say that the system has the desired property.We will consider three types of interactions between subjects and objects. Asubject observes an object when it performs a read-only operation in whichinformation is transferred from the object to the subject. An example of anobservation would be reading a file. Notice that the subject must send a requestto an object to initiate the observation.The second operation involves alteration of the object by the subject. This issimilar to writing data to a file.The third type of access involves invocation of one subject by another. This isanalogous to execution of one process by another. Under most modellingframeworks, these are the only operations represented.In most secure computing systems, the hardware and software subsystemresponsible for enforcing the desired security policy is known as the Trusted

108The Composition of Property-Preserving Event Systems

Input Stream EventsInput Stream Events

Output Stream EventsAND Modulel1a1l2a2l3b1Figure 6.1:AND Module with Prerequisite PropertyDefine the event label set

L TS S U

C = { }, ,

to correspond to confidentiality levels�Top Secret�, �Secret�, and �Unclassified�. Clearly,

TS S U C C > >

and thetransitive relation

expresses this. The specification is as follows:

m = 2 S s= { }0 N = ∅ L TS S U

C = { }, , ρ = TS TS TS S TSU

S S S U U U , , , , ,

, , , , ,

prereqs l i l

l l L il lCC

0 1 2

1 22 1 1 1 2 = { } ∈∈[ ] α β, , ,>U rs0 0= ∞[ ], BPT T Y Y Z

s s l s l s l s l l l L l l l l CCC

0 0 1 0 2 0 3 0

1 2 33 1

3 2 1 1 2 1 = → { } ∈ , , , ,

, ,>U

The prerequisite relation is defined so that the labels attached to output eventsalways dominate those of the two input events that were prerequisites. Thetransaction production is defined in an analogous manner.Prerequisite confidentiality, as defined in this section, provides a simple,intuitive notion of confidentiality. Because it is an instance of a modulartransaction property, it is composable. Our notion of confidentiality improvesupon that proposed by Sutherland by more realistically describingnondeterministic behaviour. If it is possible for an input event to be aprerequisite for an output event, then prerequisite confidentiality requires thatthe desired event label relationship hold. Thus, confidentiality violations, nomatter how unlikely, are made visible by the model.6.3SUBJECTS AND OBJECTSBefore we consider the various property applications, it is important to recognizethat a different metaphor for representing systems exists in much of the

Application Examples107Given an execution sequence with events of varying confidentialitylevels, knowledge of low level events in the sequence provide noinformation about when or if higher level events occur.We can easily express this confidentiality notion within the module framework,by requiring that high-level, prerequisite input events to a module never resultin lower level output events being generated. If an input event

α

is aprerequisite for output event

β

, then our knowledge that

β

has occurred allowsus to deduce that event

α

has (previously) occurred. Therefore, theconfidentiality label attached to

β

must dominate the label of event

α

, in orderto prevent our knowledge of

β

�s occurrence giving us information about higher-level events.Consider a set of partially ordered confidentiality labels

LC

with the dominatesrelation

>C

. Then a module specification

m n b S N L prereq r BPTs s s s S , , , , , , , ∪ ∈U

hasthe prerequisite confidentiality property if and only if

∀ ∈ ∈ ∈ { } ∈ { } ∈ ⇒ ∈[ ] ∈[ ] s S l l L w y w y prereq l l l i i m l j j n s C

, , , , , , , 1 2 1 1 2 1 1 2 α β U U > ,

This requires that the confidentiality level of the output events dominate theconfidentiality level of any prerequisite input events.Clearly, since

>C

is a partial order, it is a transitive relation. Therefore, we canconclude that Theorem˚5.1 holds, and any composition of modules with theprerequisite confidentiality property will result in a composite that also has theprerequisite confidentiality property.As an example, Figure˚6.1 shows the AND Module from Section˚3.4.3, with theprerequisite confidentiality property imposed.

106The Composition of Property-Preserving Event Systems6.2PREREQUISITE CONFIDENTIALITYThe presentation of the example of this section serves two purposes. First, itprovides an example of a practical property that falls into the class of modulartransaction properties and to which Theorem˚5.1 can be applied. Second, itintroduces a new confidentiality definition that provides a number of significantimprovements over previous definitions.One of the most-studied properties in the area of formal modelling of systems isconfidentiality. Originally termed (computer) security, confidentiality has nowbeen classified as one of several ideas involved in an overall notion of computersecurity.62 Confidentiality ensures that information is accessed for observationonly by those duly authorized to have such access. Attempts at unauthorizedaccess must be detected and prevented. This simple definition has led to avariety of mathematical formulations of confidentiality, all with varying abilitiesto capture the behaviour of real systems. Many intuitively reasonableconfidentiality properties are not preserved by implementation or bycomposition.63In this section, we will develop a notion of confidentiality that is based uponSutherland�s deducibility, as described in Section˚2.2.4. This statement ofconfidentiality will then be mapped into an appropriate modular transactionproperty.Our definition of confidentiality, called prerequisite confidentiality, is defined asfollows:

62Donn B. Parker. Restating the Foundation of Information Security. In P r o c e e d i n g s o f t h e Second Annual North American System Security Symposium, Toronto, Ontario, October 1991.Also Heather M. Hinton. An Environment-Based Approach to the Composition of Safe Systems,Masters thesis, Department of Electrical and Computer Engineering, University of Toronto,Toronto, Ontario, January 1993.63E.S. Lee, P.I.P. Boulton, B.W. Thomson, and R.E. Soper. Composable Trusted Systems.Technical Report 272, Computer Systems Research Institute, University of Toronto, Toronto,Ontario, Canada, May 1992, Final Report of Contract W2213-9-6351/01-SZ, pp. 210—214.

1056APPLICATION EXAMPLES6.1INTRODUCTIONA safe system is one that has a set of desired properties. These propertiesgenerally ensure that the system behaves in a manner consistent with our ownexpectation, often as expressed by stated policy. This chapter will demonstratethe value and applicability of the modelling strategy developed by applying it toa number of areas of safe systems, as well as some other areas, like digital logicand protocol specification. The examples provided come from a range of previousand current work in the area.We shall present the examples in this chapter in two groups. First, we willdescribe an example that uses modular transaction properties to describe theactual property goals for the system. This will allow the use of the compositionresults from Chapter˚5, thereby illustrating the applicability and utility of ourcomposition theory. We will describe a confidentiality property that is basedupon Sutherland�s deducibility, as described in Section˚2.2.4.Next, we will present several examples where the target properties do not falldirectly into the class of modular transaction properties. In some cases theproperties can be translated into equivalent MTPs, so that our compositionresults can be applied. In other cases, the examples serve as pointers topotential future extensions to the modelling technique. The examples are notpresented to identify the limitations of our theory, but rather to demonstrate theflexibility of our modelling methodology, by making extensive use of thegrammatical specification technique, including labelled events, to capture thedesired behaviour.

104The Composition of Property-Preserving Event SystemsThus, since

∀ ∈ ∧ = ∧ ( )⇒ ∧( )⇒ l l l l L l l l l l l l l l l l l

1 2 3 4 1 2 2 3 3 4 1 2 2 4 1 4

, , , , ρ ρ ρ ρ ρ

, for all pathsthrough the

k +1

connection, the property is maintained.Since the choice of the state in which the lemma has been proven to becomposable was arbitrary, any state that is a member of

SC

could have beenchosen, and all states that are a member of

SC

are composable.nTheorem 5.1. All modular transaction properties are composable.Proof. Given a group of

k

modules to be composed, we can apply Lemma˚5.1

k− 1

times, beginning with a pair of modules, composing them, then successivelyadding a single module to the composite to build up the overall composition.n5.5SUMMARYThis chapter began by describing an extension to the formalism, based upon thenotion of event labels. It then went on to introduce a definition of propertiesusing these labels. Appropriate extensions to the composition algorithm werepresented. Finally, a proof of the composability of the class of transitive label-based properties was provided.

Properties103

dabComposite System before k+1 connectionj,b̨prereqsCja,d̨prereqsCk+1 connectionFigure˚5.1:Addition of

k +1

ConnectionNow, by the inductive assumption, we know that

∀ ∈ ∈ { } ∈ { } ∈ ⇒ ∀ ∈ ∈ { } ∈ { ∈[ ] ∈[ ] ∈[ ]∈[ ] ∈[ ] ∈[ ] l l L prereq l l l l L_{l ik}

ki m l jk kj n sC l ik ki m l jk k k k 1 2 1 21 1 21 1 2

3 4 1 21_{1 2} 3 4 , , , ,

, ,_{,, ,,} ,, α α δ β α δ ρ φ α β β U U U_, } ∈ ⇒ ∈[ ] ∈[ ] kj n sC

k prereq l l

1 21 3 4

,, , , U φ β ρ

.By Requirement˚5.7, we know that

∀ ∈ ∈ { } ∈ { } ∈ ⇒ = ∈[ ] ∈[ ] ∈[ ]∈[ ] l l L connected l l

l jk kj n l ik ki m k k 2 3 1 21 1 21 2 3 2 3 , , , ,

,, ,, δ α φ β δ φ U U ,

.Combining these, we have that

∀ ∈ ∈ { } ∈ { } ∈ { } ∈ { } ∈[ ] ∈[ ] ∈[ ]∈[ ] ∈[ ]∈[ ] ∈[ ]∈[ ] l l l l L l ik

ki m l jk kj n l ik ki m l jk kj n

k k k k

1 2 3 4 1 21 1 21 1 21 1 21

1 2 3 4

, , , , ,

,, ,, ,, ,, α α δ β φ α β β U U U

, , U ,

, , , α δ δ φ φ β ρ ρ ∈ ∧ ∈ ∧ ∈ ⇒ ∧ = ∧ prereq connected prereq l l l l l l

sC sC 1 2 2 3 3 4

.

102The Composition of Property-Preserving Event SystemsAs a general observation, notice that shuffle and delay productions have noimpact on a module�s satisfaction of a particular property. Only the prerequisiterelations

prereq1

and

prereq 2

and the way in which they are combined to producethe composite prerequisite relation

prereqsC

affect the property.We will proceed by induction on the number of connections between the modules.For the base case, consider two modules with no connections between them,

connected = ∅

. Under this condition, the composite prerequisite relation reducesto

∀ ∈ ∈ ∪ ∈ ∗ ⇔ ∈ ∨ ∈ s s S E E

prereq prereq prereq

i j C s sC s s

i j i j

, , , , , , , , α β α β α β α β 1 2 1 2 ∀ ∈ = ∈ ∗ ∧ ∈ { } s S prereq prereq E

C sC sC C

, , , , α β α β α β

.Since the modules have the property individually, this implies that

∀ ∈ ∈ ∈ { } ∈ { } ∈ ⇒ ∈[ ] ∈[ ] ∈[ ]∈[ ] s S l l L w y w y prereq l l

C l ik

ki m l jk kj n sC C C , , , , ,

,, ,,

1 2 1 21 1 21 1 2 1 2 α β ρ U U ,

as required.For the inductive case, assume that we have

k

connections (i.e.

connected k=

),and that the property holds for this situation. Now consider the addition of anew connection,

δ φ,

, such that

connected connected ′= ∪ { }δ φ,

. We have that

prereq prereq

sC sC ⊆ ′

. The new connection affects the satisfaction of the propertyonly where we have

α β, ∈ ′ prereq prereq

sC sC \

for

α

an input and

β

an output.This situation is pictured in Figure˚5.1.

Properties101No event can be relabelled as it passes through a connection, and if a connectionis made for events with one particular label, then the connection must be madefor events with all other labels.The composition of the two modules with a property is constructed in exactly thesame manner as the labelled event composition described in Section˚5.2.Lemma 5.1. The composition of two modules that obey a modular transactionproperty also obeys the modular transaction property.Proof. In this case, we have modules60:

m n b S N L prereq r BPT m n b S N L prereq r BPTs s s

s S s s s s S 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 12 , , , , , , , , , , , , , , , , ρ ∪ ∈_∈U

:that each obey the transaction property, and must show that any composition ofthe two

m n b S I N L prereq r BPT

C C C C C C C sC sC sC s SC

, , , , , , , , , ρ ∪ ∈U

also has the property (i.e.,

ρ ρC =

). In other words, we know

∀ ∈ [ ] ∈ ∈ ∈ { } ∈ { } ∈ ⇒ ∈[ ] ∈[ ] k s S l l L w y w y prereq l l

k l ik

i m l jk j n sk k k 1 2 1 2_{1 1} 1 2 1 2 , , , , , , , , , α β ρ U U ,

and wish to prove that61

∀ ∈ ∈ ∈ { } ∈ { } ∈ ⇒ ∈[ ] ∈[ ] ∈[ ]∈[ ] s S l l L w y w y prereq l l

C l ik ki m l jk kj n sC C C , , , , ,

,, ,,

1 2 1 21 1 21 1 2 1 2 α β ρ U U ,

.We shall prove the lemma for one arbitrary state

s SC∈

. If it is true for thatarbitrary state, then it is true for all other states of the composite system.

60We assume that

∀ ∈ ∩ ≠ ∅ s s S r r

C s s 1 2

1 2

1 2

, , .61Remember that, after the composition, the domain of the

prereq C

relation is

E E C C×

.

100The Composition of Property-Preserving Event Systems5.4COMPOSING WITH PROPERTIESWe will now consider the more general case where two arbitrary modules,described by modular grammars are composed. Given that each of the modulessatisfies the desired property individually, we need to prove that the compositealso satisfies the property.To begin, the generalized composition formalism from the Section˚4.2 will beadjusted to include the event labels and property relation.Consider two modules:

m n b S N L prereq r BPT m n b S N L prereq r BPTs s s

s S s s s s S 1 1 1 1 1 1 1 1 1 1

2 2 2 2 2 2 2 2 2 2 22 , , , , , , , , , , , , , , , , ρρ ∪∪ ∈_∈UU

.For convenience, we assume that

L L L 1 2= =

. Also, as noted in Section˚1.3, weare only considering the case where

ρ ρ ρ 1 2= =

. All of the other model elementsare derived as described in Sections˚4.2 and˚5.2.Based upon the connections, we will construct the composite specification

m n b S N L prereq r BPT

C C C C C C C sC sC sC s SC

, , , , , , , , ρ ∪ ∈U

.where

L L C =

and

ρ ρC =

.In our situation, we would expect that a connection is made between events withthe same label, and that if it is made for a single label, then it is also made forevery other label. Thus, we have the following requirement:Requirement 5.7:

∀ ∈ ∈ ∈ ∈ ∈ ⇒ = ∧ ∀ ∈ ∈ ( ) ( ) k k l l L j n i m connected l l l L connected k k l jk l ik l jk l ik

1 2 1 2 1 2 3

1 2 1 2

1 1 2 2 3 1 3 2

, [ , ], , , , , , , , β α β α

.

Properties99Some interesting modular transaction properties include:¥confidentiality (dominates operator on confidentiality labels)¥integrity (dominates operator on confidentiality labels)¥time (output events occur at a later time than input events)¥probability (probability of an output event occurring is less than or equal tothe probability of the corresponding input event(s) occurring)Some of these properties will be described more fully in Chapter˚6.By Requirement˚5.6, the prerequisite relation constrains the transactionproduction set

BPTs

in that there must exist production(s) that enforce thedesired temporal relationships.This notion of properties can then be easily applied to the grammar with labelsdescribed in Section˚5.2. The only extension required is found in the statementof the transaction productions. The following table provides examples ofunconstrained and constrained transaction production sets and causalityrelations for an

m n,

-General Module:UnconstrainedModular Transaction Property

T Y Y Y Z Z Z s l s l s l m s l s l s l n s l l l L l l l L

m n

m n 1 1 2 1 2

1 2 1 2

1 2 1 2 , , , , , , , , , , , , , → { } ′ ′ ′ ∈ ′ ′ ′∈ K K K K U T Y Y Y Z Z Z

s l s l s l m s l s l s l n s l l l L l l l L i m j n l l m n m n i j 1 1 2 1 2 1 1 1 2 1 2 1 2 1 2 , , , , , , , , , , , , , [ , ], [ , ], → { } ′ ′ ′ ∈ ′ ′ ′∈ ∀ ∈ ∈ ′ K K KKU_ρ

∀ ∈ ∈ [ ] ∈ [ ]

∈

l l L i m j n prereq

l i

l j s

1 2

1 1

1 2

, , , , , ,

,α β

∀ ∈ ∈ [ ] ∈ [ ]

⇔ ∈

l l L i m j n l l prereq l i

l j s

1 2

1 2

1 1

1 2

, , , , , ,

, ρ α β

The addition of the property constrains the possible label combinations of non-terminal symbols that are permitted in both the transaction productions and theprerequisite relation. The complete module specification with event labels andthe property relation is specified by the tuple

m n b S N L prereq r BPTs s s s S , , , , , , , , ρ ∪_∈U

.

98The Composition of Property-Preserving Event Systemsrelationship between the labels attached to the various input symbols in atransaction production, and those attached to the output symbols.Before we consider actual properties, we must discuss some notion of causality.Consider the transaction production

T Y Y Y Y Z Z Z Z

s l s l s l s l s l s l s l s l s

1 1 2 3 4 1 2 3 4

1 2 3 4 1 2 3 4

, , , , , , , , , → ′ ′ ′ ′

.Our notion of properties will constrain the relationship between causally relatedinput and output events, as defined by the

prereq

relation. In the aboveexample, if we know that

∀ ∈ ∈ ∧ ∈ l l L prereq prereq

l l s l l s 1 2 1 1 2 1

1 2 1 2

, , , , α β α β

, then thelabel

′l1

on non-terminal

′l sZ1 1,

would be constrained by the labels

l1

and

l2

on

l Y1 1

and

l Y2 2

, respectively. In general, there will be a relationship between an inputnon-terminal and all output non-terminals that follow it in the sequence in theright-hand side of each transaction production. This relationship will bemirrored in the definition of the prerequisite relation for events with differentlabels.The relation

ρ

is transitive iff

xρ y

and

yρ z

imply

xρ z

. A modular transactionproperty is expressed as a transitive relation

ρ ⊆ ×L L

between the labelsassociated with the group of input events and the labels associated with thegroup of output events that make up a particular complete transaction. As willbe demonstrated in the next chapter, many practical properties can be expressedin this form.Here is the mathematical specification of a property, based upon transitiverelation

ρ

, for a single module:59

∀ ∈ ∈ ∈ { } ∈ { } ∈ ⇒ ∈[ ] ∈[ ] s S l l L w y w y prereq l l l i i m l j j n s

, , , , , , , 1 2 1 1 1 2 1 2 α β ρ U U ,

This specification implies that if an input event

α

is a prerequisite for an outputevent

β

, then the labels

l1

and

l2

of events

α

and

β

must be such that

l l1 2ρ

. Ifthe above holds for a modular specification, then we can conclude that themodule in question satisfies the desired property.

59The notation

a bρ

is equivalent to

a b, ∈ ρ

.

Properties97Given the above description of modular specification, it should be apparent thatthe minimum parameters for describing a module with event labels can be statedby the tuple

m n b S N L prereq r BPTs s s s S , , , , , , , ∪ ∈U

. Thus, by specifying the valuesfor these parameters, we fully describe the module under the representation.Composition involving labelled events is done in a manner analogous to thatdescribed in Section˚4.2.2. The only difference is that for each connection, thereare now

L

unification operations, rather than just a single one.5.3MODULAR TRANSACTION PROPERTIESIn the previous chapters, we have modelled the activities of a module or a groupof modules as a sequence of events. The externally visible structure of the eventsequences was contained in the language described by the module�s grammar.Each possible event sequence (or execution sequence) is called a behaviour. Eachbehaviour is a sentence in the language formed from the corresponding modulegrammar.In the most general sense, a property is a (desired) quality (of a system) that isrelevant to the modelling exercise. In our case, a property places constraints onthe way that a module operates. The property may only allow certain types ofbehaviours to occur. Using our representation, we shall concentrate on thenotion of a property as a restriction on the types of transactions that a modulecan undergo.Given an arbitrary modular grammar, a property will restrict the possiblecombinations of labelled non-terminal symbols that can occur on the right-handside of any transaction production for the module. The restrictions will beexpressed as relations whose domain is the set of labels. In turn, this will limitthe possible label combinations that may be attached to events in valid sentencesof the module language.In general, we have a transaction production with a number of input and outputnon-terminal symbols forming its right-hand side. A property will constrain the

96The Composition of Property-Preserving Event SystemsThe transaction productions must be consistent with the prerequisite relation asdefined above. If a temporally related input event non-terminal and outputevent non-terminal appear in the right hand side of a transaction production,then

prereq

must be defined appropriately.Requirement 5.6:

∀ ∈ ∈∈ ⇒ ∃ ∈ ∈ ∗ ∈ ( ) = ∧ ⇒ ∧ ⇒ s S w y E w y prereq p BPT v x z V t u V rhs p vtxuz t w u y

s s s s G G_{s s}

, , , , , , , ^ , , ^ s.t.

If two events are temporally related, then there must exist a transactionproduction that enforces this relation. Events from different blocks cannot betemporally related.The set of shuffle productions,

SPs

, is constructed through a two-stage process asdescribed in Algorithm˚5.1. Except for the addition of labels to the non-terminals symbols, this algorithm is identical to Algorithm˚3.1.Algorithm 5.1: Composite Shuffle Production Construction with Labels SP

s

:= ∅

First add the productions within each block

∀ ∈ ∈

∗

∈

( )

= p BPT v x z V w y V rhs p vwxyz

s s s

, , ,

^

, ,

^

, s.t. if

w Z y Y w y prereq l j s l L j n l i s l L i m s ∉ { } ∨ ∉ { } ∧ ∉ ∈ ∈[ ] ∈ ∈[ ] , , , , , 1 1 U U

then

SP SP wy yw s s := ∪ →{ }

Now add the inter-block shuffle productions ∀ ∈ −

[ ]

∈ + ∈ ∈

∗

∈

( )

= ∧

( )

= ∧

( )

= ∧

( )

=

k b k k b p p BPT u w x z V v y V lhs p T lhs p T rhs p uvw rhs p xyz

s s s k s k s

1 2 1 1 2

1 2 1 2

1 1 1

1 2

, , [ , ], , , , , ,

^

, ,

^

,

, ,

s.t.

v Z y Y

l j s l L j n l i s l L i m ∉ { } ∨ ∉ { } ∈∈[ ] ∈∈[ ] , , , , 1 1 U U

then

SP SP wy yw s s := ∪ →{ }

Properties95Requirement 5.2:

∀ ∈ ∈ ∈ ∗ ∈ ( ) = ( )⇒ ≠ s S p BPT v x z V w y V

rhs p vwxyz w y

s s s

, , , , ^ , , ^ ,

Each of the input and output non-terminal symbols from the set

^ ,[ , ] ,[ , ] V Y Z

s l i s

i m l j s j n l L = { }∪ { } ∈ ∈ ∈ 1 1 U U U

may appear at most once in any single production.Requirement 5.3:

∀ ∈ ∈ ∈ [ ] ∈ ∈ ∗ ( ) = ∧ ( ) = ∧ ( ) = ∧ ( ) = ( )⇒ = s S y V k k b p p BPT v w x z V

lhs p T lhs p T rhs p vyw rhs p xyz k k s s k s k s

, ^, , , , , , , , , ^ ,

, ,1 2 1 2

1 2 1 2 1 2 1 1 2

If two transactions share an input or an output non-terminal symbol, then theymust be part of the same block (i.e., have the same assigned block numbers).The set of delay productions is given by

DP Z Y Y Z

s l j s l i s l i s l j s l l L i m j n = → { } ∈ ∈∈^{1 2 2 1}

1 211 , , , ,

,[ , ]

[ , ]U

.An output may always be delayed past a later input from the same state.Requirement 5.4:

∀ ∈ ∈ ∉ s S E prereqs

, , , α α α

No (externally visible) event is ever a prerequisite of itself.Requirement 5.5:

β α β α ∈ ∈ ( )⇒ ∉ O I s

E E prereq and ,

No (externally visible) output event can ever be a prerequisite for an (externallyvisible) input event.

94The Composition of Property-Preserving Event SystemsWe use the event terminal symbol

l iα

to refer to the (input) event with label

l

oninput stream

i

and the event terminal symbol

l jβ

to refer to the (output) eventwith label

l

on output stream

j

of a particular module. We will define

I l i l L i m E = { } ∈∈[ ] α 1,U

and

O l j l L j n ∈∈[ ] β

to be the set of module input events and outputevents, respectively. The set

E l i

i m l j j n l L = { }∪ { } ∈ ∈ ∈ α β [ , ] [ , ] 1 1 U U U

is the set of events thatare relevant to the abstraction being built. Each input and output is assigned agroup of

L

events so that

E L m n = +( )

.Define

^ ,[ , ] ,[ , ] V Y Z

s l i s i m l j s j n l L = { }∪ { } ∈ ∈ ∈ 1 1 U U U

to be the set of input and output non-terminal events for state

s

.There is some variability between modules in the basic productions set.However, all have the following core sets of productions:

BPA A B B B Y Z

s s s s b s l i s l i

i m l j s l j j n l L = → { }∪ →{ }∪ →{ } ∈ ∈ ∈ 1 2 1 1

, , , ,[ , ] ,[ , ]

K U U U α β

The of transaction productions

BPTs

derives the non-terminals

Tk s,

and definesthe possible complete transactions for block

k

of the module when in state

s

.The requirements placed on the set

BPTs

are an extension of those presented inSection˚3.2:Requirement 5.1:

∀ ∈ ∈ ∃ ∈ { } ∗ ∈ { } ∗ ( ) = ∈∈[ ] ∈∈[ ] s S p BPT y Y z Z rhs p yz

s l i s l L i m l j s l L j n , , ,,, ,, 1 1 U U s.t.

The symbols forming the right-hand side of any transaction production must beordered so that all input non-terminals appear before all output non-terminals.With the addition of the labels, this is the same as Requirement˚3.1.

935PROPERTIES5.1INTRODUCTIONChapter˚3 presented a method by which the behaviour of abstract processingmodules could be easily described. A method for interconnecting simplestructures to form more complex ones was then introduced and formalized inChapter˚4.This chapter represents the next major section of the work. We will begin bydeveloping formal notions of properties within the language-based framework. Ageneralized notion of properties will be presented and its composabilityinvestigated.5.2EVENT LABELSIn all of the previous sections, it has been assumed that all of the eventsassociated with a particular module input or output were homogeneous. Thissection will describe an extension that will allow events of a certain class tooccur on a particular input or output. Each event will have the same basesymbol, with a variable attached label. This will greatly increase the flexibilityof the approach by allowing different types of events to appear at a given inputor be produced at an output.Consider a set of event labels

L

. This section will extend the specificationstructure presented in Section˚3.2 to include the labelling information. To avoidrepetition, only the aspects of the modular representation that require changeswill be presented. In general, the extension will involve adding label informationto both terminal and non-terminal event input and output symbols.

92The Composition of Property-Preserving Event Systems

DP Z Y Y Z

s sC s s s s

01 02 02 01 01 02

22 11 11 22 , , , , , = → { } SPs sC01 02, = ∅

This composition is different from any of those presented so far. The differencelies in the existence of the feedback loop. Before any input events have occurred,the system is idle and there are no events on the loop. After one input, eventstravel around the loop and the system then continuously generates outputevents. Thus, the system requires the addition of the extra state

sC0

to describethe initial situation before the input has arrived. Once a single transaction hasoccurred, the system moves into the feedback state.The construction of the transaction production set

BPTsCC0

follows the guidelinesdescribed in Section˚4.2.2 and as a result

BPT BPT T Z

sC s sC s sC s

C0 01 02 01 02 02

1 22 = → { } , , , , \

.4.8SUMMARYThis chapter began by introducing a formalized mechanism for composing two ormore systems specified using the technique from Section˚3.2. The specificationof the composition was of the same form as a single-module specification. Next,internal and external events and deadlock were discussed. Finally, a number ofcomposition examples were presented.

Composition of Modules91As a result of the feedback loop, this is one of the situations mentioned inSection˚3.2 requiring that we explicitly distinguish between the initial state ofthe two modules (i.e., before any inputs have occurred and the feedback loop isempty) and the �operating� state after an input has been received and acontinuous stream of events travel around the feedback loop.The component and connection specification of the above system is as follows:

m1 2= n1 1= b1 1= S s 1 01= { } N1 = ∅ prereqs011 11 11 21 11 = { } α β α β , , ,

rs01 0= ∞[ ],

BPT T Y Z T Y Z

s s s s s s s

01 01 01 01 01 01 01

1 11 11 11 11 21 11 = → , , ,

m2 1= n2 2= b2 1= 2 02= { } N2 = ∅ prereqs022 12 12 12 22 = { } α β α β , , ,

rs02 0= ∞[ ],

BPT T Y Z Z

s s s s s

02 02 02 02 02

2 12 12 12 22 = → { } , , , ,

connected = { } β α β α 11 12 12 11

and the composite specification is

mC =1 nC =1 bC =1

S s s s C C = { } 0 01 02 , , N s s s C C 0 01 02 EC = { } α β11 22,

prereqsCC0 11 22 = { } α β, rsCC0 11 =[ ], BPT T Y Z

sC sC s s C C 0 0 01 02

1 11 22 = → , , ,

DP Z Y Y Z

sC s s s s

C0 02 01 01 02

22 11 11 22 = → { } , , , ,

SPsCC0 = ∅

prereq s sC01 02 11 22 , , = { } α β r s sC01 02 0 , ,= ∞[ ] T Z s sC s sC s s s s C s 01 02 01 02 01 02

01 02 02

1 11 22

1 22

, , , , ,

90The Composition of Property-Preserving Event Systems

prereq s sC01 02 11 12 21 12

11 22 21 22

, , , , , , , = α β α β rsC0 0= ∞[ ],

BPT T Y Z

T Y Z

s sC s sC s s s s C s s s s C s s

01 02 01 02 01 01

01 02 01 01

01 02 01 01

1 11 12 1 11 22 1 21 12 1 21 22

, , , , ,

, , , ,

, , , , = →

Each of the individual modules in the composition, when considered separately,has two possible transactions. When these are composed in a serial fashion, four�hybrid� transactions are created to account for the four possible overallbehaviours of the system.No shuffle productions are possible due to the restrictions imposed by theprerequisite relation.4.7MULTIPLE-STATE COMPOSITION EXAMPLES4.7.1Feedback ExampleThis example will create a triggered oscillating system that is shown inFigure˚4.8 below.

Input StreamOutput Stream

Input Stream EventsInput Stream

Output Stream EventsOR Module EventsComposite Internal StreamComposite Internal Stream Events EventsFork Module

Output Stream Eventsa11a21b11a12b12b22Figure 4.8:OR Module with Fork Module Feedback

Composition of Modules89 Events Events

Events Events Events Eventsa11a21b11a12b12b22Input StreamInput StreamOR ModuleOutput StreamInput StreamNDF ModuleOutput StreamOutput StreamFigure 4.7:OR Module Composed with NDF ModuleThe specification of the components and interconnection is:

m1 2= n1 1= b1 1= S s 1 01= { } N1 = ∅ prereqs011 11 11 21 11 = { } α β α β , , ,

rs01 0= ∞[ ],

BPT T Y Z

T Y Z

s s s s s s s

01 01 01 01

01 01 01

1 11 11 11

11 21 11 = → , , ,

m2 1= n2 2= b2 1= 2 02= { } N2 = ∅ prereqs022 12 12 12 22 = { } α β α β rs02 0= ∞[ ],

s s s s s s s

02 02 02 02

02 02 02

2 12 12 12

12 12 22 , , ,

connected = { } β α11 12,

and the resulting composite specification is

mC = 2 nC = 2 bC =1

S s s

C = { }01 02, NC = ∅

88The Composition of Property-Preserving Event SystemsThe specification of the components and interconnection is:

m1 1= n1 2= b1 1= S s 1 01= { } N1 = ∅ prereqs011 11 11 11 21 = { } α β α β , , ,

rsk0 0= ∞[ ],

BPT T Y Z T Y Z

s s s s s s s

01 01 01 01 01 01 01

1 11 11 11 11 11 21 = → , , , , , ,

m2 1= n2 0= b2 1= S s 2 02= { } I s2 02= N2 = ∅ prereqs022 = ∅

BPB B T B B s s s s s 02 02 02 02 02 2 12 12 12 12 = → , ε BPT T Y

s s s

02 02 02

2 12 12 { } , , connected = { } β α21 12,

and the resulting composite specification is

mC =1 nC =1 bC =1

S s s

C = { }01 02, NC = ∅ prereq s sC01 02 11 11 , , = { } α β rsC0 0= ∞[ ],

BPT T Y Z T Y s sC s sC s s s s C s 01 02 01 02 01 01

01 02 01

1 11 11

1 11

, , , , , , , , = →

The operation of the composite system creates a mechanism in which, given aninput event, an output event may or may not be generated. The prerequisiterelation

α β11 11 01 02 , , ∈ prereq s sC

for the composite system guarantees that an

α 11

event always occurs before its corresponding

β11

event, if one is generated. If no

β11

event is generated, then the prerequisite relation has no impact.4.6.5Another Nondeterministic ExampleThis section will consider a more complicated system involving the serialcomposition of an OR Module and a NDF Module. This will demonstrate thecomplexity involved in developing the composite production set from those of theindividual modules.

Composition of Modules87

SP Y Y Y Y

Y Y Y Y Y Z Z Y Y Z Z

s s s C s s s s s s s s s s s s s s 01 02 03

01 02 02 01

01 03 03 01

01 02 02 01

01 03

11 12 12 11 11 23 23 11 11 22 22 11 11 13 , , , , , , , , , , , , , , , , = →_{13 11}^{12 23 23 12}

23 11 11 23 23 22 22 23

03 01

02 03 03 02

03 01 01 03

03 02 02 03 , , , , , , , , , , , , , , s s s s s s s s s s s s s s Y Y Y Y Y Y Z Z Y Y Z Z Y → →

In this example, there is a much more complex temporal relationship betweenthe events in the three modules. The set of shuffle productions, derived from theprerequisite relation, reflects this.The increased notational complexity of this example clearly indicates the needfor an automated tool in dealing with large compositions.4.6.4Nondeterministic ExampleThis section will consider composition involving a Nondeterministic Fork Moduleand a Sink Module. The particular structure that results provides an interestingexample of how the nondeterministic modules available can be combined tocreate interesting composite behaviours. The interconnection is shown inFigure˚4.6.

NDF ModuleOutput Stream Events

Output Stream Events

Input Stream Events

Sink ModuleInput Stream Events

Composite Internal Streama11b11a12b21Figure 4.6:NDF Module Composed with Sink Module

86The Composition of Property-Preserving Event SystemsThe two AND Modules are specified by

∀ ∈ { } k 1 3,

,

mk = 2

nk =1 bk =1 S s k k= { }0 Nk = ∅ prereqsk k k k k

k0 1 1 2 1 = { } α β α β , , ,

rskk0 0= ∞[ ],

BPT T Y Y Z

sk sk sk sk sk

k k k k k

0 0 0 0 0

1 1 2 1 = → { } , , , ,

the 1,3-GM by

m2 1= n2 3= b2 1= S s 2 02= { } N2 = ∅ prereqs j j 022 12 2 1 3 = { } ∈[ ] α β, ,U rs022 0= ∞[ ],

BPT T Y Z Z Z

s s s s s s

02 02 02 02 02 02

2 12 12 12 22 32 = → { } , , , , ,

and the interconnections by

connected = { } β α β α 12 21 32 13

, , ,

.The resulting composite system is specified by

mC = 3 nC = 3 bC =1

S s s s C = { } 01 02 03 , , NC = ∅ EC = { } α α α β β β 11 12 23 11 22 13

, , , , ,

prereq^{s s s}_C^01^02^03 1_1 1_1 1_2 1_1 1_2 2_2 1_2 1_3 2_3 1_3

, , , , , , , , , , , = { } α β α β α β α β α β r s s sC01 02 03 0 , , ,= ∞[ ] BPT T Y Y Y Z Z Z

s s s C s s s

C s s s s s s

01 02 03 01 02 03 01 02 03 01 02 03

1 11 12 23 11 22 13

, , , , , , , , , , , = → { } DP Z Y Y Z

Z Y Y Z

Z Y Y Z Z Y Y

s s s C s s s s s s s s s s s s s s 01 02 03 01 01 01 01

01 02 02 01

01 03 03 01

02 01

11 11 11 11

11 12 12 11

11 23 23 11 22 11

, , , , , , , , , ,

, , , , , , = → →_{11 22} 22 12 12 22

22 23 23 22 13 11 11 13

13 12

01 02

02 02 02 02

02 03 03 02

03 01 01 03

03 02 , , , , , ,

, , , , , , , , , , s s s s s s s s s s s s s s s s Z Z Y Y Z

Z Y Y Z Z Y Y Z

Z Y Y → → 12 13 13 23 23 13_{02 03}

03 03 03 03 , , , , , ,s s s s s sZ

Z Y Y Z →

Composition of Modules854.6.3Three Module CompositionThis section will consider a more complicated example involving the compositionof three separate modules that appears in Figure˚4.5. This example serves todemonstrate the importance of the prerequisite relation in controlling theshuffling of independent and dependent input and output streams.

Events Events

Events Events Events

Eventsb12AND ModuleOutput Stream Events

Input Stream Eventsa11Composite Internal StreamOutput Stream Eventsb111,3-GMInput Stream Eventsa21a12b22b32b13a13a23Input StreamOutput StreamOutput StreamComposite Internal StreamInput StreamOutput StreamAND ModuleInput StreamFigure 4.5:Composition of 1,3-GM with Two AND Modules

84The Composition of Property-Preserving Event Systemsare satisfied by the composite transaction

T Y Z s s C s s 1 11 12

01 02 01 02

, , , , →

and the compositeprerequisite relation

prereq s sC01 02 11 12 , , = { } α β

.Compare the situation here with that of the previous section. When wecomposed the two modules in parallel, there was no connection between them.Hence, there was no causal relationship between events occurring in either ofthe modules. The composite grammar reflected this by having separatecomposite transactions corresponding to each module. By connecting the twomodules in serial fashion as we have done in this section, we have introduced acausal relationship between them. Thus, we merge the two modules�transactions into a single composite transaction.The resulting composite system is pictured in Figure˚4.4.

Input StreamOutput Stream Events Eventsa11b12Figure 4.4:Serial Composition of Basic Modules with Internals HiddenAs far as the external environment is concerned, the composite structurebehaves exactly as if it were a single Basic Module, even though it is reallycomposed of two Basic Modules in series. This is also reflected in the compositespecification: with symbol renaming it is equivalent to the Basic Modulegrammar of Section˚3.4.1.

Composition of Modules83would result in the procedure call

Unify Z Ys s11 1201 02, ,,( )

. In the procedure, we wouldfirst set

outprods T Y Z s s C s s = → { } 1 11 11

01 02 01 01

, , , ,

,

inprods T Y Z s s C s s = → { } 1 12 12

01 02 02 02

, , , ,

and

bothprods = ∅

.Next, we perform the concatenation:

BPT T remdups delstring Z rhs T Y Z delstring Y rhs T Y Z

s sC s sC s s sC s s s s sC s s

01 02 01 02 01 01 02 01 01

02 01 02 02 02

1 11 1 11 11

12 1 12 12 , , , , , , , ,

, , , , , , , = → → + → = → ( )+ ( ) ( ) { } = → + T remdups delstring Z Y Z delstring Y Y Z

T remdups Y Z s s C s s s s s s s s C s s 1 11 11 11 12 12 12

1 11 1

01 02 01 01 01 02 02 02

01 02 01

, , , , , , , ,

, , , , , , 02 01 02 01 02 2

1 11 12 ( ) = → { } T Y Z s s C s s

, , , ,

The composite specification that results is:

mC =1 nC =1 bC =1

S s s

C = { }01 02, NC = ∅ EC = { } α β11 12,

prereq s sC01 02 11 12 , , = { } α β rsC0 0= ∞[ ],

BPT T Y Z

s sC s sC s s

01 02 01 02 01 02

1 11 12

, , , , , = → { } DP Z Y Y Z

s sC s s s s

01 02 02 01 01 02

12 11 11 12

, , , , , = → { } SPs sC01 02, = ∅

The composite grammar has removed all reference to the terminal and non-terminal symbols corresponding to the connection endpoint events

β11

and

α 12

.That connection requires a close relationship between the two modules. Thenumber of output events

β11

from the first module must be equal to the number of

α 12

input events to the second module. In addition, the input to module˚1 mustalways occur before the corresponding output of module˚2. These requirements

82The Composition of Property-Preserving Event Systems Events Events

Events Events

a11b11a12b12Input StreamBasic Module 1Output StreamComposite Internal StreamOutput StreamBasic Module 2Input StreamFigure 4.3:Serial Composition of Basic ModulesThe specifications of the individual modules are the same as in the casedescribed in Section˚4.6.1:

∀ ∈ [ ] k 1 2,

,

mk =1 nk =1 bk =1 S s k k= { }0 Nk = ∅ prereqsk k k

k0 1 1 = { } α β, rsk0 0= ∞[ ],

BPT T Y Z

sk sk sk sk

k k k k

0 0 0 0

1 1 1 = → { } , , ,

However, we now have the interconnection:

connected = { } β α11 12,

The resulting composite system specification is quite different from the previouscase. In this case, we will describe how Algorithm˚4.1 creates the compositetransaction production set.Consider the two transaction production sets

BPT T Y Z

s s s s

0 01 01 01

1 11 11 11 = → { } , , ,

and

BPT T Y Z

s s s s

0 01 01 01

1 11 11 11

and the desired connection

connected = { } β α11 12,

. This

Composition of Modules81The composite structure that results is pictured in Figure˚4.2 (with internalstructures in grey): EventsInputStream EventsOutput Stream EventsOutput StreamInput Stream

Eventsa11a12b11b12Figure 4.2:Parallel Composition with Internal Structures RemovedAs far as the external environment is concerned, the elements in grey above arenot relevant. Only external behaviour visible at the inputs and outputs isobservable. The external behaviour is identical to that of the Parallel Modulepresented in Section˚3.4.9.4.6.2Simple Serial CompositionIn this section, two Basic Modules will be connected in a serial fashion to createa composite structure that is shown in Figure˚4.3.

80The Composition of Property-Preserving Event Systems

prereq s sC01 02 11 11 12 12

, , , , = { } α β α β rsC0 0= ∞[ ],

BPT T Y Z

T Y Z

s sC s sC s s s s C s s

01 02 01 02 01 01

01 02 02 02

1 11 11

1 12 12 , , , , ,

, , , , = → DP Z Y Y Z Z Y Y Z

Z Y Y

s sC s s s s s s s s s s s

01 02 01 01 01 01

01 02 02 01

02 01 01 02

02 02 0

11 11 11 11

11 12 12 11

12 11 11 12

12 12 1

, , , , ,

, , ,

= → 2^022^12Z^{s,}

SP Y Y Y Y

Y Z Z Y

Z Z Z Z

s sC s s s s s s s s s s s s

01 02 01 02 02 01 01 02 02 01

01 02 02 01

11 12 12 11

11 12 12 11

11 12 12 11

, , , , , , , , ,

, , , , = →

Since the two modules are effectively independent in this configuration, theparallel composition requires the generation of a language whose sentencesallow the event sequences of the two modules to be freely mixed. The basicproduction set for the composite system generates sequences of completetransactions for either of the two modules. All of the transactions from the firstmodule appear before those of the second module in the basic grammar, due tothe definition of the common production set:

BPA A B B YZ

s sC s sC sC sk iksk k k_kk

1 2 1 2 11 1 1 2 , , , ,,, = → { }∪ →→ ∈[ ] αβ U

.The shuffle productions then allow the non-terminals from transactions of thefirst module to �percolate� past those of the second module to their desired finallocation. The composite delay production set allows either of the outputs to bedelayed past any new inputs.

Composition of Modules79 EventsOutputStream EventsBasic Module 2Output StreamInput Stream

Events Eventsa11a12b12b11Basic Module 1Input StreamFigure 4.1:Parallel Composition of Basic ModulesIn the figure for this and the other compositions, the grey box is used to separatethe composite (i.e., the new internal) structure from the external environment.The specifications of the two Basic Modules are the same as the specificationfrom Section 3.4.1, with the addition of module number indices on all symbols:

∀ ∈ [ ] k 1 2,

,

mk =1 nk =1 bk =1 S s k k= { }0 Nk = ∅ prereqsk k k

k0 1 1 = { } α β, rsk0 0= ∞[ ],

BPT T Y Z

sk sk sk sk

k k k k

0 0 0 0

1 1 1 = → { } , , ,

connected = ∅

The resulting composite system specification is

mC = 2 nC = 2 bC = 2

S s s

C = { }01 02, NC = ∅ EC = { } α α β β 11 12 11 12

, , ,

78The Composition of Property-Preserving Event SystemsAnother important complexity issue relates to the size (i.e., length) of thespecification that results from a composition. A single module with

m

inputs,

n

outputs and state set

S

will have specification size

O Smn ( )

, due to the size of thedelay production sets

DPs

. 5 8 I f w e c o m p o s e t w o m o d u l e s , t h e r e s u l t i n g s p e c i f i c a t i o n s i z e w i l l b e

O S S m m n n

1 2 1 2 1 2 + ( ) +( ) ( )

. As with the growth innumbers of states, the worst case results when two modules are composedwithout connections between them.4.6SINGLE-STATE COMPOSITION EXAMPLESThis section will provide a number of examples where the composition method isapplied to derive the composite grammar, given the grammars of two or moreseparate modules, and a particular interconnection. To begin, several single-state modules will be composed. This will be followed by some cases ofcomposition of multi-state modules.4.6.1Simple Parallel CompositionIn this section, two Basic Modules will be composed in a parallel fashion tocreate the composite structure shown Figure 4.1.

58This is most obvious if we consider the General Module present in Section˚3.4.6.

Composition of Modules77Both the transaction count parameter

rs

and the

badstate

set are employed toidentify and rule out situations where deadlock is possible as a result ofinterconnection incompatibilities. Therefore, we conjecture that the possibility ofdeadlock has been eliminated by our approach. It may also be the case thatsome deadlock-free systems are not allowed by the constraints that we place oncomposition. However, a comprehensive proof of the necessary and sufficientconditions for deadlock-freedom is beyond the scope of this work.4.5COMPLEXITY ISSUES RELATED TO COMPOSITIONThe method used in our composition algorithm creates a new grammaticalspecification for each composite state. Consider the composition of

p

modules.The worst-case number of states occurs when we compose completelyindependent modules, with no connections between them. In such a case, everypossible state of one module is compatible with every possible state of everyother module. If each individual module specification has

n

states, then thecomposite specification will have a total of

np

states, and correspondingly,

state grammars. This type of exponential �state explosion� is a problem with allstate-based representations.There are a number of considerations that help to alleviate this problem. First,the worst case above describes components that are operating independently. Insuch cases, it may be more reasonable to map the problem into one in which thecomponents can be modelled and studied separately. Second, whenever aconnection is made between modules, the number of states in the resultingcomposite system is reduced. In most practical cases, there will be connectionsbetween modules.Finally, as noted by Ramadge and Wonham,57 there are a number of techniquesavailable that may allow a mapping of a specification with many states into onewith fewer states. If this is done prior to composition, a considerable reductionin the number of states will be possible for the composite system.

57 P e t e r J . G . R a m a d g e a n d W . M u r r a y W o n h a m . T h e C o n t r o l o f D i s c r e t e E v e n t S y s t e m s . Proceedings of the IEEE, 77(1):81—98, January 1989.

76The Composition of Property-Preserving Event Systemsuser typing at the keyboard, any networks to which it is connected, the externalsupply of electricity, the temperature of the room in which it is located, etc.In the event-system approach of this work, a clear distinction must be madebetween internal system events and external environment events. Thisdistinction ties in directly with the �black box� nature of the modular processingelements and the way in which these elements are composed hierarchically toform larger structures. Each of the individual basic module types reacts toevents in the environment in a certain way. Any internal events and actions arehidden from the external environment. The grammatical structure makes thisdistinction by having all visible events as elements of the set of terminalsymbols,

E

.When we compose two or more modules, the environment that each module seesis changed by the interconnections made. In effect, we identify a particularoutput event of one module with an input event of another module. Eachconnection converts two previously visible environment events into a singlehidden internal system event. The mechanism for achieving this conversion isthe introduction of the �hybrid� transaction productions.After modules have been composed, the composite structure is itself rendered a�black box�. The particular internal operation becomes irrelevant, and thecomposite grammar represents the externally visible behaviour only. Likewise,the causality between internal events is removed from the causality relation, sothat only externally visible events are considered.4.4DEADLOCKDeadlock is an area that has been heavily researched by those in the operatingsystem community. A set of modules will be in a deadlock state when everymodule in the set is waiting for an event that can only be caused by anothermodule in the set56.

56 James L. Peterson and Abraham Silberschatz. Operating System Concepts. Second Edition.Addison-Wesley Publishing Company, 1985, pp. 271-306.

Composition of Modules75¥the non-terminal set

V A C C sC

s SV = { }∪ ∈U

,¥the production set

P A C C s sC sC sC sC

s s N s s badstate sC sC sC s s N s s N s badstate s C s S A A A A A A A P

i i j i j C i j i i k i j C j k C j C = → { }∪ →{ }∪ →{ }∪ ∈ ∉ ∈∈∈ ∈ 01 02, ,, ,

U U U

.In the construction of the composite production set

PC

, the

badstate

set createdby Algorithm˚4.1 is used to determine which states to skip over.The composition algorithm as defined above is clearly symmetric and associative,since the combination of the grammatical elements is based on the set unionoperator and the fact that

A B B A ∪ = ∪

and

A B C A B C ∪ ∪( ) = ∪( )∪

. Thus,when composing more than two modules, the particular choice of compositionordering is irrelevant. We can compose the modules in a single step, or chooseany two, compose them, then compose the result with a third, etc. The result, ineither case, will be the same.One of the most important aspects of the above specification is that an arbitrarycomposition always results in a specification that has all the properties (asdefined by the requirements of Section˚3.2) of a single �stand-alone� modulespecification.Thus, after we have performed a composition55 o f t w o o r m o r e m o d u l e s , t h e resulting structure is indistinguishable from a single atomic module, both in itsoperation and in its grammatical representation. When we consider propertiesin Chapter˚5 this will allow us to treat �atomic� modules and composites in thesamemanner.4.3INTERNAL AND EXTERNAL EVENTSIn general, we are interested in modelling the manner in which the system underconsideration interacts with its surrounding environment. For example, acomputer workstation might be the system and its environment made up of the

55Including appropriate symbol renaming.

74The Composition of Property-Preserving Event SystemsAlgorithm 4.2: Composite Shuffle Production Set Construction

SP^s C := ∅ First add the productions within each block

∀ ∈ ∈ { }∪ { } ∗ ∈ { }∪ { } ∈[ ] ∈[ ] ∈[ ] ∈[ ] ∈[ ] ∈[ ] ∈[ ] ∈ u BPT v x z Y Z w y Y Z s C i s k k i m j s k k j n i s k k i m j s k k j k k k

, , , , , , , , , , , , , , , , 1 2 1 1 2 1 1 2 1 1 2 1 U U U_,

,^{nk} rhs u vwxyz^{[ ]} ( ) = U s.t.

if

w Z y Y w y prereq j s k k j n i s k k i m s C k k ∉ { }∨ ∉ { } ∧ ∉ ∈[ ] ∈[ ] ∈[ ] ∈[ ] , , , , , , , 1 2 1 1 2 1 U U

then

SP SP wy yw

S

C

S

C

:= ∪ → { } Now add the inter-block shuffle productions

∀ ∈ − [ ] ∈ + ∈ ∈ { }∪ { } ∗ ∈ { }∪ ∈[ ] ∈[ ] ∈[ ] ∈[ ] k b k k b p p BPT

u w x z Y Z v y Y Z

C C sC

i sk j sk k j n k i m i sk j k k

1 2 1 1 2

1 2 1 1 2 1 1 1 1

, , [ , ], , ,

, , , , , , , , , , , , , U U s^k_{kj n} k i m k sC k sC k k lhs p T lhs p T rhs p uvw rhs p xyz { } ( ) = ∧ ( ) = ∧ ( ) = ∧ ( ) = ∈[ ] ∈[ ] ∈[ ] ∈[ ] 1 2 1 1 2 1 1 2 1 2 1 2 , , , , , , , , U U s.t.

v Z y Y

j sk kj n i s k ki m k k ∉ { }∨ ∉ { } ∈[ ] ∈[ ] ∈[ ]∈[ ] , ,, ,,,

1 21 1 21 U U

then

SP SP vy yv s C s C := ∪ →{ }

The particular ordering of inputs and outputs that is generated by the algorithmto create the transaction productions constrains the execution sequences so thatevents in a causally related group occur in order by module and line number.The shuffle productions generated above allow the possibility of other orderings,without violating causality requirements.As in Section˚3.2, we set

P BP DP SP

sC sC sC sC = ∪ ∪

.Finally, the components of the overall module grammar

G V P A

C C C C C E = , , ,

are:

Composition of Modules73

BPA A B B B Y Z s sC s s s sC s sC b s sC

i sk ik i m e e connected j sk jk j n e e connected C k k ik k k jk 1 2 1 2 1 2 1 2 1 2 1 2 1 1 , , , , , , , , , [ , ] , , ,

[ , ] , , = → { } ∪ →{ }∪ →{ } ∈ ¬∃ ∈ ∈¬∃ ∈ K U U α β α β ∈[ ] k 1 2,U

.The next task is to define the sets

BPBsC

for arbitrary

s SC∈

. This involvesfinding the �common ground� between each of the individual block productionsets. For example, if one module specifies that each transaction may occur two,three, or four times and the other module specifies that each transaction mayoccur three or more times, then the composite will only allow three or fourtransactions, wherever a connection is made between the two blocks. This canbe achieved with the following:

r r r

s sC s s

1 2 1 2 1 2 , = ∩

If the result of this assignment is that

r s sC1 2, = ∅

then the two modules beingcomposed are inherently incompatible and cannot be connected. If thecomposition requires the extra state

sC0

, then we set

rsC0 11 =[ ],

.As before, we set

BP BPA BPB BPT

sC sC sC sC = ∪ ∪

to obtain the compete set of basicproductions for the composite system.The set of delay productions is defined as:

DP Z Y Y Z

s sC j sk i sk i sk j sk k ki m j n e E e connected e E e connected k k k k k I C jk O C ik

1 2 11 22 22 11 1 2 21 1 1 1 2 2 2 1 2 11 , , , , , , [ , ] [ , ] [ , ] , , , , = →{ } ∈ ∈∈ ¬∃ ∈ ∈ ( )∧ ¬∃ ∈ ∈ ( ) β α U

In other words, we allow any output of the composite system to the environmentto be delayed.The set of shuffle productions

SPSC

is constructed through a two-stage process,analogous to that described for single modules in Section˚3.2.3.

72The Composition of Property-Preserving Event Systemsterminals. For example,

sortseq Z Z Y YY Z Z Z Z YYY Z Z Z Z ( ) 23 14 12 31 21 23 14 13 22 21 31 12 22 13 23 14 =

. Thealgorithm does not depend on the prerequisite relation. An example of theoperation of the algorithm for a specific example is found in Section˚4.6.2.Now, if we require the special initial state

sC0

, then we must make someadjustments to the transaction production set

BPTsCC0

. Consider a transactionproduction

p BPTsCC ∈ 0

. We must delete this production if

rhs p( )

is a string ofoutput non-terminal symbols such that

∃ ∈ ∗ ∈[ ] ∈[ ] z Zj sC

kj n C k , ,, 0

1 21U

s.t.

rhs p z ( ) =

and there exists another production

′∈p BPTsCC0

such that

∃ ∈ + ∈[ ] ∈[ ] y Yi sC

ki m C k , ,, 0

1 21U ∧ rhs p yz ′( ) =

.An example of the need for this procedure is found in Section˚4.7.1. The extrastate allows us to differentiate between the case where a feedback loop has neverbeen active and where it is continuously active.We define the set of input and output non-terminal symbols for the compositespecification as follows:

^ , ,

[ , ] [ , ] , , [ , ] , , [ , ] [ , ] , , [ , ]

V Y Z

s sC i sk ki m

k j n

connected j sk kj n

k j n k k k jk ik k k k jk 1 2 11 1 1 2 2 2 1 11 1 1 2 2 1 2 11 2 1 1 211 2 1 = { } ∪ { } ∈∈ ¬∃ ∈[ ] ∈∈ ∈∈¬∃ ∈[ ] ∈ β α β U 1 2,α ik connected∈U

.The non-terminal symbols corresponding to the endpoints of a connection areomitted from

^ ,Vs sC1 2

. The set of common productions for the compositespecification is defined as:

Composition of Modules71Algorithm 4.1b: Transaction Production Unification (Mainline Code)

badstate := ∅ ∀ ∈ s s S C

1 2 , BPT s s

C

1 2 , := ∅ ∀ ∈ ∈ k x BPT s

k

k

[ , ],1 2,

BPT BPT T rhs x

s s

C s s

C s s

C

1 2 1 2 1 2

1 , , , ,

:= ∪ → ( ) { }

∀ ∈ ∈ ∈ k k j n i m

k k

1 2

1 2 1 1

1 2

, [ , ], [ , ], [ , ]

,if ^{β αjk ik connected1 2, ∈} then

Unify Z Y_{j s} k

i s k ( , ) , , 1

1

2

2

∀ ∈x BPT s s

C

1 2 , , BPT BPT T sortseq rhs x x

s s

C s s

C s s

C

1 2 1 2 1 2

1 , , , ,

:= ∪ → ( )

( )

{ }

\ The above algorithm does not assign the appropriate block numbers to thetransactions in the composite transaction production set

BPTs sC1 2,

. However,calculating

bC

and assigning the appropriate block numbers can easily be madeusing Requirement˚3.6, after Algorithm˚4.1 has completed.The algorithm works by first copying all of the transaction productions for theindividual modules to the composite transaction production set,

BPTs sC1 2,

, settingtheir left-hand sides to

T s sC1 1 2, ,

in the process.For each connection (defined by the corresponding output-input event pair), theunification procedure is called. The procedure first isolates those productionsthat contain one or both of the non-terminals corresponding to the endpoints ofthe connection being considered. It then creates the unified transactionproductions by concatenating the right-hand sides of each pair of transactionproductions containing a non-terminal symbol corresponding to an endpoint.After all the unifications have been performed, the algorithm sorts non-terminals in the right-hand side of each of the composite transactions by moduleand line number, with all input non-terminals occurring before all output non-

70The Composition of Property-Preserving Event SystemsAlgorithm 4.1a: Unification Procedure

procedure

Unify z y( , )

outProds,inProds,bothProds := ∅

∀ ∈x BPT s s

C

1 2 , ,if ^{substring z rhs x substring y rhs x( , ( )) ( , ( ))∧} then ^{bothProds bothProds T rhs x} s s

C

: ( )

, ,

= ∪ →

{ } 1

1 2 elsif

substring z rhs x

( , ( ))

then

outProds outProds T rhs x

s s

C

: ( )

, ,

= ∪ →

{ }

1

1 2 substring y rhs x

( , ( ))

inProds inProds T rhs x s s

C : ( ) , , = ∪ → { } 1 1 2

if bothProds outProds inProds outProds inProds = ∅ ∧ ≠ ∅ ∧ = ∅

( )

∨ = ∅ ∧ ≠ ∅

( )

( ) then

badstate badstate s s : , = ∪

1 2

, exit procedure ∀ ∈ ∈ p outProds p inProds

out in

, ,

BPT BPT T remdups delstring z rhs p

delstring y rhs p p

s s

C

s s

C

s s

C out

in in

1 2 1 2 1 2

1 , , , ,

:

,

,

= ∪ →

( )

( )

+

( )

( )

\

∀ ∈ ∈ p outProds p bothProds

out both

, ,^{BPT BPT T remdups delstring z rhs p}

delstring y delstring z rhs p

s s

C s s

C s s

C

out both

1 2 1 2 1 2

1 , , , ,

:

,

, ,

= ∪ →

( ) ( )

+ ( ) ( ) ( )

BPT BPT outProds

s s

C s s

C

1 2 1 2

, ,

:= \

∀ ∈ p bothProds

both , BPT BPT T remdups delstring y delstring rhs p z p

s s

C s s

C s s

C both both

1 2 1 2 1 2

1 , , , ,

: , , = ∪ →

( )

( )

( )

( )

{ }

\

end

Unify

Composition of Modules69The algorithm calls upon three support functions that are defined as follows:

substring p s,( )

A Boolean function that returns true if there exist (possibly empty) strings

y

and

z

such that

ypz s=

.

delstring p s,( )

A function that returns the string formed when the first occurrence of

p

isremoved from

s

. If

¬ ( ) substring p s,

then

delstring p s s,( ) =

.

remdups s( )

A function that returns the string formed when all single characterduplicates are removed from the string

s

. The operation is performedwith the following code:function

remdups s: :

string string ( ) tempstring: ""=

for

i

: 1 ..

length s( )

if

¬ ( )( ) substring s i tempstring ,

then

tempstring tempstring s i := + ( )

end forresult

tempstring

end functionIn this code,

s i( )

returns the

i

th character of string

s

,

length s( )

returns thelength of string

s

in characters, and the

+

operator is used for stringconcatenation.In the following algorithm, the �strings� that are being manipulated aresequences of non-terminal symbols.

68The Composition of Property-Preserving Event SystemsThis definition is analogous to a recursive definition of connectivity. Now, if

∃ ∈ ∗ α α α s.t. , prereq s sC01 02,

, indicating that there is a feedback loop, then werequire the special initial state

sC0

.Since

E E E

C ⊆ ∪1 2

, once we have the definition for

prereq sC∗

, we must define

prereq prereq E

sC sC C = ∈ ∗ ∧ ∈ { } α β α β α β , , ,

We now define the composite grammars

G V E P A

sC sC C sC sC

= , , ,

for each state

s SC∈

.We cannot determine the number of blocks in the composite system until afterwe have calculated the composite transaction sets.Algorithm˚4.1 will iteratively construct the sets

BPT s S

sC C , ∈

based upon theindividual transaction production sets

BPT k s S

sk k

, , , ∈ [ ] ∈ 1 2

and the

connected

function. The algorithm is broken into two parts: the unification procedure for asingle connection in Algorithm˚4.1a, and the mainline code that loops throughthe various states and connections, calling the unification procedure as required,in Algorithm˚4.1b. An extensively annotated version of this algorithm appearsin Appendix˚B.The purpose of the algorithm is to create the composite transaction productionset

BPTs sC1 2,

, based on the transaction production sets for the individual modules,and the

connected

function. For each connection (defined by the correspondingoutput-input event pair), the unification procedure is called. The unificationprocedure first isolates those productions that contain one or both of the non-terminals corresponding to the endpoints of the connection being considered. Itthen creates the unified transaction productions by concatenating the right-handsides of each pair of transaction productions, removing the endpoint non-terminal symbols in the process. This process is repeated for each pair ofproductions involving the connection endpoint non-terminal symbols.

Composition of Modules67the event terminal and non-terminal symbols as they were in the individualmodules. After the composition has been completed, the symbols can easily berenumbered and reindexed to fit into the standard structure described inSection˚3.2.We now consider the construction of the composite prerequisite relation

prereq E E

sC k k k k ⊆ × ∈[ ] ∈[ ] 1 2 1 2 , , U U

. To begin, we define the relation

P

by

∀ ∈ ∈ ∪ ∈ ⇔ ∈ ∨ ∈ ∨ ∈ s s S E E

P prereq prereq connected

C s s

1 2 1 2 1 2 1 2 , , , ,

, , , , α β α β α β α β α β

.We can then define the recursive support relation

prereq sC∗

to be the transitiveclosure of

P

:

∀ ∈ ∈ ∪ ∈ ∗ ⇔ ∈ ∨∃ ∈ ∪ ∈ ∧ ∈ ∗ ⇔ ∈ ∨ ∈ ∨ ∈ ∨ ∃ ∈ ∪∈ s s S E E

prereqPE E P prereq

prereq prereq connected E Eprereq

C s sC s sC s s s 1 2 1 2

1 2 1 2

1 2 1

1 2 1 2 1 2 1 , , , , , , , , ,

, , , , ,^, , α β α β α βγ α γ γ β α β α β α β γ α γ s.t. s.t. ∨ ∈ ∨ ∈ ∧ ∈ ∗ α γ α γ γ β , , , , prereq connected prereq

s s sC

2 1 2 2

In other words, event

α

is a prerequisite of event

β

in the composite system if¥event

α

is a prerequisite of event

β

in any of the individual modules, or¥event

α

is connected to event

β

as defined by the

connected

function, or¥there exists an intermediate event

γ

such that¥

α

is a prerequisite of

γ

in an individual module, or¥

α

is connected to

γ

and

γ

is a (previously defined) prerequisite of

β

in the composite system.

66The Composition of Property-Preserving Event Systemsand outputs of the two separate modules, reduced by the number of connectionsbetween them:

m m m connected n n n connected CC = + − = + − 1 2 1 2

Each connection �consumes� one input and one output.We can define the composite set of states as

S S S s C C = ×( )∪ 1 2 0

. The extra initialstate

sC0

may be necessary in certain cases involving feedback loops where weneed to identify the state before any events have occurred.54 If such an initialstate is not required, then

S S S C = ×( ) 1 2

and the initial state for the composite is

s s01 02,

. The composite next-state relation

N S S

C C C ⊆ ×

can be defined by thefollowing:

∀ ∈ ∈∈ ⇔ =( )∧ ∈( ) ( ) ∨ =( )∧ ∈ ( ) ( ) ∨ ∈ ( )∧ ∈ ( ) s s S s s S

s s s s N s s s s N s s s s N s s N s s N C 1 2 1 3 4 2

1 3 2 4 1 2 3 4 2

3 4 1 2 1

1 2 1 3 4 2

, , , ,

, , , , , , ,

.If the extra initial state is required,2 then we must add the transition

s s s

C0 01 02 , ,

to the next-state relation

NC

.Either one or both of the modules in a composition may undergo a (valid) statetransition as part of a single valid composite system state transition.The composite event set

E E C k k ik jk k ki m j nconnected k jk ik = { } ∈ ∈∈∈ ∈ [ , ] , [ , ][ , ][ , ] , , 1 2 1 211 2 1

1 2 21 1 2 U U \ α β β α

is defined so that it includes all events from the individual modules, with thoseevents involved in connections removed. For convenience, we use the names of

54This will be explained further when we construct the composite, later in this section.

Composition of Modules65Based upon the connections, we will construct the composite specification

m n b S N prereq r BPT

C C C C C sC sC sC s SC

, , , , , ,

∪_∈U

.4.2.2Constructing the CompositeThe process of composing grammatically represented modules involves a numberof steps. Informally, these are:¥Ensuring that the modules to be composed have independent sets ofterminals and non-terminals. This may involve a trivial renaming of theelements of these two sets. In our case, we will use module numberindices to ensure unique symbols. We must also remove those terminaland non-terminal symbols that correspond to the endpoints in aconnection.¥Generating the hybrid prerequisite relation, based upon the prerequisiterelations for the individual modules and the desired connections betweenmodules.¥Generating the composite grammar by collecting all the transactionproductions together, creating �hybrid� transaction productions for thosethat have a causal relationship as a result of a connection betweenmodules. The composite block production set must respect the number oftransactions specified by each of the individual block production sets.¥Adding delay and shuffle productions to allow intermixing of the eventsequences of the modules, making sure that causal relationships are notviolated. These productions must allow all valid sequences to begenerated, without introducing loops into the derivation sequence.We shall now take this informal process and derive a correspondingmathematically based method for composing groups of arbitrary modules. Webegin by considering the specification of the state-independent components of thecomposite specification. The composite system has the total number of inputs

64The Composition of Property-Preserving Event Systems4.2.1Specifying the CompositionConsider two modules:

m n b S N prereq r BPT

m n b S N prereq r BPT^{s s s}

s S s s s s S 1 1 1 1 1 1 1 1

2 2 2 2 2 2 2 2 22 , , , , , ,

, , , , , , ∪∪ ∈_∈U

.All of the other model elements are derived as described in Section˚3.2, with theaddition of superscripts to indicate module number.The connections between the modules will be defined by a connection function

connected E E O k k I k k ⊆ × ∈ ∈ [ , ] [ , ]

1 2 1 2 U U

. We have that

e e connected

1 2, ∈

if (output) event

e1

has been made equivalent to (input) event

e2

as a result of a connection.Connections between modules associate two previously independent events as asingle event. Therefore, a connection involves no storage, queueing or delay.The definition of the connection function does not rule out the possibility that amodule�s output is connected to one of its own inputs.Each module input or output can participate in at most one connection.Therefore, we have the following requirement53.Requirement 4.1:

∀ ∈ ∈ ∈ ∧ ∈ ( )⇒ = ∈[ ] ∈[ ] e e E e e E

e e connected e e connected e e O k k I k k 1 2 1 2 3 4 1 2 1 3 1 4 3 4 1 3 2 3 1 2

, , , , , , , , U U

.Those output lines that do not participate in a connection send their outputevents to the external environment. Likewise, those inputs that do notparticipate in a connection receive their input events from the externalenvironment. If we wish to allow external access to connected events, we can doso by inserting Fork or OR Modules rather than simple connections.

53The first part of the requirement follows directly from the fact that connected

is a function.

634COMPOSITION OF MODULES4.1INTRODUCTIONAs noted earlier, the purpose of this work is to produce a generalized frameworkfor representing the behaviour of modular processing elements. Chapter˚3introduced a structure for describing the activities of individual modules. Wewill now consider how these individual elements can be interconnected orcomposed to form much larger and more complex structures such that thespecification of the composition can be deduced from the specifications of thecomponents.We will begin by presenting a general framework for an arbitrary composition ofthe specifications of two separate modules. This will provide us with a set oftransformation rules that will describe a mechanical procedure for composingarbitrary specifications of modules. The impact of composition on internal andexternal events will be described and the potential for deadlock considered.Finally, we will provide a number of composition examples, beginning withsimple situations and proceeding to more complex ones. In each case, we willuse the composition method to construct an appropriate composition grammar,based upon the grammars of the individual modules and the desiredinterconnection.4.2FORMALIZING COMPOSITIONThis section will describe a formal method for composing the modularspecifications described in Section˚3.2. The first step in this process involvesdescribing the elements of the composition: the individual module specificationsplus the connections that are made between them. The second step is toconstruct the composite specification.

62The Composition of Property-Preserving Event Systemsgenerated by the limited buffer specification approaches that for the unlimitedcase described in Section˚3.4.1.3.6SUMMARYThis chapter began by introducing a module representation based upon formalgrammars and an event prerequisite relation. It then described a number ofmodules under this representation, ranging from the simple Basic Module tomore complicated examples.At the core of the representation are the module grammars. The overallbehaviour of the module is represented by a grammar

G

. Within each state

s

, agrammar

Gs

is defined to describe allowed event sequences within that state.The basic production set

BPs

defines a canonical form for allowed eventsequences in which output events occur immediately after input events, in aprescribed ordering. The delay productions (in

DPs

) allow output events to bedelayed past later input events. The shuffle productions (in

SPs

) allowreordering of events where no temporal restriction results from the definition ofthe

prereqs

relation.A good representational technique should allow the modelling of a wide range ofpractical situations. Through the general nature of our technique, it should beclear that we can easily model virtually any component that reacts to inputevents by generating output events. Most real systems can be represented inthis way.

Modular Specification61The derived values from the specification are:

E = { } α β1 1,

V A= { }∪ ∪V Vs s0 1 P A = → ∪ ∪ A A A A A A A P P s s s s s s s s s 0 0 0 1 1 1 0 0 1

V A B T Y Z

s s s s s s

0 0 0 0 0 0

1 1 1 1 = { }∪ { } , , ,

, , , ,

BPA A B YZ

s s s s

0 0 0 0 0 1 1 1 1 1 = → { }∪ → , , αβ BPB B T

B T T B T T T

s s s s s s s s s s ibs 0 0 0

0 0 0

0 0 0 0 1 1 1 1 1 1 1 1 1 = → , , , , , , , , ,

εM K 6 744 84 4

times

DP Z Y Y Z

s s s s s

0 0 0 0 0

1 1 1 1 = → { } , , , ,

SPs0 = ∅

V A B T Y Z

s s s s s s

1 1 1 1 1 1

1 1 1 1 = { }∪ { } , , ,

, , , ,

BPA A B YZ

s s s s

1 1 1 1 1 1 1 1 1 1 = → { }∪ → , , αβ BPB B T

B T T B T T T

s s s s s s s s s s ibs 1 1 1

1 1 1

1 1 1 1 1 1 1 1 1 1 1 1 1 = → , , , , , , , , ,

εM K 6 744 84 4 times

DP Z Y Y Z

s s s s s

1 1 1 1 1

1 1 1 1 = → { } , , , ,

SPs0 = ∅

Here, we have defined a module with two separate states, each of which operatesin an identical manner. The module has a single block. The block productionsets

BPBs

are defined so that up to

ibs

input-output event pairs may occur beforethe transition is made to the other state.The delay productions allow outputs to be delayed, but only within the events ofeach state. Thus, an output event is never more than

ibs

steps away from theinput event that caused it. It can be shown that as

ibs

grows large, the language

60The Composition of Property-Preserving Event Systems

m = 2 n = 2 b =1

S s s s s = { } 0 1 2 3

, , ,

N s s s s s s s s = { } 0 1 1 2 2 3 3 0

, , , , , , ,

prereqs0 1 1 = { } α β, rs0 0= ∞[ ], BPT T Y Z

s s s s

0 0 0 0

1 1 1 = → { } , , ,

prereqs1 = ∅

rs1 11 =[ ], BPT T Y

s s s

1 1 1 1 2 = → { } , , prereqs2 1 2 = { } α β, rs2 0= ∞[ ], BPT T Y Z

s s s s

2 2 2 2

1 1 2 = → { } , , ,

prereqs3 = ∅

rs3 11

BPT T Y

s s s

3 3 3 1 2 , ,

The module begins in state

s0

, in which it repeatedly accepts

α 1

input events andgenerates

β1

output events. If a

α 2

toggle input event is received, the modulemoves into state

s1

, and then directly into state

s2

. In state

, each

α 1

inputevent causes a

β2

output event. If a

α 2

toggle input event is received, themodule moves into state

s3

, and then directly into state

s0

, where the cyclebegins again.3.5.2Limited BufferAll the previous examples have allowed the input events to a particular moduleto queue up indefinitely. This is not a realistic representation of many practicalsystems, since usually the number of possible pending operations is limited. Inthis section, we will consider a Basic Module that has been modified so that ithas an input buffer of size

ibs < ∞

. This means that only

ibs

�unprocessed� inputevents are allowed to queue up at any given time, before the correspondingoutput events are generated.The specification for the Limited Buffer Module is:

m =1 n =1 b =1

S s s = { }0 1, N s s s s = { } 0 1 1 0

, , , prereqs0 1 1 = { } α β, r ibs s0 0=[ ], BPT T Y Z

s s s s

0 0 0 0

1 1 1 = → { } , , ,

prereqs1 1 1 s1 0=[ ], 1 1 1 1

Modular Specification59This example demonstrates the flexibility of the prerequisite relation in allowingthe modeller to specify any desired temporal relationship between events.3.5MULTI-STATE MODULE EXAMPLESThis section will instantiate the representation framework for two multiple-stateexamples.3.5.1Switch ModuleGiven a single input event, the Switch Module generates a corresponding outputevent on either of two output lines. The choice as to which output event isgenerated is dependent on whether an even or an odd number of toggle eventshave occurred. Events

Switch ModuleInputToggleA OutputB Output Events Events Eventsa1a2b2b1Figure 3.12:Switch ModuleIn this case, we need a total of four states: two states to represent the twooperating modes, in which a

α 1

event occurs causing either one of the outputevents, and two states to represent the toggle event transitions between the twomodes.

58The Composition of Property-Preserving Event SystemsIn this particular situation, each of the two input events (perhaps correspondingto the arrival of the two operands in a calculation) must occur before the clockevent, that might be equivalent to a �data ready� signal. Previous modulesallowed input events to be presented in an arbitrary order, but here the modulerequires a particular ordering. The two output �result� events are allowed tooccur in either order. Again, it is possible to queue several input-event triples,awaiting the corresponding output events. The specification for the module is asfollows:

m = 3 n = 2 b =1 S s= { }0 N = ∅ prereqs i j ij 0 1 31 2 1 3 2 3 = { }∪ { } ∈[ ] ∈[ ] α β α α α α , , , , ,,U rs0 0= ∞[ ], BPT T Y Y Y Z Z

s s s s s s s

0 0 0 0 0 0 0

1 1 2 3 1 2 = → { } , , , , , ,

The delay production set

DP Z Y YZ

s j i i j ij 0 1 31 2 = → { } ∈[ ] ∈[ ],U

allows each of the two output event types to skip over each of the three inputevent types. The shuffle production set

SP Y Y Y Y Z Z Z Z

s s s s s s s s s

0 0 0 0 0

0 0 0 0

1 2 2 1

1 2 2 1 = → , , , ,

, , , ,

allows the output and input event ordering to be switched. The clock event,however, must occur after the two input events and before either output event,for a given single transaction. This is indicated by the extra two prerequisiterelation entries, and reflected in the shuffle production set. This is the firstexample that has been presented where an input is a prerequisite of anotherinput. An analogous technique could be used among output events to enforce aparticular ordering.

Modular Specification57

SP Y Y Y Y

Y Z Z Y Z Z Z Z

s s s s s s s s s s s s s 0 0 0 0 0

0 0 0 0

0 0 0 0

1 2 2 1 1 2 2 1 1 2 2 1 = → , , , , , , , , , , , ,

allows full reordering between the two separate streams of events. This issomewhat different from the situation in the Fork Module, for example, whereshuffle productions within a block were used to override the arbitrary orderingin a particular transaction production. The extra shuffle productions arerequired here because the module is composed of two separate blocks.Since the common production set keeps all block˚1 transactions strictly beforeblock˚2 transactions, the shuffle productions allow full intermixing whileguaranteeing unique derivations.The shuffle production set shown above is one of two that are possible,depending on how the transaction productions are assigned their block numbers.The languages generated are equivalent.3.4.10Clocked Input ModuleThis section will model the clocked input module that appears in Figure˚3.11. Events

Clocked Input ModuleA InputB InputClock InputResult AResult B Events Events Events Eventsb2a3a2a1b1Figure 3.11:Clocked Input Module

56The Composition of Property-Preserving Event Systemsinput/output lines. We shall see in Section˚4.5.1 that the Parallel Module isidentical in operation to the parallel composition of two independent BasicModules. Events

Parallel ModuleA InputB InputA OutputB Output Events Events Eventsa1a2b1b2Figure 3.10:Parallel ModuleThe specification for the Parallel Module is as follows:

m = 2 n = 2 b = 2 S s= { }0 N = ∅ prereqs0 1 1 2 2 = { } α β α β , , , rs0 0= ∞[ ], BPT T Y Z T Y Z

s s s s s s s

0 0 0 0 0 0 0

1 1 1

2 2 2 = → , , ,

The delay production set

DP Z Y Y Z

Z Y Y Z

s s s s s s s s s s s s s s s s s

0 0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

1 1 1 1 1 2 2 1 2 1 1 2 2 2 2 2 = → , , , , , , , , , , , , , , , ,

is typical of the other modules that have been described, except that we mustallow shuffling of output events of the different blocks. Given the commonproduction set

BPA A B B YY ZZ

s s s s s s

0 0 0 0 0 0

1 2 1 1

2 2 1 1 2 2 = → { }∪ → → , , , ,α β

,the shuffle production set

Modular Specification553.4.8OR Module

Input Stream EventsInput Stream Events

Output Stream EventsOR Modulea1a2b1Figure 3.9:OR ModuleThe OR module awaits the occurrence of an input event on either of its inputlines. It then generates a corresponding output event. The asynchronous natureof the specification makes it impossible for input events on each of the two linesto be accepted simultaneously. An output event is generated for each inputevent on either line. Thus, an

α 2

event followed immediately by an

α 1

event willgenerate two

β1

output events.

m = 2

n =1 b =1 S s= { }0 N = ∅ prereqs0 1 1 2 1 = { } α β α β , , , rs0 0= ∞[ ], BPT T Y Z T Y Z

s s s s s s s

0 0 0 0 0 0 0

1 1 1

1 2 1 = → , , ,

In the production set for the basic grammar, there are two transactionproductions, representing the two possible types of complete transactions. Theyform a single block, so no inter-block shuffle productions are required. Thecausality relation is the same as that for the AND Module described previously,however the transaction productions change the way that this information isinterpreted in constructing the shuffle production set.3.4.9Parallel ModuleThis section will present a module that is somewhat different from thosepresented so far. In this case, the module will have two blocks, therebysupporting two completely separate input and output streams. Given an inputevent on one of two input lines, it will produce an output event on thecorresponding line. There is no interaction internally between the two sets of

54The Composition of Property-Preserving Event SystemsA wide variety of useful modular elements can be instantiated as particularcases of the General Module. The next group of modules to be presented falloutside those that can be represented by the

m,n

-GM structure.3.4.7Nondeterministic ForkThe Nondeterministic Fork (NDF) module, given a single input event, generatesa corresponding output event on either of two output lines. The choice as towhich output event is generated may be dependent on the input event, or may bearbitrary. The grammatical specification allows for both cases, by including twotransaction productions in the set

BPTs0

. NDF ModuleOutput Stream Events

Output Stream Events

Input Stream Eventsa1b1b2Figure 3.8:Nondeterministic Fork Module

m =1 n = 2 b =1 S s= { }0 N = ∅ prereqs^0 1 1 1 2 = { } α β α β , , , rs0 0= ∞[ ], BPT T Y Z

T Y Z

s s s s s s s

0 0 0 0

0 0 0

1 1 1

1 1 2 = → , , ,

, , ,

The specification for this grammar is quite similar to the specification presentedin Section˚3.4.2 for the Fork Module. The difference is in the production set

BPTs0

.

Modular Specification53The module first awaits the arrival of each of the

m

input events, in any order.After all have arrived, it then generates the

n

output events, in an arbitraryorder. The specification of this module is as follows:52

b =1 S s= { }0 N = ∅ prereqs i j i m j n 0 11= { } ∈[ ] ∈[ ] α β, ,,U rs0 0= ∞[ ], BPT T Y Y Y Z Z Z

s s s s m s s s n s

0 0 0 0 0 0 0 0

1 1 2 1 2 = → { } , , , , , , , K K

The grammar assigns a single non-terminal symbol and a single terminal symbolto each input and output line of the module. The transaction production createsan ordering of both input and output events. The prerequisite relation is definedso that all inputs are prerequisites for all outputs.The delay production set that results from the above specification is

DP Z Y Y Z

s j s i s i s j s i m j n 0 0 0 0 0 11 = → { } ∈[ ] ∈[ ] , , , , ,,U

.The delay productions allow any output event to be delayed past any inputevent, while the shuffle productions allow any ordering among both the input orthe output events to be possible.The resulting shuffle production set

SP YY YY Z Z Z Z

s i i i i i m i i m j j j j j n j j n

0 1 2 2 1

12 1 1 2 2 1

12 1

1 11 1 11 = → { }∪ →{ } ∈ − [ ] ∈ +[ ] ∈ −[ ]∈ +[ ] , , , , U U

provides the minimum set of productions required to allow arbitrary ordering,without creating possible circular derivations. No shuffle productions in whichan input event jumps over an output event are permitted, as required by theprerequisite relation.

52This is really a �meta-specification� since m and

n

are being treated as variables.

52The Composition of Property-Preserving Event Systems3.4.5Sink ModuleThe converse of the Spontaneous Module is the Sink Module. It merelyconsumes input events, producing no output events.

Sink ModuleInput Stream Events

a1Figure 3.6:Sink Module

m =1 n = 0 b =1 S s= { }0 N = ∅ prereq^{s0} = ∅

rs^0 0= ∞[ ],

BPT T Y

s s s

0 0 0 1 1 = → { } , ,

3.4.6General ModuleThe five previous examples have been instances of a more general module class.This section will attempt to bring these examples under a general structure thathas

m

inputs and

n

outputs. It will be referred to as the

m,n

-General Module(that we abbreviate as

m,n

-GM).

-General Module Events Events Events Events Events Events Events Events

Input EventsOutput Events

...

...m,na1a2a3amb1b2b3bnFigure 3.7:

m n,

-General Module

Modular Specification51The AND Module awaits the occurrence, in either order, of an input event oneach of its input lines. It then generates a corresponding output event. Thespecification is as follows:

m = 2

n =1 b =1 S s= { }0 N = ∅ prereqs0 1 1 2 1 = { } α β α β , , , rs0 0= ∞[ ], BPT T Y Y Z

s s s s s

0 0 0 0 0

1 1 2 1 = → { } , , , ,

As in the previous cases, the delay and shuffle production sets

DPs0

and

SPs0

allow the appropriate intermixing of input and output events.3.4.4Spontaneous ModuleAll the modules presented so far have required external input before any outputis generated. This section will develop a simple module that producesspontaneous output, without any input.

Spontaneous ModuleOutput Stream Events

b1Figure 3.5:Spontaneous ModuleThe specification for this module is very simple:

m = 0

n =1 b =1 S s= { }0 N = ∅ prereqs0 = ∅ rs0 0= ∞[ ], BPT T Z

s s s

0 0 0 1 1 = → { } , ,

In effect, the grammar for the Spontaneous Module merely generates sentencesmade up of strings of output events. This may seem trivial, but when composedwith the Nondeterministic Fork module that will be described in Section˚3.4.7,very powerful composite structures can be created.

50The Composition of Property-Preserving Event Systemsproduction set

BPTs0

for the Fork Module, the

β1

output events are kept strictlybefore their corresponding

β2

output event51.The delay production set

DP Z Y Y Z

Z Y Y Z

s s s s s s s s s

0 0 0 0 0

0 0 0 0

1 1 1 1

2 1 1 2 = → , , , ,

allows each type of outputevent to skip over later

α 1

input events. The grammar does not permit outputevents to skip over other output events. Although the events areindistinguishable in this particular representation, preventing a reordering ofoutput events is necessary in situations where the outputs are tagged toparticular inputs, and a first-come first-served queueing method is required.The shuffle production set

SP Z Z Z Z

s s s s s

0 0 0 0 0

1 2 2 1 = → { } , , , ,

is defined to allow theordering of the two types of output events to be switched. Such an allowancemust be made since valid sentences like the following would otherwise not beallowed:

α 1β2β1 α 1β1β2α 1β2β1

.The second of the two sentences demonstrates an important point. Just as thepotential �processing delay� may be a function of the input event, so might theordering of the two output events. The prerequisite relation allows the shuffleproduction, because

β β1 2 0

, ∉ prereqs

.3.4.3AND Module

Input Stream EventsInput Stream Events

Output Stream EventsAND Modulea1b1a2Figure 3.4:AND Module

51The choice of ordering is arbitrary, but consistent.

Modular Specification49 α 1α 1β1β1α 1β1α 1α 1α 1β1β1β1 α 1α 1α 1α 1β1α 1β1β1α 1β1α 1β1β1β1

.We will take great advantage of this ability of context-sensitive grammars in thedevelopment of the grammatical representations of the various modules.The grammar with delay productions

DPs0

guarantees sentences in which thenumber of output events is always equal to the number of input events. Withthis restriction on the event sequences, we have removed the possibility ofspontaneous events. Such events are generated by the module itself, without anystimulus from the external environment (via the input channel). Since a singleinput event always occurs before each single output event, spontaneous outputevents are not possible in this particular module.3.4.2Fork Module

Fork ModuleInput Stream EventsOutput Stream Events

Output Stream Eventsa1b1b2Figure 3.3:Fork ModuleThe Fork Module, upon receiving an input event, generates an output event onboth of two separate streams. Either ordering of output events is allowed by thegrammar. Like the Basic Module, input events may queue up before theircorresponding output events are generated.

m =1 n = 2 b =1 S s= { }0 N = ∅ prereqs0 1 1 1 2 = { } α β α β , , , rs0 0= ∞[ ], BPT T Y Z Z

s s s s s

0 0 0 0 0

1 1 1 2 = → { } , , , ,

The basic productions for the Fork Module generate a language whose sentencesare series of zero or more complete transactions made up of a single input eventfollowed by each of the two output events. In specification of the transaction

48The Composition of Property-Preserving Event SystemsThe derived values from the specification are:

E = { } α β1 1, V A= { }∪ Vs0

P A= →{ }∪A Ps s0 0

V A B T Y Z

s s s s s s

0 0 0 0 0 0

1 1 1 1 = { }∪ { } , , ,

, , , ,

BPA A B YZ

s s s s

0 0 0 0

1 1 1 1 1 = → { }∪ → , , αβ BPB B T B B s s s s s 0 0 0 0

01 1 1 1 = → , , , , ε DP Z Y Y Z

s s s s s

0 0 0 0 0

1 1 1 1 { } , , , ,

SPs0 = ∅

The module is defined to have a single input, a single output, and a single block.In addition, only a single state is defined�the next state relation is undefined,so the module stays in its initial state throughout its operation.The basic productions generate sequences with zero or more completetransactions, in which input events (denoted by

α 1

) are immediately followed bytheir corresponding output event (denoted by

β1

). The prerequisite relationreflects the dependence of

β1

events on

α 1

events.The following event sequences are examples of sentences in the languagegenerated by the basic production set

BPs0

:49

εα 1β1 α 1β1α 1β1α 1β1 α 1β1α 1β1α 1β1α 1β1α 1β1

Next we consider the delay productions. Because of the possibility50 that theoutput event corresponding to a particular input event may be delayed untilafter an arbitrary number of new input events have occurred, a new productionmust be introduced. In effect, the (context-sensitive) delay production set

DP Z Y Y Z

s s s s s

0 0 0 0 0

1 1 1 1 = → { } , , , ,

allows output events to �percolate� past the followinginput events. This makes sequences like the following possible:

49They are sentences generated by the grammar

′= G V E BP A

s s s

0 0 0

, , ,

.50If we wish to remove this possibility, we set

DPs0 = ∅

.

Modular Specification473.4.1Basic Module

Input Stream EventsOutput Stream EventsBasic Modulea1b1Figure 3.2:Basic ModuleThe Basic Module structure represents one of the simplest elements available inthe abstract representational structure. A single input event,

α 1

, triggers itsoperation. After a possible processing delay, a corresponding output event,

β1

, isgenerated. This delay may be a function of the specific input event provided asinput to the module. The existence of such a delay will only be visible if itresults in a reordering due to delay productions.48 As a result, it is possible toqueue input events in a Basic Module, while awaiting the occurrence of thecorresponding output. Section˚3.5.2 will provide an example demonstrating howsuch queuing can be limited if an input buffer size restriction exists.Because of its general nature, a Basic Module may easily be used to represent awide variety of real processing elements. For example, an input event mightrepresent the triggering of the start of a mathematical calculation, and anoutput event indicates that the operation had completed. The following is themodular specification of the Basic Module:

m =1 n =1 b =1 S s= { }0 N = ∅ prereqs0 1 1 = { } α β, rs0 0= ∞[ ], BPT T Y Z

s s s s

0 0 0 0

1 1 1 = → { } , , ,

48This is an artifact of the relativistic timing nature of the event system representation, as notedin Section˚1.4.

46The Composition of Property-Preserving Event Systemsrecursive productions admit sentential forms like

AAA AA K

. Because of theform of the other productions, a lookahead of one symbol is always sufficientto identify the last

A

in one of these sentential forms.These are consistent with

LR1( )

, because the lookahead that may be necessary todetermine the required next move of the automaton in a parse is limited to onesymbol. Because the terminals appear in a unique position, there will never be aneed to look ahead more than one symbol.The (context-sensitive) shuffle and delay productions have a common form of

ZY YZ →

. They allow an event non-terminal symbol to interchange its placewith a following event non-terminal symbol. The D2SM of Turnbull, describedin Section˚2.4.1, is ideally constructed to shift the input text for such cases fromthe right stack, into the left stack until the matching token is found, and thenshift the text back to the right stack. Hence, a parser for our module grammar isa D2SM. Turnbull proves that a DRP grammar corresponds to each D2SM, sothe connection between Turnbull�s DRP grammars and our module grammars iseasy and straightforward to make.Finally, Turnbull showed that most questions that are decidable for

LR k( )

arealso decidable for DRP. Thus, it is always possible to construct a practical parserthat will be able to verify whether an event sequence is valid for the systembeing modelled.3.4SINGLE-STATE MODULE EXAMPLESThis section will take the general representation framework described above andinstantiate it for a number of particular single-state module examples. Theexamples are not exhaustive, but are presented to demonstrate the breadth ofprocessing elements that can be represented under this framework.

Modular Specification45

m n b S N prereq r BPTs s s s S , , , , , ,

∪_∈U

. Thus, by specifying the values for theseparameters, we fully describe the module under the representation.In the descriptions of the languages describing valid event (execution) sequencesthat follow, only those sequences that are made up of complete transactions willbe generated by the grammars. In reality, the sets of valid event sequences areall prefix closed�any prefix of such a valid event sequence is also a valid eventsequence. That is, if a particular event sequence is a valid one for a particularmodule, then all prefixes of that string (formed by removing one or more of the�tail� events) are also valid sequences. For simplicity, such incompletesequences are not explicit members of the language representations.3.3DECIDABILITY ISSUES FOR MODULAR GRAMMARSAn important consideration in the development of a grammatical representationis the decidability of a number of important issues. It is known that someclasses of languages or grammars have most relevant issues decidable, such asthe nature of the language that results from language union and intersection.Another useful attribute is the ability to construct a deterministic parser toverify the validity of some event sequence under consideration. Turnbull showedthat these issues are decidable for his DRP grammars. Practical and efficientparsers can be constructed to recognize sentences in DRP languages. In thissection, we will consider the structure of the overall module grammar

G

,introduced in Section˚3.2.5.The grammar, with all shuffle and delay productions removed and the additionof an end marker on the goal production, is clearly

LR1( )

. The productions are oftwo forms:¥Finite: Many of the productions in the grammar reduce to sentences that areeither a single terminal or a finite string of terminals. The first terminal ineach such sentence uniquely occupies this position.¥Right Recursive: Some of the productions take the form

S AS →

. These arethe only recursive productions in the grammar. Each of the symbols

S

in the

44The Composition of Property-Preserving Event Systems3.2.5Multi-State RepresentationThe previous section developed the representation for a particular state

s S∈

.We will now go on to take the grammars for each of the individual states andconnect them together to create a grammar

G

for the module as it moves fromstate to state.There are a number of preliminary definitions required:¥

s S 0 ∈

the module�s initial state.¥

N S S ⊆ ×

the next state relation. If

s s N i j, ∈

then the module can (validly)move from state

si

to state

sj

.¥

G V P A

= , , ,E

the grammar describing the overall module. The derivedcomponents are defined as follows:¥the non-terminal set

V A= { }∪ ∈ Vss SU

,¥the production set

P A= →{ }∪ →{ }∪ ∈ ∈ A A A A P

s s s s s s N ss S

i i j i j 0 ,U U

.The set of terminal symbols for the global grammar is the same as that for eachof the individual state grammars. The global grammar merely takes the goalsymbols for each of the state grammars and concatenates them in a mannerconsistent with the next-state relation. The entire sets of non-terminals andproductions from the individual state grammars47 are included in the sets ofnon-terminals and productions for the overall grammar.In this way, the overall grammar

G

generates a language whose sentences arevalid event sequences as the module moves from state to state.Given the above description of modular specification, it should be apparent thatthe minimum parameters for describing a module can be stated by the tuple

47I.e., the sets

V s

and

P_s

, respectively.

Modular Specification43Algorithm 3.1: Single Module Shuffle Production Set Construction

SP^s = ∅

First add the productions within each block ∀ ∈ ∈

∗

∈ ( ) = p BPT v x z V w y V rhs p vwxyz

s s s

, , ,

^

, ,

^

, s.t. if

w Z y Y w y prereq j s j n i s i m s ∉ { } ∨ ∉ { } ∧ ∉ ∈[ ] ∈[ ] , , , , , 1 1 U U

then

SP SP wy yw s s = ∪ →{ }

Now add the inter-block shuffle productions ∀^{∈ −[ ] ∈ + ∈ ∈ ∗ ∈} ( ) = ∧ ( ) = ∧ ( ) = ∧ ( ) =

k b k k b p p BPT u w x z V v y V lhs p T lhs p T rhs p uvw rhs p xyz

s s s k s k s

1 2 1 1 2

1 2 1 2

1 1 1

1 2

, , [ , ], , , , , ,

^

, ,

^

,

, ,

s.t.

v Z y Y j s j n i s i m ∉ { } ∨ ∉ { } ∈[ ] ∈[ ] , , , , 1 1 U U

then

SP SP vy yv s s = ∪ →{ }

The set of shuffle productions

SPs

is based upon the set of transactionproductions

BPTs

and the prerequisite relation

prereqs

. We must be carefulwhen defining the set of shuffle productions. The percolation of events mustoccur in a single direction, so that circular derivation paths are not created. Inaddition, the grammar that results must be unambiguous, so that each validsentence in the language has only a single derivation. Such constraints becomeimportant if one wishes to construct a parser that will recognize sentencesgenerated by the module grammar.The combined effect of the delay and shuffle productions is that output eventscan jump over both input events and output events, and input events can jumpover other input events. Input events can jump over output events, but onlywhen there is no possibility of violating temporal restrictions.We can consider the basic grammars to be a normal form, with the addition ofdelay and shuffle productions being used to create variations on these forms.When we consider composition of grammars, we will create a composite normalform grammar from the elements of the composition, then add appropriate delayand shuffle production rules.

42The Composition of Property-Preserving Event Systemsvarious modules, delay productions are used to allow for situations in which anoutput event may be delayed until after several (later) input events haveoccurred. Such a delay might represent the propagation delay within a moduleor the amount of processing time required for a particular type of input event.The set of delay productions is given by

DP Z Y Y Z

s j s i s i s j s i m j n = → { } ∈ , , , ,

[ , ] [ , ]1U

.An output may always be delayed past a later input while in a particular state.3.2.4Shuffle Production SetFinally, there are the shuffle productions (the set

SPs

). In more complicatedmodules and compositions, we may have multiple independent46 i n p u t a n d output event sequences. Because the sequences are independent, the relativeordering of events from each sequence is not important. The shuffle rules allowt h e s e i n d e p e n d e n t s e q u e n c e s t o b e f r e e l y i n t e r m i x e d . I n e f f e c t , t h e s h u f f l e productions are used to override artifacts of the particular ordering specified bythe basic productions. Independent events must be ordered in a particular wayin the transaction productions. The shuffle rules eliminate this original, fixedorder where no ordering need be enforced.The set of shuffle productions

SPs

, is constructed through a two-stage process, asdescribed in Algorithm˚3.1. First shuffling within blocks is handled, followed byshuffling between blocks.

46 B y i n d e p e n d e n t , w e m e a n t h a t t h e r e i s n o c a u s a l r e l a t i o n s h i p b e t w e e n e v e n t s i n t h e t w o sequences within the module. For example, events representing the appearance of each of theoperands to an adder circuit are independent in the sense understood here.

Modular Specification41Requirement 3.5:

∀ ∈ ∈∈ ⇒ ∃ ∈ ∈ ∗ ∈ ( ) = ∧ ⇒ ∧ ⇒ s S w y E

w y prereq p BPT v x z V t u V rhs p vtxuz t w u y

s s s s G G_{s s}

, , ,

, , , , ^ , , ^ s.t.

If two events are temporally related, then there must exist a transactionproduction that enforces this relation. Events from different blocks cannot betemporally related.We will now formalize a notion relating to the block structure. If we consider thegraphical representation (mentioned at the beginning of Section˚3.2.2) oftemporal event ordering as defined by the

prereqs

relation, we can break thegraph into weakly connected components. Each of these componentscorresponds to a block. In the specification of a modular grammar, blocks aredefined by transaction productions that share common non-terminal symbols intheir right-hand sides.For example, a module with

b = 2

, transaction production set

BPT T Y Z T Y Z

s s s s s s s = → 1 1 1 2 2 2

, , ,

and prerequisite relation with

α β1 1, ∈ prereqs

and

α β2 2, ∈ prereqs

has two separate blocks. This leads to the following generalrequirement:Requirement 3.6:

∀ ∈ ∈ ∈ [ ] ∈ ∈ ∗ ( ) = ∧ ( ) = ∧ ( ) = ∧ ( ) = ( )⇒ = s S y V k k b p p BPT v w x z V lhs p T lhs p T rhs p vyw rhs p xyz k k s s k s k s

, ^, , , , , , , , , ^ ,

, ,1 2 1 2

1 2 1 2 1 2 1 1 2

If two transaction productions have an input or an output non-terminal symbolin common in their right hand sides, then they must be part of the same block(i.e., have the same assigned block numbers).3.2.3Delay Production SetTo account for the queueing of input events, the basic productions must beaugmented with one or more delay productions (contained in the set

DPs

). In the

40The Composition of Property-Preserving Event SystemsThe following requirements restrict the type of prerequisite relations that arevalid under our specification technique.Requirement 3.3:

∀ ∈ ∈ ∉ s S E prereqs

, , , α α α

No (externally visible) event is ever a prerequisite of itself.44For convenience, we will sometimes use input or output non-terminals asarguments to the prerequisite relation. In this case, we define the valuereturned to be identical to the value that would be returned if the correspondingterminal symbols were used as arguments. In other words,

∀ ∈ ∀ ∈ [ ] ∈ ⇔ ∈ ∀ ∈ [ ] ∈ [ ] ∈ ⇔ ∈ ∀ ∈ [ s S i i m prereq Y Y prereq i m j n prereq Y Z prereq i m j n prereq Z Y prereq j j n^{i i s i i s}

i j s i j s j i s j i s

, , , , , , , , , , , , 1 2 1 2 1 1 1 1 11^{1 2 1 2} α αα ββ α ] ∈ ⇔ ∈ β βj j s j j s prereq Z Z prereq

1 2 1 2 , ,

.Requirement 3.4:

∀ ∈∈ ∧ ∈ ( )⇒ ∉ s S E E prereq

O I s , , β α β α

No (externally visible) output event can ever be a prerequisite for an (externallyvisible) input event.45The transaction productions must be consistent with the prerequisite relation asdefined above. If an input event non-terminal and an output event non-terminalare temporally related and appear in the right hand side of a transactionproduction, then

prereqs

must be defined appropriately.

44 This is the case for all externally visible input and output events (i.e. all elements of the set

E

). When we consider feedback composition in Chapter˚4, it will become possible for internalevents to cause themselves.45Once again, this requirement will not apply to internal events when composition is consideredin Chapter˚4.

Modular Specification39The symbols forming the right-hand side of any transaction production must beordered so that all input non-terminal symbols appear before all output non-terminal symbols.Requirement 3.2:

∀ ∈ ∈ ∈ ∗ ∈ ( ) = ( )⇒ ≠ s S p BPT v x z V w y V

rhs p vwxyz w y

s s s

, , , , ^ , , ^ ,

Each of the non-terminal symbols from the set

^ ,[ , ] ,[ , ] V Y Z

s i s

i m j s j n = { }∪ { } ∈ ∈ 1 1 U U

mayappear at most once in any single production. When we consider composition inChapter˚4, this requirement will greatly simplify our ability to merge modulegrammars.As an example, all of the following are valid transaction productions according tothe above requirements:

T Y Z Z T Y Y Y Z Z T Z Z T Y s s s s s s s s s s s s s s s 1 1 1 2 4 2 3 4 3 5 1 2 4 2 5 0 0 0 0

1 1 1 1 1 1

1 1 1 3 3 , , , , , , , , , , , , , , , →

The complete set of productions for the basic grammar is formed by

BP BPA BPB BPT

s s s s = ∪ ∪

.3.2.2Prerequisite RelationThe prerequisite relation

prereqs

is defined to indicate whether two events in amodule are temporally related. For example, if

α β, ∈ prereqs

, then event

α

must occur before event

β

can occur. We say that the occurrence of event

α

�is aprerequisite for the occurrence of� event

β

.In the single module case, the prerequisite relation is analogous to a simpleconnectivity matrix. Therefore, we can consider a directed graph in which thevertices correspond to the terminal symbols, and a directed arc exists betweenvertex

α

and vertex

β

whenever

α β, ∈ prereqs

.

38The Composition of Property-Preserving Event Systems

rsBPBs

0 0,[ ]

B_{k s} k b , , → { } ∈[ ] ε 1U

0 1,[ ]

B T B^{k s k s} k s k b , , , , → ∈[ ] ε 1U

1 1,[ ]

B T k s k s k b , , , → { } ∈[ ]1U

1 2,[ ]

B T B T T

k s k s

k s k s k s k b , , , , , , → → ∈[ ]1U

0,∞[ ]

B T B B^{k s k s k s} k s k b , , , , , → → ∈[ ] ε 1U

1,∞[ ]

B T B B T k s k s k s

k s k s k b , , , , , , → → ∈[ ]1U

i j i j

,[ ]

≤ ≤ < ∞ 0

B T T T T B T T T T T

B T T T T T T T T

k s k s k s k s k s i k s k s k s k s k s k s i k s k s k s k s k s k s k s k s k s j , , , , ,

, , , , , ,

, , , , , , , , , → → → + K 6 7 4 4 84 4 K 6 7 4 44 8

4 4 4 M K 6 7 4 4 4

times

times

times 1 44 8

4 4 4 4 4 U ∈[ ] k b1,

i i

,∞[ ]

≤ < 0 2

B T B B T k s k s k s

k s k s i k b , , , , , , → → ∈[ ] times}

U_1

The transaction production set

BPT_s defines the derivations of the transactionnon-terminal symbols

Tk s,

, representing the possible complete transactions forblock

k

of the module when in state

s

. The right hand side of each production inthe set

BPTs

is a sequence of symbols from the set

^ ,[ , ] ,[ , ] V Y Z

s i s i m j s j n = { }∪ { } ∈ ∈ 1 1 U U

, withthe following restrictions:43Requirement 3.1:

∀ ∈ ∈ ∃ ∈ { } ∗ ∈ { } ∗ ( ) = ∈[ ] ∈[ ] s S p BPT y Y z Z rhs p yz

s i s i m j s j n , , ,,_, ,_, 1 1 U U s.t.

43The expression

A

∗ indicates the Kleene closure of set

A

.

Modular Specification37set of transaction productions

BPTs

. The complete set of basic productions isthen constructed by

BP BPA BPB BPT

s s s s = ∪ ∪

.All modules include the following set of common productions:

BPA A B B B Y Z

s s s s b s i s i i m j s j j n = → { }∪ →{ }∪ →{ } ∈ ∈ 1 2 1 1

, , , ,[ , ] ,[ , ]

K U Uα β

In the set

BPAs

, the symbol

As

is the goal symbol for state

s

. It derives all validevent sequences for that state. We mentioned earlier that each input and outputevent terminal symbol is associated with a particular state-specific input oroutput non-terminal symbol. This relationship is achieved through productionsin

BPAs

of the form

Yi s i , → α

and

Zj s j , → β

, respectively.The block non-terminals

Bk s,

are derived in terms of the transaction non-terminals

Tk s,

in the block production set

BPBs

. Only three symbol types mayoccur on the right-hand side of a

Bk s,

production: one or more

Tk s,

symbols, atmost one

symbol, or the empty string symbol

ε

. The structure of the set

BPBs

depends on the set

rs

. The following table provides some common cases:42

42The case where

r i s = ∞[ ],

with

i ≥ 2

is not included in the table. Basic production sets can beeasily constructed for this case, but additional non-terminal symbols are required.

36The Composition of Property-Preserving Event SystemsThe production set

Ps

will be presented in three distinct components: the basicproduction set

BPs

, the delay production set

DPs

, and the shuffle production set

SPs

. It is possible to specify

Ps

directly, but having the set of productions brokeninto components will simplify the description of the composition algorithm inSection˚4.2. Intuitively, having separate components also simplifies the analysisand verification of the more complex modules.Once we have developed each of the three components, the complete set ofproductions for a particular module in state

s

is constructed by41

P BP DP SP

s s s s = ∪ ∪

.3.2.1Basic Production SetThe basic productions (in the set

BPs

) form a starting point in the grammaticaldevelopment. They do not account for possible time-delay or reordering effects.The basic productions result in a language in which input event(s) areimmediately followed by their corresponding output event(s).As mentioned above, the non-terminal symbol

Tk s,

will represent a singlecomplete transaction for block

k

in state

s

. A particular block and state mayhave one or more possible transaction types, each corresponding to a productionin

BPs

with the non-terminal symbol

Tk s,

on the left-hand side.Having individual transactions clearly identified with a particular non-terminal(i.e.,

) provides a convenient mechanism for examining the relationshipbetween the inputs and the outputs in a particular (causally related) collection ofevents. This is probably the most important reason for using the grammaticalapproach to represent event sequences, and will be further explored when weconsider properties in Chapter˚5.We will develop the set of basic productions

BPs

in three parts, corresponding tothe set of common productions

BPAs

, the set of block productions

BPBs

, and the

41Obviously,

BP DP

s s

∩ = ∅ , DP SP

s s

∩ = ∅ , and

BP SP s s ∩ = ∅

.

Modular Specification35¥

rs ⊆ ∞[ ]0,

an interval that defines the range of possible number of timescomplete transactions may occur in state

s

. If

i rs∈

, then a sequence of

i

complete transactions is a valid event sequence for state

s

.¥

G V E P A

s s s s

= , , ,

the grammar describing the possible event sequences in state

s S∈

. The sentences in the language

L Gs( )

will be all possible sequences ofevents that are valid behaviours for the module while in state

s

.The non-terminal set

E

corresponds to the set of possible events and is commonto all state grammars. We will now define the remaining components of thegrammar

G V E P A

s s s s

= , , ,

for a particular state˚

s

.For each input event terminal symbol

α i

and each output event terminal symbol

β j

, we define corresponding non-terminal symbols

Yi s,

and

Zj s,

. While the eventterminal symbols are common to all states, the corresponding event non-terminal symbols are state-specific, as denoted by the additional state subscript.The input and output non-terminals are state specific so that we can restrict theintermixing of events to within a single state.We then define

^ ,[ , ] ,[ , ] V Y Z

s i s i m j s j n = { }∪ { } ∈ ∈ 1 1 U U

to be the complete set of input and outputnon-terminal symbols for state

s

.For each block

k b∈

of the module, we define the block non-terminal symbol

Bk s,

.In the grammatical specification, a block non-terminal

derives all valid eventsequences for block

k

in state

s

. These valid event sequences are sequences ofcomplete transactions. In the grammatical specification, the transaction non-terminal symbol

Tk s,

derives a valid event sequence for a single completetransaction for block

k

in state

s

.The non-terminal

As

is the start symbol for grammar

Gs

, and derives all possibleevent sequences for the module in state

s

. The complete non-terminal set for thegrammar

is defined by

V A B T V

s s k s k s k b s = { }∪ { }∪ ∈ , ,

[ , ] ,^ 1U

.

34The Composition of Property-Preserving Event SystemsAlthough we consider the module to be the smallest, stand-alone element in ourmodelling methodology, it is necessary to maintain a module�s block structure inorder to allow composition with other modules. This will be further described inSection˚4.2 when the composition procedure is introduced.We will now proceed to formally define all of the above concepts. Thepresentation of the module specification will occur in two stages. First, thestructure for a particular state will be introduced. Next, the single-staterepresentation will be brought together under a global structure that describesthe behaviour of the module as it moves between different states.Let

m n b, , , , , , ∈ { } 0 1 2 3K

be the number of module inputs, module outputs, andblocks, respectively. We require that

b m n ≤ +

, since each block must have atleast one input or one output associated with it.40For a module, define the terminal symbol

α i

to correspond to a single inputevent on stream

i

and

β j

to refer to a single output event on stream

j

. Eachinput and output stream is assigned a particular event symbol, corresponding tothe subscript on the event symbol. We then define

I i i m E = { } ∈[ ]α 1,U

and

O j j n ∈[ ]β

to be the set of input events and output events, respectively. Finally, we define

E E E

I O i

i m j j n = ∪ = { }∪ { } ∈ ∈ α β [ , ] [ , ] 1 1 U U

to be the complete set of terminal symbolscorresponding to events that are relevant to the abstraction being built.Let

S

be the set of states that the module can be in. Then the modulespecification for each state

s S∈

has the following components:¥

prereq E E s ⊆ ×

the modular prerequisite relation used to identify temporalrelationships between events in state

s

. The prerequisite relation isdiscussed further in Section˚3.2.2.

40 B e c a u s e w e a r e m o d e l l i n g e x t e r n a l l y v i s i b l e b e h a v i o u r , w e d o n o t a l l o w b l o c k s t h a t h a v e neither (externally visible) inputs nor outputs.

Modular Specification33We will represent the behaviour of a module within a state with a stategrammar. This sentences in the language generated by this grammar are eachvalid event sequences for the module while in that state. No interaction (i.e.,intermixing of events) is permitted between the event sequences of differentstates. A module must complete all of its transactions for one state before it canproceed to another state.ModuleInputsModuleOutputs

Module

Block 1Block 2

Input Event Stream 1 Input Event Stream 2 Output Event Stream 1 Output Event Stream 2

Figure 3.1:A Module with Two BlocksIn addition, a module may be composed of a number of causally independentsubstructures referred to as blocks (see Figure˚3.1). A block can be thought of asa sub-module that has been composed with another sub-module, with noconnections between them. Each block receives input events and generatesoutput events independently of other blocks within the module. The events thatmake up a complete transaction are specific to each block. In this sense, theactivities of one block have no effect whatsoever on the activities of another blockwithin the module.39 T h e d e f i n i t i o n o f a b l o c k r e l a t e s t o t h e s t r u c t u r e o f a module and is therefore constant across the various states that a module mightbe in. However, the events that make up a complete transaction for a block areparticular to each state that the module is in.

39Section˚3.4.9 gives an example of the specification of a two block specification.

32The Composition of Property-Preserving Event Systems3.2MODULAR REPRESENTATIONThis section will introduce a specification for a module based on formalgrammars. We will begin by informally describing some basic notions relating tothe structure and operation of a module.A module operates by accepting one or more input events, and possiblyresponding by generating one or more output events. Conceptually, input eventsto a module originate in the environment or from another module. Outputevents are generated by the module and sent somewhere else (either to anothermodule or to the external environment). Each stream of input events will becalled a module input, and each stream of output events will be called a moduleoutput. In modelling a particular system, the module inputs and outputs maynot necessarily correspond to physical channels. The occurrence of certain inputor output events might denote the completion of abstractly-defined operations orrequirements.Later in this section, we will develop the notion of a module grammar.Sentences in the language generated from the module grammar will be validevent sequences formed from a properly ordered succession of input and outputevents for the specified module.We will use the term complete transaction to describe a complete set of inputevents and the corresponding, causally related output events at a particularmodule. A partial transaction is one in which output events are pending, or inwhich only a partial set of inputs has been provided to a module. Our modulegrammars will generate sentences (i.e., valid event sequences) that are made upof zero or more complete transactions.It is assumed that the represented module is able to move through a set ofpossible states. The state concept in our modelling approach is quite differentfrom that used in standard discrete event system modelling. We do not require astate transition after each event. In general, a module may stay in a single statefor one or more complete transactions. The events that form a completetransaction are particular to each state that a module is in.

313MODULAR SPECIFICATION3.1INTRODUCTIONThe first step in developing our modelling methodology is to define a techniquefor representing the basic �building blocks� of a system. These building blocksare conceptual objects that might map directly to �real� parts of a system (likehardware or software components) or might be related to abstract requirementsplaced on the system. As noted in the introductory chapter, we require amathematically tractable technique for dealing with the complexity of an eventsystem representation of components and systems.We will ascribe the term module to the smallest, stand-alone representationalelement in our modelling methodology. Viewed from the external environment,a module has the ability to accept input events in several distinct streams, andto generate corresponding streams of output events. When modules areinterconnected, the outputs of one module may become the input of another.Unattached streams of inputs come from the environment, while unattachedstreams of outputs are sent to the environment.This chapter will begin by describing a grammatical approach that can be usedto represent succinctly the behaviour of a module. Next, a number of simplesingle-state modules and their grammatical representations are presented. Thiswill be followed by several more complicated multi-state examples. InChapter˚4, we will describe how modules can be interconnected to form morecomplicated specifications.

[This page should be blank.]

Related Research29in a tractable manner. A general property concept will be supported. Theoverall result will be a modelling strategy that is better than any of those thatexisted previously.Besides presenting particular modelling techniques, this chapter has alsointroduced some of the properties that we desire our systems to have. It iscritical that, in addition to providing a better modelling framework, our model isable to support property goals that are of practical interest to those designingand verifying systems. Two such properties that have been introduced areconfidentiality and integrity. Our model will be able to describe both of theseproperties as well as a number of others. This applicability will be fullydescribed in Chapter˚6.

28The Composition of Property-Preserving Event SystemsOne of the drawbacks of the Petri net model is that it does not allow one to easilydetermine whether an event sequence being considered could have beengenerated by a particular net.There has been considerable research effort devoted to Petri nets and theirapplications. For an excellent review of this work, refer to Tadao Murata�s 1989work38.2.6SUMMARYThis chapter began be reviewing research in the area of confidentiality models,particularly that directed at issues of composability. This provided a numberexamples of modelling techniques directed at a particular, important systemproperty. A brief discussion of integrity properties was presented, followed by areview of formal grammars and languages. This included an important resultrelating to parsing context-sensitive languages. Finally, some important work inmore general system specification and modelling was presented.The models presented in this chapter all have shortcomings of one form oranother. The Bell-LaPadula model was an important �first step� in thedevelopment of confidentiality, but is unable to deal with composition or thegreat complexity of real systems. Noninterference and deducibility both havelimited use when nondeterministic systems are concerned. Later models haveimproved ability to handle composition and nondeterminism, but are difficult touse in practice because of tractability problems, or because the mathematicalrepresentations used are difficult to map to real system activity. Petri Netsallow the representation and analysis of systems for certain purposes, but do notprovide a mechanism by which an event sequence can be identified as beingvalid or invalid. In addition, most of the models have been developed to handlespecific properties, rather than a more general property notion.As noted in Section˚1.7, the modelling strategy proposed in this thesis willaddress all of these issues. It will handle both composition and nondeterminism

38 T a d a o M u r a t a . P e t r i N e t s : P r o p e r t i e s , A n a l y s i s a n d A p p l i c a t i o n s . P r o c e e d i n g s o f t h e IEEE,˚77(4):541—580, April 1989.

Related Research27Then

Π

guarantees

M

under environment assumption

E

.They go on to demonstrate that this closure principle �is valid under suitablyweak hypotheses, and that it provides a satisfactory rule for composingspecifications.�37 They also claim that the above principle is extremely generalin nature, since it does not assume any particular language or logic for writingspecifications.2.5.4Petri NetsPetri nets are a graphical and mathematical tool that are applicable to manydifferent modelling areas. They are often used to study concurrent andasynchronous systems. By specifying appropriate state equations it is possibleto mathematically model and study the behaviour of the modelled system.A Petri net is specified by the following five components:¥

P

is a finite set of places,¥

T

is a finite set of transitions,¥

F P T T P ⊆ ×( )∪ ×( )

is a set of arcs (flow relation),¥

W F: , , , → { } 1 2 3K

is a weight function,¥

M P0 0 1 2 3

: , , , , → { }K

is the initial marking,¥

P T∩ = ∅

and

P T∪ ≠ ∅

.The behaviour of many systems can be described in terms of system states. Themarking of a Petri net corresponds to a particular state. The dynamic behaviourof the system is then specified with transition or firing rules that determine howthe markings change. We can consider the markers as �tokens� that movearound the Petri net according to the firing rules.

37Ibid., p. 2.

26The Composition of Property-Preserving Event Systems2.5.3Abadi and Lamport�s Composing SpecificationsIn their 1990 work, Abadi and Lamport culminated a series of efforts in the areaof the abstract event system modelling of properties and the composability ofsystems36 . T h e y c o n s i d e r a s p e c i f i c a t i o n o f a n i n t e r a c t i v e s y s t e m t o b e a n assertion that the system

Π

guarantees the desired property

M

only under theassumption that the system�s environment satisfies some property

E

. Considera system

Π

that is the composition of systems

Π Π 1, ,K n

. It must then be proventhat

Π

guarantees a property

M

under an environment assumption

E

,assuming that each

Π i

satisfies a property

Mi

under environment assumption

Ei

. Abadi and Lamport first observe that:1.It is expected that

Π

guarantee

M

only because of theproperties guaranteed by its components. Therefore, it must bepossible to infer that

Π

guarantees

M

from the assumption thateach

Π i

guarantees

Mi

.2.The component guarantees

only under the assumptionthat its environment satisfies

Ei

; and

�s environment consistsof

Π

�s environment together with all the other components

Π j

.Therefore, it must be possible to infer

from the environmentassumption

E

and the component guarantees

Mj

.They then present the following (circular) composition principle:Let

Π

be the composition of

Π Π 1, ,K n

, and let the followingconditions hold.1.

Π

guarantees

M

if each component

Π i

guarantees

Mi

.2.The environment assumption

Ei

of each component

issatisfied if the environment of

Π

satisfies

E

and every

Π j

satisfies

Mj

.3.Every component

guarantees

under environmentassumption . 36 Mart�n Abadi and Leslie Lamport. Composing Specifications. Technical Report˚66, DigitalSystems Research Center, Palo Alto, California, October˚1990.

Related Research252.5.1Control of Discrete Event SystemsDuring the late 1980s, Ramadge and Wonham developed a control theory for thelogical aspects of Discrete Event Systems (DESs). This theory was subsequentlyextended (by them and others) to encompass a variety of control theoretic ideassuch as controllability, observability, aggregation, and modular, decentralizedand hierarchical control. An excellent review of this work is found in Ramadgeand Wonham�s 1989 survey paper.33The theory includes both automata and formal language34 models for DESs. Therepresentations used are similar to those in the areas of confidentiality andintegrity modelling discussed earlier. However, the kinds of properties beingevaluated in the modelled systems are quite different. For example, one of theobjectives in the control theory case is be to design a supervisor that selectscontrol inputs in such a way that a given DES behaves in a certain desirableway. This is in contrast to the computer security domain, where systems aredesigned to withstand potentially malicious or unpredictable inputs from thesurrounding environment.2.5.2Alpern and Schneider�s LivenessIn 1985, Bowen Alpern and Fred Schneider proposed35 a formal definition forliveness properties. Informally, the definition captured the notion that livenessproperties stipulate that �something good� eventually happens during theexecution of a system. This is contrasted with the definition of a safety property,that requires that �something bad� never happen.Their work included a topological characterization of safety and liveness and aproof that every property can be expressed as the intersection of a safetyproperty and a liveness property.

33 P e t e r J . G . R a m a d g e a n d W . M u r r a y W o n h a m . T h e C o n t r o l o f D i s c r e t e E v e n t S y s t e m s . Proceedings of the IEEE, 77(1):81—98, January 1989.34Most of the theoretical results have been for the class of regular languages�those that have afinite state machine representation.35Bowen Alpern and Fred B. Schneider. Defining Liveness. I n f o r m a t i o n P r o c e s s i n g Letters,˚21(4): 114—133, October 1985.

24The Composition of Property-Preserving Event SystemsThe D2SM model is an extension of the

LR k( )

model 3 2 a n d h a s a l l o f t h e standard properties of

LR k( )

parsers. Such parsers:1.halt on all inputs and accept exactly those strings that are generated bythe grammar;2.use a parsing algorithm that is deterministic and requires nobacktracking;3.perform a single left to right scan of the input; and,4.detect errors as soon as possible in the parse.Turnbull�s approach to subdividing the class of type-0 grammars led to thedevelopment of the deterministic regular parsable (DRP) class. It was proventhat DRP grammars were a proper superset of

LR k( )

languages and suggestedthat DRP languages form a broad subset of type-0 languages. Turnbull provedthat for any D2SM, a corresponding DRP grammar exists. He also demonstratedthe converse. Turnbull then went on to describe a parser generator algorithmfor DRP grammars, and showed that many of the techniques for handling

LR k( )

grammars were directly applicable to DRP grammars.2.5SYSTEM SPECIFICATIONHaving looked at the areas of confidentiality and integrity, we will now turn tothe more general area of system specification. Here we are interested inabstract, mathematical specifications that describe the operating behaviour ofsystems. Such methods usually include a means for describing arbitraryinterconnections of systems as well as some attempt at developing a notion ofproperties that can be expressed. This leads to the ability to provide proofs thatthe system representation fulfils the desired property.

32D.E. Knuth. On the Translation of Languages from Left to Right. Information and Control˚8,1965, pp. 607—639.

Related Research23

Left StackRight StackInputRead

FiniteControl

ReduceLook

Figure˚2.1:Two Stack MachineThe finite control is always in one of several possible states. Initially, the inputis pushed into the Right Stack (which acts as an output restricted queue) and thecontrol is in its initial state. The Left Stack is initially empty. At each step inits operations, the two stack machine may perform one of the followingoperations:¥Read � remove a symbol from the left end of the Right Stack, push thatsymbol into the Left Stack and change state.¥Look ahead � change state after looking at a bounded number of symbols atthe left end of the Right Stack.¥Reduce � pop some symbols from the Left Stack, push some symbols into theleft end of the Right Stack, and change state. The new symbols in the RightStack have replaced the popped symbols and may be read or looked at infuture steps.¥Accept � if the Left Stack is empty and the Right Stack contains the goalsymbol, then accept the input.¥Reject � if none of the above moves can be made, the reject the input as beingerroneous.

22The Composition of Property-Preserving Event SystemsSuppose that

α 1,α 2,K ,α m

are strings in

V∗

, and

α 1 ⇒G α 2, α 2 ⇒G α 3,K , α m− 1 ⇒G α m

.Then we say30

α 1 ⇒G∗ α m

. We say that for two strings

α

and

β

that

α ⇒G∗ β

if wecan obtain

β

from

α

by application of some number of productions in

P

. Byconvention,

α ⇒G∗ α

for each string

α

.We define the language generated by

G

(denoted by

L(G)

) to be

w w is in VT∗ and S⇒G∗ w

. That is, a string is in

L(G)

if and only if the stringconsists solely of terminals and can be derived from

S

. A string of terminals andnon-terminals

α

is called a sentential form if

S⇒G∗ α

. Two grammars

G1

and

G2

are equivalent if

L(G1) = L(G2 )

.2.4.1Turnbull�s ParsingIn 1979, Christopher Turnbull proposed31 a new hierarchy of languages, definedi n t e r m s r e l a t e d t o p r o g r a m m i n g l a n g u a g e s a n d c o m p i l a t i o n . T h e c l a s s e s o f grammars were defined according to the ease by which sentences generated bythe grammars could be parsed. Instead of basing the classes in terms of the formof rewriting rules, the new classes were defined in terms of constraints on theform and structure of canonical derivations.To this end, Turnbull developed a new parser model called a deterministic twostack machine or D2SM, that is displayed in Figure˚2.1.

30Say

α

1

derives

α_m

in grammar

G

.31Christopher J.M. Turnbull. Deterministic Left to Right Parsing. Ph.D. Thesis, Department ofElectrical Engineering, University of Toronto, 1974. Also Christopher J.M. Turnbull.Generalized Deterministic Left to Right Parsing. Acta Informatica˚12, 1979, pp. 187—207.

Related Research21for composition. Nevertheless, the work done by Clark and Wilson has helped toimprove the understanding of integrity issues by the security community.2.4FORMAL LANGUAGESThis section will attempt to briefly introduce some of the definitions and notationused to mathematically describe formal languages and grammars. This willform the basis for the material presented in the following sections. Thedefinitions follow those used by Hopcroft and Ullman.27A grammar

G

is denoted by the tuple

V V P S

N T, , ,

. The symbols

VN

,

VT

,

P

, and

S

are, respectively, the n o n - t e r m i n a l s y m b o l s , terminal symbols, productions,and start symbol.

VN

,

VT

, and

P

are finite sets. We assume that

and

contain no element in common; that is,28

VN ∩ VT = ∅

.The union

VN ∪ VT

is often denoted by

V

. Let

V∗

denote the Kleene closure of

V

and

V V + = ∗ { }\ ε

. The set of productions

P

consists of expressions of the form

α → β

, where

α

is a string in

V+

and

β

is a string in

V∗

. Given a production

p P∈

of the form

α → β

, we shall define

lhs p( ) =α

and

rhs p( ) = β

. Finally,

S

isalways a symbol in

VN

.We now consider the language that a grammar

G V V P S N T = , , ,

generates. Wefirst need to define the relations

⇒G

and

⇒G∗

between strings in

V∗

. Specifically, if

α → β

is a production of

P

and

γ

and

δ

are any strings in

, then 2 9

γα δ⇒G γβδ

. We say that the production

α → β

is applied to the string

γα δ

toobtain

γβδ

. Thus

relates two strings exactly when the second is obtainedfrom the first by the applications of a single production.

27 John E. Hopcroft and Jeffrey D. Ullman. Formal Languages and their Relation to Automata.Series in Computer Science and Information Processing, Addison-Wesley, 1969.28

∅

denotes the empty set.29Say

γα δ

directly derives

γβδ

in grammar

G

.

20The Composition of Property-Preserving Event Systemsgiven the property interaction that is present in real systems and the differentgoals found in various system application domains.2.3INTEGRITY MODELSThe second area of computer security to receive attention was that of integrity.There has been considerable argument as to what �integrity� should mean inreal computing systems, and what integrity controls are required. For thepurpose of the discussion here, integrity involves issues of data quality, dataconsistency and the modification of data. This section will present two differentapproaches to dealing with the integrity problem.2.3.1Biba�s Integrity ModelIn his 1977 paper, K.J. Biba noted25:T o d a t e , s e c u r i t y h a s b e e n i n t e r p r e t e d t o a d d r e s s t h e a u t h o r i z e d observation (dissemination) of classified information. We intend toe x t e n d t h e c e r t i f i e d f u n c t i o n o f t h e u t i l i t y t o a d d r e s s t h e p r o p e r modification of classified information within computer systems.Biba goes on to provide several different integrity policies, all based upon thes a m e f o r m a l i s m a s t h a t u s e d b y B e l l a n d L a P a d u l a� n a m e l y , s u b j e c t s a n d o b j e c t s e a c h w i t h a n a p p r o p r i a t e i n t e g r i t y l a b e l . S e v e r a l e x a m p l e s o f B i b a� s integrity policies will be discussed in Section˚6.4.2.3.2The Clark-Wilson Integrity ModelThe Clark-Wilson �model�26 i s n o t a f o r m a l m o d e l . I t i s a s e t o f h i g h - l e v e l p r o c e d u r e s a n d m e c h a n i s m s i n t e n d e d t o a c h i e v e a f o r m o f i n t e g r i t y c o n t r o l r e q u i r e d b y c o m m e r c i a l d a t a p r o c e s s i n g u s e r s . A s a r e s u l t , t h e r e i s n o mathematical basis that can be used to produce, for example, a formal process

25K.J. Biba. Integrity Considerations for Secure Computer Systems. Technical Report TR-3153,MITRE Corporation, Bedford, MA, April˚1977.26D.D. Clark and D.R. Wilson. A Comparison of Commercial and Military Computer SecurityPolicies. Proceedings of the IEEE Symposium on Security and Privacy, Oakland, CA, April 1987,pp. 184—194. Also, D.D. Clark and D.R. Wilson. Evolution of a Model for Computer Integrity.Proceedings of the 11th National Computer Security Conference, Baltimore, MD, October 1988.

Related Research19¥A prefix-closed set of traces

T

is eventually deterministic iff, for all pairs oftraces

t1 =αε

and

t2 =αγ

, where

α

is some event sequence, and

ε

and

γ

arenon-input events, implies

γ ε=

.Sutherland�s deducibility definition of security was the first that could be appliedto nondeterministic systems. However, it makes the most optimisticassumptions about the statistical properties of the random behaviour of thesystem. It is a possibilistic model rather than a probabilistic one, since it doesnot consider the real likelihood of possible events.The ability to represent nondeterministic systems is essential to any modernformal security definition. The difficulty in practice is that, to faithfully modelnondeterministic behaviour, one requires a full characterization of every randomprocess involved. The characterization might be statistical, probabilistic,possibilistic, or otherwise descriptive of a system�s behaviour. Such informationis rarely available. Therefore, a compromise must be struck between faithfulrepresentation and the tractability of the modelling exercise.2.2.9Parker�s Foundations of Information SecurityIn 1991, Donn Parker introduced an expanded definition of informationsecurity24 . He noted that the generally accepted security attributes, includingconfidentiality, integrity, and availability (CIA), are �incomplete � dangerouslyoversimplified, and inconsistent�. He proposes to add two new attributes to theoriginal CIA: authenticity and utility. Authenticity requires that every entity inthe system, including users, data, programs, and the system itself, beauthentically identified. Utility requires that information be in a form that isappropriate for the desired purpose. He states that the addition of these twoattributes to the security notion is especially important for the business sector.Whether or not one agrees with Parker�s expanded security definition, his workdoes emphasize the fact that a modelling technique should be applicable to awide variety of property objectives. Single-property models are of limited use

24Donn B. Parker. Restating the Foundation of Information Security. Proceedings of the SecondAnnual North American System Security Symposium, Toronto, Ontario, October 1991.

18The Composition of Property-Preserving Event Systems2.2.7Lin�s Behavioural SecurityIn 1991, Ping Lin proposed a new security property, behavioural security, that isa form of noninterference20. A system algebra, based upon many-sortedalgebras, was introduced to allow a representation of the input/output behaviourof systems and the effects of composition. The security property was thenexpressed within the system algebra to prevent the disclosure of both high-levelinputs and outputs to low-level observers. The low-level behaviour of the systemhad to remain the same, regardless of whether high-level activity was present ornot. It was proven that behavioural security was composable.2.2.8Nondeterminsitic Security ModellingResearchers in the area of formal security models use the term�nondeterministic�21 to refer to machines whose operation contains someelement of unpredictability. In fact, there are a number of different types ofnondeterminism that may occur. These were identified in the 1992 report by Leeet al22.Let

T

be the set of traces that characterize the behaviour of some system, and let

I t( )

and

O t( )

be the subsequences of input and output events in the trace

t T∈

,respectively. Lee et al present the following definitions:23¥A set of traces

T

is strongly deterministic iff, for any two traces

t1

and

t2

,

I t I t 1 2 ( ) = ( )

implies

t t1 2=

.¥A set of traces

T

is input-output deterministic iff, for any two traces

and ,

I t I t 1 2 ( ) = ( )

implies

O t O t 1 2 ( ) = ( )

. 20 Ping Lin. The Composability of Behaviorally Secure Systems, Ph.D. Thesis, Department ofElectrical Engineering, University of Toronto, 1991.21�Probabilistic� would be a more appropriate term.22 E.S. Lee, P.I.P. Boulton, B.W. Thomson, and R.E. Soper. Composable Trusted Systems.Technical Report˚272, Computer Systems Research Institute, University of Toronto, Toronto,Ontario, Canada, May˚1992, pp. 168—169.23Ibid., p. 169.

Related Research17The validity of this result has been questioned in the literature16. In a laterpaper McCullough redefined his property as restrictiveness17, and improved itsabilities to handle nondeterministic systems.2.2.6Security and Machine CompositionIn 1988, Johnson and Thayer presented a new security property18 that iscomposable, but which is demonstrably weaker (less restrictive) thanMcCullough�s hook-up security. Event traces are used as the basis for Johnsonand Thayer�s model. Informally, a perturbation of a trace is a sequence formedby inserting, modifying, or deleting high-level inputs in the trace. A correction ofa sequence is a trace obtained by inserting, modifying, or deleting high-level non-inputs (i.e., outputs or internal events) in the sequence. A system is correctableif every perturbation has a correction that is a valid trace. In general,correctability is not preserved by composition.19They then introduce a restricted form of correctability, denoted n-forwardcorrectability, that is a composable property. The additional restrictions are asfollows:¥It must be possible to correct every perturbation by modifying the sequenceonly after the perturbed part (if at all) to form a valid trace.¥If the perturbation happens to be immediately followed by n or fewer low-level inputs, it must be possible to delay any correction until after thoseinputs (and form a valid trace).

16 E.S. Lee, P.I.P. Boulton, D.M. Lewis, M. Stumm, and B.W. Thomson. A Trusted NetworkArchitecture. Technical Report, Computer Systems Research Institute, University of Toronto,Toronto, Ontario, Canada, 1988.17Daryl McCullough. Noninterference and the Composability of Security Properties.Proceedings of the 1988 IEEE Symposium on Security and Privacy, 1988, pp. 177—186.18Dale M. Johnson and F. Javier Thayer. Security and the Composition of Machines.Proceedings of the Security Foundations Workshop, Franconia, NH, June˚1988, pp. 72—89.19Ibid., p. 77.

16The Composition of Property-Preserving Event SystemsDeducibility is often thought to be excessively optimistic. If a high-level input isreproduced exactly as a low-level output, but with a, say, 1 in

109

chance that theoutput is not an accurate copy of the input, the system is deemed to be secure.2.2.5McCullough�s Hook-Up Security and RestrictivenessThe first significant work in the area of security composition was done by DarylMcCullough in˚1987.15 McCullough�s paper begins by discussing three popularmodels of multi-level security: Bell and LaPadula�s access controls, Sutherland�sdeducibility model, and Goguen and Meseguer�s non-interference requirement.In each case, he demonstrates that the models are inadequate as composablesecurity properties.McCullough�s definition of hook-up security is based upon execution traces.Given a trace

τ

, modify it by adding or deleting some high-level inputs to resultin a sequence

σ

, which is not necessarily a valid trace. It may be possible toconstruct a valid trace

′′τ

from

σ

by adding or deleting high-level outputs afterthe last input in, or immediately following, the modified input sequence. Withthis, hook-up security can then be defined as:A system is hook-up secure if, for every

τ

and for every

σ

that canbe formed from it, at least one

′′τ

exists.Intuitively, this requires that no high-level input can have an effect on low-levelevents and that the �fixing� of high-level outputs must wait until after anyimmediately following inputs.The following theorem is then presented:If a system is hook-up secure, then it is deducibility secure, and ithas the non-interference property. If systems

A

and

B

are bothhook-up secure, then any composite system formed by identifyingoutputs of

A

with inputs of

B

with the same security level, andvice-versa, is hook-up secure.

15 D a r y l M c C u l l o u g h . S p e c i f i c a t i o n s f o r M u l t i - L e v e l S e c u r i t y a n d a H o o k - U p P r o p e r t y . Proceedings of the 1987 IEEE Symposium on Security and Privacy,˚1987, pp. 161—166.

Related Research15worlds. For example, one information function might represent all of theinformation that is available for observation by a particular user.Sutherland then defines inference in terms of these concepts:12Given a set of possible worlds

Ω

and two [information] functions

f1

and

f2

with domain

Ω

, we say that information flows from

f1

to

f2

if and only if there exists some possible world

ω

and some element

z

in the range of

f2

such that

z

is achieved by

[i.e.,

f z2 =

] insome possible world, but in every possible world

′ω

such that

f f f z

1 1 2 ′( ) = ( ) ′( ) ≠ ω ω ω,

.In other words, information flows from

f1

to

f2

if knowing the value of

rulesout (or eliminates from consideration) even a single possible value of

f2

.Using these definitions, he formalized the notion of security. The binary relation

legal to get _ _ ⊆ ×Ι Ι

(where

Ι

is the set of information functions) defines thoseentities that are entitled to obtain certain pieces of information, as required bythe security policy. The security requirement was then stated as follows:13For all

f1

and

f2

in

Ι

, if information flows from to then

legal to get f f

_ _ ,1 2( )

.Sutherland then instantiated the model using a state machine framework as itsbasis. One of the key information functions used is

view l( )

, that, given a possibleworld, returns the subsequence of the execution sequence consisting of thoseinputs14 whose security levels are

≤ l

. Conversely, the

hidden from l _ ( )

functionreturns the subsequence of inputs whose levels are not

. Security is thenspecified by making it illegal for information to flow from

hidden from l _ ( )

to

view l( )

for any˚

l

. This essentially requires that every possible observation mustbe compatible with every conceivable secret. This prevents the observer fromdeducing the secret based on his or her observations.

12Ibid., p. 176.13Ibid., p. 177.14I.e., inputs to the state machine.

14The Composition of Property-Preserving Event SystemsA later paper9 d i s c u s s e d a p r o c e s s f o r c o n v e r t i n g a b s t r a c t , i n t u i t i v e s e c u r i t y p o l i c y s t a t e m e n t s i n t o m a t h e m a t i c a l s t a t e m e n t s a p p r o p r i a t e f o r i n p u t t o a mechanical theorem-prover. This process, referred to as unwinding, was thenused as the basis for a verification technique for security requirements based onnoninterference assertions. The paper also considered the issue of inferencecontrol�ensuring that some highly classified information cannot be inferred bycombining less classified data.Their model is not completely general. It does not handle the behaviour of non-deterministic systems, and the composability properties are severely limited. Inparticular, the model requires that all process communicate through unboundedbuffers, and that there be no merging of the outputs of processes. Some of theseissues were later dealt with by McCullough with his notion of generalizednoninterference10.Noninterference is a rigid prescription that often places unnecessary limitationson what users can do. For example, a cryptographic algorithm that accepts ahigh-level signal as input and generates a low-level encrypted version of it willfail, because regardless of the strength of the cryptography, the high-level inputdoes interfere with the low-level output.2.2.4Sutherland�s DeducibilityIn 1986, David Sutherland took a different approach to solving the securitymodelling problem11. He made the claim that his model was �a generalization ofthe Goguen-Meseguer Model.� The basis of the model is a standard statemachine representation. Each distinct execution of the system being modelled isan element of the set of possible worlds. A piece of information about the systemis represented by an information function whose domain is the set of possible

9 Joseph A. Goguen and Jos� Meseguer. Unwinding and Inference Control. Proceedings of the1984 IEEE Symposium on Security and Privacy, April˚1984, pp. 75-86.10Daryl McCullough. Noninterference and the Composability of Security Properties.Proceedings of the 1988 IEEE Symposium on Security and Privacy,˚1988, pp. 177—186.11David Sutherland. A Model of Information. Proceedings of the 9th National Computer SecurityConference, 1986, pp. 175—183.

Related Research13Security PolicyDiscretionary Access Control (DAC)Object ReuseMandatory Access ControlLabellingAccountabilityIdentification and AuthenticationAuditAssuranceOperational AssuranceLife-Cycle AssuranceDocumentationThe Orange Book contains specifications for six classes of trusted systems: C1,C2, B1, B2, B3, and A1. Each class contains different combinations ofspecifications for the nine Security Policy, Accountability, and Assurancerequirements. The classes are ordered from C1 through A1 such that eachsuccessive class contains all the security mechanisms of its predecessors.A detailed discussion of the underlying requirements is not warranted here.However, the production of the TCSEC has had a significant impact on thedevelopment of security policy and practice in various sectors.2.2.3Goguen and Meseguer�s NoninterferenceIn 1982, Goguen and Meseguer introduced the notion of noninterference8 as thebasis for confidentiality. They proposed the following definition:O n e g r o u p o f u s e r s , u s i n g a c e r t a i n s e t o f c o m m a n d s , i s noninterfering with another group of users if what the first groupdoes with those commands has no effect on what the second groupof users can see.Goguen and Meseguer�s noninterference model explicitly specifies a capabilitytable that defines what users are permitted to do. They consider both the staticcase, in which users� capabilities are fixed, and the dynamic case, in which theymay change as the system executes.

8 Joseph A. Goguen and Jos� Meseguer. Security Policies and Security Models. Proceedings ofthe 1982 IEEE Symposium on Security and Privacy, April˚1982, pp. 11—20.

12The Composition of Property-Preserving Event SystemsThe BLP model is based upon requirements for access controls. All subjects(active entities) were permitted to read only objects (passive, data-storageentities) of equal or lower confidentiality level and were not permitted to performany operations (like opening a file) that might allow them to write to orotherwise modify objects of lower confidentiality level. The two basicrequirements were referred to as the �simple security property� and the �

∗

-property�, respectively. In effect, data was prohibited from flowing from a highconfidentiality level to a lower one. The resulting model is quite simple to useand allows the use of untrusted software, as long the externally imposed accesscontrol mechanisms work correctly.Since the Bell-LaPadula model was introduced, several shortcomings have beennoted in the literature. Systems invariably require trusted subjects, likememory managers, that must be permitted to violate the security properties.The model allows for such subjects, but provides no method for verifying theirtrustworthiness. Also, not all information can be easily described under theobject representation. The simple notions of read and write operations do notadequately represent the often complex behaviour that real systems experiencewhen, for example, executing a program or using a communication protocol.Finally, the BLP model does not support the composition of systems.2.2.2The Orange BookIn 1983, the National Computer Security Center of the United States producedthe Trusted Computer Security Evaluation Criteria7, also known as the TCSECor �Orange Book�. The Orange Book divides the fundamental securityrequirements into three groups, with nine underlying sub-requirements:

7 N a t i o n a l C o m p u t e r S e c u r i t y C e n t e r , Department of Defence Trusted Computer SecurityEvaluation Criteria, DOD 5200.28-STD, December 1985.

112RELATED RESEARCH2.1INTRODUCTIONThis chapter will introduce some of the related research in the areas ofconfidentiality, integrity, formal languages, and system specification. Theemphasis will be placed on the research upon which this thesis was directlybased.2.2CONFIDENTIALITY MODELSMuch of the initial work into formal modelling of computer systems and abstractproperties was targeted towards a more specific problem�ensuring that systemswere secure. In most of these cases security meant confidentiality�the propertythat information is not made available or disclosed to an unauthorized user,process or object. As the scope of the research grew, confidentiality became justone of several desired properties in an overall notion of computer security.However, many of the modelling techniques used originally for confidentialityapply to abstract properties in general. This section will review several of theexisting formal approaches to confidentiality modelling, concentrating on thecomposability features of these models.2.2.1The Bell-LaPadula ModelOne of the first significant works in the field of confidentiality modelling wasproduced by Bell and LaPadula during the middle 1970s.6 Their BLP model isconsidered to be the earliest successful treatment of confidentiality, and wassubsequently the basis of the U.S. Department of Defence criteria to be discussedin the next section.

6 D . E l l i o t t B e l l a n d L e o n a r d J . L a P a d u l a . S e c u r e C o m p u t e r S y s t e m s : M a t h e m a t i c a l Foundations. Technical Report TR-2547, MITRE Corporation, Bedford, MA, March 1973.

[This page should be blank.]

Introduction and Overview9In the presentation of the material in this thesis, a large number of special termsare introduced and defined. Many of these terms and their definitions arecollected in Appendix˚A for convenient reference.

8The Composition of Property-Preserving Event Systemsit can be maintained within the grammatical structure. Given such arepresentation, a variety of desirable properties can be represented easily andtheir composability properties investigated and proven.The first step in the development involves creating a grammatical structurecapable of representing a variety of basic modular elements. Next, techniquesfor composing two or more of these modules are needed. Finally, a method fordescribing and composing grammatically defined abstract properties must bedeveloped.1.8OVERVIEWChapter˚2 reviews the relevant related research, including the areas of systemmodelling, trusted systems, and formal languages.The next three chapters form the core of the work. Chapter 3 begins bydescribing how modular processing elements are represented. The notion ofmodule grammars is introduced, followed by a number of example modules.Chapter˚4 continues by describing the technique for composing modules to formlarger and more complex structures. A general, formal composition method isdescribed. Various issues, including feedback, nondeterminism, and deadlock,are investigated and discussed through particular examples.Chapter˚5 begins the discussion of properties. A general technique forexpressing properties through an extension of the grammatical representation ispresented, followed by a proof of composability for a specific class of properties.Chapter˚6 considers the extension of the modelling framework to examples fromthe areas of safe systems, digital logic, and cryptographic protocols. Included isa discussion of confidentiality and integrity.Finally, Chapter˚7 summarizes the work and provides a number of conclusions.It also gives a number of directions for future work in the area.

Introduction and Overview7This difficulty has led to two different classes of models that handlenondeterminism. Possibilistic models are concerned with whether a particularevent can or cannot happen, regardless of the likelihood of the event. As aresult, such models are often extreme5 in their conclusions. Probabilistic modelsprovide further information by using the probability distribution of theoccurrence a particular event. Although their conclusions may be more realistic,it is difficult in practice to obtain the probability information such modelsrequire as input information.1.7THIS THESISGiven the discussion contained in this chapter, it should be evident that anymodelling methodology that is likely to be effective must have the followingcharacteristics:¥Representations of real systems must be tractable, usually through somefinite representation.¥The model must support composability in a useful way.¥The model must be able to represent relevant system behaviour whileignoring irrelevant activities.¥The model must maintain the causal and temporal relationships betweenevents.¥It must be possible to represent a wide variety of properties under the modeland to determine which properties are maintained under composition.¥The model must be able to represent nondeterministic behaviour.The thesis of this work is that a grammatical approach can be used to maintainthe overall structure of the event sequences, as well as allowing the causalitybetween input and output events to be easily represented. The relationshipbetween an overall operation and the sequence of sub-operations that implement

5Either too pessimistic or too optimistic.

6The Composition of Property-Preserving Event Systemswith all prerequisites, the occurrence of event

α

does not imply that

β

willoccur in the future, but only that the occurrence of

β

becomes possible.¥Causally related events: If

α

and

β

are causally related, then there is a truefunctional relationship between them. The occurrence of event

α

impliesthat

β

is guaranteed to occur eventually. It may also be the case thatanother type of event can cause

β

, or that

β

might occur spontaneously.In the development of this thesis, we do not differentiate between the latter twotypes of event relationships. Temporal and causal relationships are treated inthe same manner in the development of the modelling methodology.1.6NONDETERMINISMA deterministic system is one in which the inputs to the system completelydetermine the behaviour of the system. This is a strong definition ofdeterminism, since it regulates all behaviour of the system, including internalactivities that are not directly observable. Weaker definitions, such as that forinput-output determinism,4 r e q u i r e o n l y t h a t t h e i n p u t s d e t e r m i n e t h e v i s i b l e output behaviour of the system.A n o n d e t e r m i n i s t i c s y s t e m i s o n e i n w h i c h t h e i n p u t s d o n o t c o m p l e t e l y d e t e r m i n e t h e b e h a v i o u r o f t h e s y s t e m , b e c a u s e t h e s y s t e m c o n t a i n s s o m e element of unpredictability.T h e w a y i n w h i c h a p a r t i c u l a r m o d e l l i n g s t r a t e g y h a n d l e s t h e e x i s t e n c e o f n o n d e t e r m i n i s m g r e a t l y a f f e c t s i t s a b i l i t y t o r e p r e s e n t r e a l s y s t e m s . I n v a l i d c o n c l u s i o n s c a n b e d r a w n i f t h e l i k e l i h o o d o f n o n d e t e r m i n i s t i c e v e n t s i s n o t m o d e l l e d a c c u r a t e l y . O n t h e o t h e r h a n d , a c o m p l e t e d e s c r i p t i o n o f a l l possibilities may be imponderable, or may unduly complicate the working of themodel.

4 E . S . L e e , P . I . P . B o u l t o n , B . W . T h o m s o n , a n d R . E . S o p e r . C o m p o s a b l e T r u s t e d S y s t e m s . T e c h n i c a l R e p o r t , C o m p u t e r S y s t e m s R e s e a r c h I n s t i t u t e , U n i v e r s i t y o f T o r o n t o , T o r o n t o , Ontario, Canada, May 1992, p. 169.

Introduction and Overview5One advantage of the event trace approach is that it is capable of describing asystem based only upon the externally visible behaviour. As a result, it does notimplicitly constrain the internal behaviour of the modelled system in the sameway that other methods (such as state machines) sometimes do.However, a major problem is that the representational framework for eventtraces can be easily bogged down with unnecessary detail. To alleviate this, thespecific representation that is chosen must allow the modeller to isolate thoseevents that are particularly important or relevant to the modelling exercise, andpay little attention to the remainder.Another problem relates to the loss of structure in event sequences. Withoutcareful representational techniques, causal and temporal relationships betweenevents are easily lost. What started out as the execution of a well-structuredprogram can be turned into a completely unstructured sequence of events.Alleviating this problem requires the use of a finite representation of eventsequences. One such representation uses well-known symbolic languages andgrammars. A related technique for state-based representations uses a hierarchyof state machines to help manage the structure in a system�s behaviouralcomplexity.31.5CAUSALITYGiven an event trace representation of a system, the most significant aspect toconsider is how the various events interrelate. There are three possible classesof relationships between events that can be identified:¥Unrelated events: If event

α

is unrelated to event

β

, the occurrence of event

α

has no impact whatsoever on whether event

β

occurs.¥Temporally related events: If

α

and

β

are temporally related, then they mustappear in a specific time order. It may, for instance, be required that event

α

happen before event

β

. We say that event

α

is a prerequisite for event

β

. As

3 J o h n P . N e s t o r , S e c u r i t y M o d e l l i n g U s i n g H i e r a r c h i c a l S t a t e M a c h i n e s . M a s t e r� s T h e s i s , Department of Electrical Engineering, University of Toronto, Toronto, Ontario, December 1990.

4The Composition of Property-Preserving Event Systemssequence is significant. If one wishes to introduce the notion of absolute timinginto the event trace formalism, this can generally be done by creating �clock-tick�events. This relativistic timing notion corresponds closely to the practicaloperation of most real computing systems. For example, a typical C programrunning on a multi-user system is usually guaranteed to execute its statementsin a particular order2, but the absolute timing of the execution of each statementusually does not greatly concern the user.Another way of describing the relativistic timing of event traces relates to thepossible �real� executions that such traces capture. An event trace places noconstraints on the absolute timing of particular events. All executions with thesame relative ordering of events are captured and represented by a single eventsequence. Thus, when we consider the properties of event sequences, we arereally considering the properties of a whole class of executions. This isrepresented graphically in Figure˚1.1. In this case, the labelled circles representdifferent events, and their absolute timing displayed on the scale from left toright. The first three sequences have identical event trace representations,�A,˚B,˚C,˚B�, while the fourth sequence differs.

Time

ABBACBBBBCCA123

BACA4

Figure 1.1:Relativistic Timing of Event Traces

2This would not be the case with programs coded in a language that supports parallel execution.

Introduction and Overview3composition

A∩ B

satisfies an (emergent) property

P

. Obviously, we must alsomake some a˚priori assumptions about the manner in which

A

and

B

areinterconnected to form the composite system, before such conclusions may bereached. Notice that it is not necessary that

P = P A = P B

, although such asituation represents an important sub-class of composability problems that havereceived considerable attention. It is this sub-class that will receive the mostattention in this thesis.With this understanding, the utility of employing composable properties becomesapparent. Instead of having to deal with a large, complex system as a monolith,we can break it down into small sub-components that are more easily describedand analyzed. These components can then be interconnected to form thecomposite system, and the desired property of the overall system follows by thecomposition principle. Another form of flexibility results when we consider anexisting system to which a new component is to be added or an existingcomponent is to be replaced or modified. If we have a composable property, it isonly necessary to evaluate the new component and its connectivity to theoriginal system. Non-composable properties and modelling approaches require acomplete re-evaluation of the modified overall system in such cases. Evenapparently standalone systems can be considered to be �composed� with theenvironment or external user with which they interact.11.4EVENT TRACESOne way of representing the behaviour of a system uses event traces. In thisapproach, the significant happenings are represented by a time-orderedsequence of events. The modeller is free to choose those events that are ofinterest and ignore those that are not relevant to a particular analysis. What isconsidered �important� depends on the particular situation being analyzed.In such a representation, the absolute timing of a particular event is notimportant, but its timing relative to the occurrence of other events in the

1 T h i s i s a n e x a m p l e o f closed-system modelling, since the activities of the environment areincluded in the model. Open-system modelling concentrates on the system of interest, with littleattempt to characterize the behaviour of the surrounding environment.

2The Composition of Property-Preserving Event Systems1.2MODELLINGWhen the first computer systems were designed and built, it was relatively easyto verify that the systems had all of the properties intended by their designers.One could merely exercise the system through manual testing. As thecomplexity of the systems increased, and as different types of systems wereinterconnected, a convincing demonstration that a system had certain propertiesbecame difficult. Researchers turned to a variety of formal modelling techniquesto describe systems and the desired properties. These techniques were oftenbased on mathematical proofs that were used to increase confidence that thesystem goals were met.No modelling strategy can provide complete assurance that a real systembehaves in a certain way. The act of modelling itself involves a variety ofsimplifications of the real system in order to create a workable model. It alwaysremains possible that a simplification made for modelling purposes will allow forinvalid operation when the modelled system is implemented. The key is to showthat the simplifications made are not unreasonable, and do not adversely affectthe result of the exercise. In other words, recognizing an appropriate degree ofabstraction is important in successfully representing a real system.The first step in developing a good modelling technique for computer systems isto create a representation that reflects how a system is �put together� from itsbasic components. The second step is to create a means of describing the waythat these components communicate or otherwise interact with each other andthe surrounding environment.1.3COMPOSABILITYThe term composability is used to describe a situation in which a propertyfulfilled by an overall system is equivalent to properties of the individualcomponents that make up the composite system. For example, one mightconsider two components,

A

and

B

, that satisfy properties

P A

and

P B

,respectively. By employing the notion of composability and by making certainassumptions about the environment, we may be able to conclude that the

11INTRODUCTION ANDOVERVIEW1.1INTRODUCTIONSince large-scale computer systems were first introduced in the 1950s, fourdecades of rapid development have occurred. Systems have become morepowerful, and at the same time have become extremely complicated in bothdesign and functionality. To compound this, individual systems can now beinterconnected with a variety of networks to allow data to move freely amongsystems. Information, particularly information that is stored electronically, isnow one of our society�s most valuable resources. Nearly all businesses,governments, and individuals depend on the availability of timely and accurateinformation to support their activities.When we combine this dependence with the growth in the complexity ofcomputer systems, it quickly becomes apparent that there is a great need toprovide assurance that the guarantees made about how systems behave are valid(in an existing system) or achievable (in a system being designed). A great dealof research has investigated the problem of creating models of computer systems.Such models must be able to describe systems hierarchically, in order to addressissues relating to how systems behave when connected together. They must alsohandle the true or apparent unpredictability or nondeterminism that is presentin many systems. Most of the modelling approaches also include the ability torepresent desired system properties and to decide whether specific systems havethese properties. The remainder of this introductory chapter will providebackground information on these fundamental issues, and then state the thesisof the work.

[This page should be blank.]

SYMBOL INDEXxvs.t.Such that

Tk s,

Non-terminal symbol corresponding to a single completetransaction for block

k

while in state

s

.

Vs

Set of non-terminal symbols for state grammar

Gs

.

V A B T V

s s k s k s

k b s = { }∪ { }∪ ∈ , ,

[ , ] ,^

1UV̂s

Set of all input and output non-terminal symbols for state˚

s

.

^ ,, ,, V Y Z

s l i s l L i m l j s l L j n = { }∪ { } ∈∈[ ] ∈∈[ ] 1 1 U Ul i sY,

Non-terminal symbol corresponding to input event terminalsymbol

l iα

for state

s

.

l j sZ ,

Non-terminal symbol corresponding to output event terminalsymbol

l jβ

for state

s

.

SYMBOL INDEXxiv

ρ

Transitive event label relation

ρ ⊆ ×L L

.

l iα

Module input event with label

l

on input stream

i

.

l jβ

Module output event with label

l

on output stream

j

.

As

Start symbol for state

sb

Number of blocks comprising a module

Bk s,

Non-terminal symbol corresponding to block

k

for state

s

.

BPs

Set of basic productions for state˚

s

.

BP BPA BPB BPT P

s s s s s = ∪ ∪ ⊆

.

BPAs

Set of common productions for state

s

.

BPA BP P

s s s ⊆ ⊆

.

BPBs

Set of block productions for state

s

.

BPB BP P

s s s ⊆ ⊆

.

BPTs

Set of transaction productions for state

s

.

BPT BP P

s s s ⊆ ⊆ connected

Connection relation between events.

DPs

Set of delay productions for state

s

.

DP P s s⊆

.

E

Set of module event terminal symbols.

E E E I O = ∪

.

IE

Set of input event terminal symbols.

I kE

is the set formodule˚

k

.

OE

Set of output event terminal symbols.

O kE

is the set formodule˚

k

.

glb

Meet or greatest lower bound operator. If

l l l L

A B C

, , ∈

and

l l l

C A B = ( ) glb ,

then

l lA C>

and

l lB C>

and

¬∃ ∈l L l l l l

D A D B D

s.t. > >,

, and

l lD C>

.

I

Initial state for a module.

L(G)

Language generated by grammar

Glhs p( )

Left-hand side of production

pL

Set of event labels

LC

Set of confidentiality (event) labels

LI

Set of integrity (event) labels

m

Number of inputs to a module.

mk

is the number for module

k

.

n

Number of outputs from a module.

nk

is the number formodule

k

.

Ps

Set of productions for state grammar

Gs

.

prereqs

Prerequisite relation for state

srs

Interval specifying the possible number of transactionrepetitions for state˚

srhs p( )

Right-hand side of production

pS

Set of states for a module

SPs

Set of shuffle productions for state˚

s

.

SP P s s⊆

.

xiiiSYMBOL INDEX

α 1,α 2,K { }

Set containing elements

α 1,α 2,K

.

x A∈x

is an element of set

Ax A∉x

is not an element of set

A∅

Empty set

A

Cardinality of (number of elements in) set

A

.

∅ = 0

.

A B×

Cartesian product of sets

A

and

B A\ B

Complement of set

B

in set

AA∪ B

Union of sets

A

and

BA∩ B

Intersection of sets

A

and

Ba b,[ ]

Set of integers between

a

and

b

inclusive (i.e. the interval

a b i a i b , : [ ]= ≤ ≤ { }

)

∧

Logical AND

∨

Logical OR

¬

Logical negation

∀

For all (universal quantifier)

∃

There exists (existential quantifier)

⇔

Logical equivalence

⇒

Logical implication

ε

Null (empty) string

A∗

Kleene closure of set

A

. denotes the set of stringsconstructed by concatenating any number of elements from˚

A

.

A+

Non-empty Kleene closure of set

A

.

A A + = ∗ { }\ ε→

Produces (used in specification of production rules)

α β⇒∗Gα

derives

β

in grammar

Gα β⇒Gα

directly derives

β

in grammar

G >

Dominates operator for a partially-ordered set.

>C

Dominates operator for set of confidentiality labels.

>I

Dominates operator for set of integrity labels.

[This page should be blank.]

xiLIST OF APPENDICESAGLOSSARY................................................................................ 139BANNOTATED ALGORITHMS.................................................... 143

[This page should be blank.]

ixLIST OF FIGURESFigure 1.1:Relativistic Timing of Event Traces.................................................. 4Figure˚2.1:Two Stack Machine.......................................................................... 23Figure 3.1:A Module with Two Blocks.............................................................. 33Figure 3.2:Basic Module.................................................................................... 47Figure 3.3:Fork Module..................................................................................... 49Figure 3.4:AND Module..................................................................................... 50Figure 3.5:Spontaneous Module........................................................................ 51Figure 3.6:Sink Module...................................................................................... 52Figure 3.7:

m n,

-General Module........................................................................ 52Figure 3.8:Nondeterministic Fork Module....................................................... 54Figure 3.9:OR Module........................................................................................ 55Figure 3.10:Parallel Module................................................................................ 56Figure 3.11:Clocked Input Module...................................................................... 57Figure 3.12:Switch Module.................................................................................. 59Figure 4.1:Parallel Composition of Basic Modules.......................................... 79Figure 4.2:Parallel Composition with Internal Structures Removed............. 81Figure 4.3:Serial Composition of Basic Modules.............................................. 82Figure 4.4:Serial Composition of Basic Modules with Internals Hidden........ 84Figure 4.5:Composition of 1,3-GM with Two AND Modules........................... 85Figure 4.6:NDF Module Composed with Sink Module.................................... 87Figure 4.7:OR Module Composed with NDF Module....................................... 89Figure 4.8:OR Module with Fork Module Feedback........................................ 90Figure˚5.1:Addition of

k +1

Connection........................................................... 103Figure 6.1:AND Module with Prerequisite Property..................................... 108Figure 6.2:Object Modular Representation.................................................... 111Figure 6.3:Object Observation and Alteration Interface............................... 112Figure 6.4:Low-Water Mark Object Interface................................................ 119Figure˚6.5:Logical Inverter.............................................................................. 122Figure˚6.6:Logical Inverter Timing Diagram................................................. 122Figure˚6.7:Logical Inverter State Diagram.................................................... 122Figure˚6.8:Logical AND................................................................................... 123Figure˚6.9:Logical AND Timing Diagram....................................................... 124Figure˚6.10:Logical AND State Diagram.......................................................... 124

TABLE OF CONTENTSviii6.8SUMMARY......................................................................................... 1287SUMMARY AND CONCLUSIONS129

7.1SUMMARY......................................................................................... 1297.2CONCLUSIONS.................................................................................. 1307.3DIRECTIONS FOR FUTURE WORK.................................................... 132Bibliography................................................................................... 135

TABLE OF CONTENTSvii4.2FORMALIZING COMPOSITION............................................................. 634.2.1Specifying the Composition................................................. 644.2.2Constructing the Composite................................................ 654.3INTERNAL AND EXTERNAL EVENTS................................................... 754.4DEADLOCK.......................................................................................... 764.5COMPLEXITY ISSUES RELATED TO COMPOSITION............................ 774.6SINGLE-STATE COMPOSITION EXAMPLES.......................................... 784.6.1Simple Parallel Composition............................................... 784.6.2Simple Serial Composition.................................................. 814.6.3Three Module Composition................................................. 854.6.4Nondeterministic Example.................................................. 874.6.5Another Nondeterministic Example................................... 884.7MULTIPLE-STATE COMPOSITION EXAMPLES.................................... 904.7.1Feedback Example............................................................... 904.8SUMMARY........................................................................................... 925PROPERTIES93

5.1INTRODUCTION.................................................................................. 935.2EVENT LABELS................................................................................... 935.3MODULAR TRANSACTION PROPERTIES............................................. 975.4COMPOSING WITH PROPERTIES....................................................... 1005.5SUMMARY......................................................................................... 1046APPLICATION EXAMPLES105

6.1INTRODUCTION................................................................................ 1056.2PREREQUISITE CONFIDENTIALITY.................................................. 1066.3SUBJECTS AND OBJECTS.................................................................. 1086.4BELL-LAPADULA CONFIDENTIALITY............................................... 1136.5BIBA�S INTEGRITY............................................................................ 1166.5.1Strict Integrity................................................................... 1176.5.2Low-Water Mark Policy on Objects.................................. 1186.5.3Low-Water Mark Policy on Subjects................................. 1206.6DIGITAL LOGIC................................................................................. 1216.7NEEDHAM-SCHROEDER PROTOCOL................................................. 126

TABLE OF CONTENTSvi2.3.1Biba�s Integrity Model......................................................... 202.3.2The Clark-Wilson Integrity Model...................................... 202.4FORMAL LANGUAGES......................................................................... 212.4.1Turnbull�s Parsing............................................................... 222.5SYSTEM SPECIFICATION.................................................................... 242.5.1Control of Discrete Event Systems..................................... 252.5.2Alpern and Schneider�s Liveness........................................ 252.5.3Abadi and Lamport�s Composing Specifications................ 262.5.4Petri Nets............................................................................. 272.6SUMMARY........................................................................................... 283MODULAR SPECIFICATION31

3.1INTRODUCTION.................................................................................. 313.2MODULAR REPRESENTATION............................................................ 323.2.1Basic Production Set........................................................... 363.2.2Prerequisite Relation........................................................... 393.2.3Delay Production Set........................................................... 413.2.4Shuffle Production Set........................................................ 423.2.5Multi-State Representation................................................ 443.3DECIDABILITY ISSUES FOR MODULAR GRAMMARS........................... 453.4SINGLE-STATE MODULE EXAMPLES.................................................. 463.4.1Basic Module........................................................................ 473.4.2Fork Module......................................................................... 493.4.3AND Module......................................................................... 503.4.4Spontaneous Module........................................................... 513.4.5Sink Module......................................................................... 523.4.6General Module.................................................................... 523.4.7Nondeterministic Fork........................................................ 543.4.8OR Module........................................................................... 553.4.9Parallel Module.................................................................... 553.4.10Clocked Input Module......................................................... 573.5MULTI-STATE MODULE EXAMPLES................................................... 593.5.1Switch Module..................................................................... 593.5.2Limited Buffer...................................................................... 603.6SUMMARY........................................................................................... 624COMPOSITION OF MODULES63

4.1INTRODUCTION.................................................................................. 63

vTABLE OF CONTENTSList of Figures................................................................................... ixList of Appendices............................................................................ xiSymbol Index................................................................................... xiii1INTRODUCTION AND OVERVIEW1

1.1INTRODUCTION.................................................................................... 11.2MODELLING.......................................................................................... 21.3COMPOSABILITY................................................................................... 21.4EVENT TRACES..................................................................................... 31.5CAUSALITY........................................................................................... 51.6NONDETERMINISM............................................................................... 61.7THIS THESIS......................................................................................... 71.8OVERVIEW............................................................................................ 82RELATED RESEARCH11

2.1INTRODUCTION.................................................................................. 112.2CONFIDENTIALITY MODELS............................................................... 112.2.1The Bell-LaPadula Model.................................................... 112.2.2The Orange Book................................................................. 122.2.3Goguen and Meseguer�s Noninterference........................... 132.2.4Sutherland�s Deducibility.................................................... 142.2.5McCullough�s Hook-Up Security and Restrictiveness....... 162.2.6Security and Machine Composition.................................... 172.2.7Lin�s Behavioural Security.................................................. 182.2.8Nondeterminsitic Security Modelling................................. 182.2.9Parker�s Foundations of Information Security................... 192.3INTEGRITY MODELS........................................................................... 20

ivACKNOWLEDGEMENTSA large number of persons and institutions were important in the developmentof this work. First and foremost, I would like to thank my two researchsupervisors. Professor E.S. Lee for his patient guidance, advice and assistancethroughout my graduate studies and particularly during the development of thisthesis; and Professor P.I.P. Boulton for providing that timely second opinionthat helped keep things on track.I would also like to acknowledge the work of the members of my Departmentaland School of Graduate Studies Examination Committees: ProfessorsT.S.˚Abdelrahman, P.˚Chow, V.D.˚Gligor, E.C.R.˚Hehner, S.R.˚Karpik,F.R.˚Kschischang, R.M.˚Needham, and M.˚Stumm.In addition, I would like to thank all of my friends in the Computer Group whohelped make being a graduate student more than just research and classes.I would also like to acknowledge the support that I have received from theNatural Sciences and Engineering Research Council of Canada (NSERC) duringthe course of my doctoral work.Last, but certainly not least, I would like to thank my parents and family foralways encouraging me to strive for excellence, and providing all the supportthat I needed to achieve it.

iiiABSTRACTThis thesis presents a modelling scheme based upon event traces that have astructure that is captured by formal languages and grammars. This provides aconvenient and mathematically well-founded means for dealing with such traces.The external behaviour of a module, including causal and temporal relationshipsbetween events, and possible nondeterminism, is successfully modelled. Theproblem of composing a module from constituent modules is comprehensivelystudied. It is demonstrated that composition is possible in general. Restrictiveproperties are also studied and a large class of properties is shown to bepreserved under composition.

[This page should be blank.]

THE COMPOSITION OFPROPERTY-PRESERVING EVENT SYSTEMSBYJOHN PAUL NESTORA thesis submitted in conformity with the requirementsfor the degree of Doctor of PhilosophyGraduate Department of Electrical and Computer EngineeringUniversity of Toronto' Copyright by John Paul Nestor 1994