Properties and Meta-Properties ofSecure Composable SystemsHeather Maria HintonTechnical Report CSRI-343March 1996Computer Systems Research InstituteUniversity of TorontoToronto, CanadaM5S 3H5The Computer System Research Institute (CSRI) is an interdisciplinary group formed to conductresearch and development relevant to computer systems and their application. It is an institutewithi the Faculty of Applied Science and Engineering and the Faculty of Arts and Science at theUniversity of Toronto. CSRI is supported in part by the Natural Sciences and EngineeringResearch Council of Canada.

PROPERTIES AND META-PROPERTIES OFSECURE COMPOSABLE SYSTEMSbyHeather Maria Hinton, P.Eng.A thesis submitted in conformity with the requirementsfor the degree of Doctor of PhilosophyGraduate Department of Electrical and Computer Engineering,University of Toronto' Copyright by Heather M. Hinton 1996 iiiProperties and Meta-Properties of Secure Composable SystemsDoctoral Dissertation, June 1996Heather Maria Hinton, P.Eng.Department of Electrical and Computer Engineering,University of TorontoThe behaviour of a system is defined as secure based on the desired security properties of thesystem. The assessment of computer security includes the verification that the behaviour of asystem implies these desired security properties. This verification should allow us to createhierarchically complex, secure systems from the interconnection of simpler, secure componentswithout the need to re-verify the composite system. We know that many secure behavioursbecome insecure on composition yet we cannot always predict why or when this will be the case.Security must be based on a set of goals, clearly defining what is required of any securesystem. We define a set of safety and progress properties that are necessary for the securebehaviour of a system and are common to all systems.Knowledge of the properties of these properties (their meta-properties) is required toensure that the overall system will behave as expected. The relations of reflexivity, transitivity,and symmetry of properties and the closure of properties on composition describe the meta-properties of safety and progress.We define and examine the compatibility of properties. Compatibility ensures thatdifferent properties do not have goals that are mutually exclusive.We introduce a systematic means to define and assess emergent properties, properties thatare not applicable to the behaviour of individual components but are relevant to the behaviour ofinterconnections of these components. It is shown that many desired security properties will actas emergent properties.

ivThese safety and progress properties, together with the knowledge of their meta-properties, compatibility, and emergence, are used to assess and to predict the composability ofsecurity characteristics of a system. We incorporate these characteristics and criteria in aComposition Principle, providing guidelines for the assessment of properties of compositesystems. The Composition Principle provides a more comprehensive approach to compositesystem security than was previously possible. This in turn will allow us to compose securesystems in a manner consistent with the goals of the secure behaviour of these systems.

vACKNOWLEDGEMENTSDuring the last four years my work has benefited greatly from discussions with many differentpeople. In particular, the following people provided especially useful comments and insights:Peter Boulton at University of Toronto, Mark Lomas at Cambridge University, John Rushby atSRI International, David Bonyon, Sandy Sandberg-Maitland of CGI and Milan Kuchta atCanadian Security EstablishmentI would like to especially thank my supervisor, E. Stewart Lee, for his support andadvice.I am also grateful to my committee for their helpful comments and insights, especiallyProfessors Boulton, Kschichang, Zaky, Andrews and my external examiner, Sandy Sandberg-Maitland.I am grateful to the Natural Science and Engineering Research Council for the financialsupport of a PGS B scholarship, the University of Toronto for the financial support of aUniversity of Toronto Open Fellowship, and the Information Technology Research Centre forthe equipment used.I would also like to thank my friends in the Computer and Electronics Groups, forsupport in the good times and the bad. In alphabetical order they are: Vaughn (Betz), Naveen(Bewtra), John (Chappel), Kevin (Chung), Bob (Francis), Qiang, Yaska (Sankar), Steve (Wilton),and Aris (Zakinthinos).David H. gets a big thank-you for helping me to (boldly) un-split infinitives, where nonehad been split before.There is no way to thank my husband Philip for all of his support and encouragement, ormy family, for their love, understanding, and patience. Thank you very much.

viTABLE OF CONTENTSLIST OF TABLES......................................................................................... xiiLIST OF FIGURES....................................................................................... xiiiLIST OF APPENDICIES.............................................................................. xiv1. Introduction............................................................................................... 11.1 Introduction to Systems Security....................................................................... 21.2 Security Properties............................................................................................. 31.3 Composition of Systems and Properties............................................................ 31.4 Proposition......................................................................................................... 41.5 Contributions of This Work............................................................................... 41.6 Structure of this Document................................................................................ 52. Previous Work........................................................................................... 72.1 Formal Criteria................................................................................................... 72.2 General System Theory...................................................................................... 82.3 Security.............................................................................................................. 92.3.1 Lattice Approaches to Security........................................................... 92.3.2 Safety and Liveness............................................................................ 92.3.3 Possibilistic Security Properties.......................................................... 102.3.4 Additional Security Properties............................................................ 102.4 Composability.................................................................................................... 102.4.1 Hook-up Security................................................................................ 102.4.2 Composing Specifications................................................................... 112.4.3 Composition of Possibilistic Properties.............................................. 122.4.4 An Environment-Based Approach...................................................... 122.5 Progress.............................................................................................................. 132.5.1 The Temporal Logic of Programs....................................................... 132.5.2 Classes of Progress Properties............................................................ 14 viiTABLE OF CONTENTS3. Temporal Logic......................................................................................... 163.1 Syntax of the Language...................................................................................... 163.1.1 Formulae............................................................................................. 173.2 Semantics of the Language................................................................................ 173.2.1 Satisfiability and Validity................................................................... 183.3 A Proof System.................................................................................................. 193.4 Filtrations........................................................................................................... 193.5 Evaluation of Filtered Sequences....................................................................... 203.6 Choice of Language........................................................................................... 204. System Specification.................................................................................. 224.1 Specification of Events...................................................................................... 234.2 Specification of Sequences................................................................................ 254.2.1 Sequence of States.............................................................................. 274.2.2 Subsequences of Sequences................................................................ 284.3 Specification of Environment............................................................................ 284.4 Specification of Components............................................................................. 294.4.1 Component Model............................................................................... 294.4.2 Non-Determinism of Components...................................................... 304.4.3 Component Behaviour Rules.............................................................. 304.4.4 Component Behaviour Axioms........................................................... 314.5 Specification of System..................................................................................... 324.5.1 Interconnection of Components.......................................................... 324.6 Composite System Structures............................................................................ 334.7 Composition of Environments........................................................................... 354.8 Composition of System Models......................................................................... 364.9 Composite System Behaviour............................................................................ 37 viiiTABLE OF CONTENTS5. Property Specification.............................................................................. 395.1 Specification of Policies..................................................................................... 395.2 Specification of Properties................................................................................. 405.3 Domain-Dependent and Independent Properties............................................... 415.4 Evaluation of Properties..................................................................................... 425.4.1 Evaluation of Property Domain.......................................................... 425.4.2 Evaluation of Property Specification.................................................. 445.4.3 Enforcement of Properties.................................................................. 455.5 Properties of Composite Systems...................................................................... 455.6 Meta-Properties of Properties............................................................................ 465.7 Completeness of Set of Properties..................................................................... 496. Safety Properties........................................................................................ 516.1 Basic Safety Properties...................................................................................... 526.1.1 Authenticity......................................................................................... 526.1.2 Integrity............................................................................................... 526.1.3 Confidentiality.................................................................................... 526.2 Safety Characteristics......................................................................................... 536.2.1 Safe Component.................................................................................. 536.2.2 Safe Environment................................................................................ 536.2.3 Safe System......................................................................................... 536.3 Domain-Dependent Safety Properties................................................................ 536.3.1 Pessimistic........................................................................................... 546.3.2 Environment Optimistic...................................................................... 546.3.3 Component Optimistic........................................................................ 546.3.4 Strongly Optimistic............................................................................. 556.4 Necessity of the Basic Safety Properties............................................................ 556.5 Meta-Properties of Safety Properties................................................................. 556.6 Threat, Risk, Vulnerability and Trust................................................................ 576.7 Defining System Specific Safety Properties...................................................... 58 ixTABLE OF CONTENTS7. Progress Properties................................................................................... 597.1 Basic Progress Properties................................................................................... 607.1.1 Accessibility........................................................................................ 607.1.2 Eventual Output.................................................................................. 607.1.3 Termination......................................................................................... 617.1.4 Eventual Progress................................................................................ 617.1.5 Faithfulness......................................................................................... 617.1.6 Provenance.......................................................................................... 627.1.7 Utility.................................................................................................. 627.1.8 Additional Properties.......................................................................... 637.2 Liveness Characteristics..................................................................................... 637.2.1 Live Components................................................................................ 637.2.2 Live Environments.............................................................................. 637.2.3 Live Systems....................................................................................... 637.3 Domain-Independent Progress Properties.......................................................... 647.4 Necessity of Basic Progress Properties.............................................................. 647.5 Meta-Properties of Progress Properties.............................................................. 657.6 Defining System Specific Progress Properties................................................... 667.6.1 Classification of System Specific Progress Properties....................... 667.7 Bounded Response Time of a System................................................................ 688. Compatible Properties.............................................................................. 708.1 Compatibility of Properties................................................................................ 718.2 Compatible Property Domain............................................................................ 718.2.1 Compatibility of Property Domains.................................................... 718.3 Compatible Property Specification.................................................................... 728.3.1 Compatibility of Property Specifications............................................ 738.4 Compatibility Assessment of Properties............................................................ 758.4.1 Using Sub-Properties in the Compatibility Assessment..................... 768.5 Transitivity of Compatibility Assessment.......................................................... 768.6 Compatibility of Basic Properties...................................................................... 778.7 Order-of-Application Compatibility.................................................................. 79 xTABLE OF CONTENTS9. Emergent Properties................................................................................. 809.1 Emergent Properties........................................................................................... 819.2 Representation of Emergent Properties.............................................................. 819.3 Types of Emergent Properties............................................................................ 839.4 De-Emergent Properties..................................................................................... 849.5 Assessment of Emergent Properties................................................................... 859.6 Composability and Emergence.......................................................................... 879.7 Compatibility and Emergence............................................................................ 8910. Composition of Properties...................................................................... 9010.1 Composition of Properties............................................................................... 9110.2 Composition of Basic Safety Properties.......................................................... 9110.2.1 Assessment of Safety Properties....................................................... 9210.3 Failure of Progress........................................................................................... 9510.3.1 Resource Contention and Progress................................................... 9610.3.2 Other Sources of Progress Failure.................................................... 9610.4 Composition of Basic Progress Properties....................................................... 9710.4.1 Assessment of Progress..................................................................... 9810.5 Composability of Compatible Properties......................................................... 9910.6 Composability of System-Specific Properties................................................. 10010.7 Composition Principle...................................................................................... 10010.7.1 Comparison with Composing Specifications.................................... 10211. Examples and Applications.................................................................... 10411.1 Compatibility of Properties.............................................................................. 10411.1.1 Compatibility and Covert Channels.................................................. 10511.2. Emergent Properties........................................................................................ 10611.3. Progress and Liveness..................................................................................... 10811.3.1 Problem Definition............................................................................ 109 xiTABLE OF CONTENTS11.4. Network Security............................................................................................ 11011.4.1 TNI Composition Rules.................................................................... 11011.4.2 Composite Network System.............................................................. 11212. Summary and Conclusions..................................................................... 11412.1 Summary.......................................................................................................... 11412.2 Real-World Applications................................................................................. 11612.2.1 Issues for Real-World Application................................................... 11612.2.2 Criteria for Real-World Applications............................................... 11712.3 Conclusions...................................................................................................... 11812.4 Future Work..................................................................................................... 119Bibliography................................................................................................... 120Glossary........................................................................................................... 127Glossary of Terms..................................................................................................... 127Glossary of Notation................................................................................................. 129Appendix A: Proof System........................................................................... 132Appendix B: Necessity of Basic Properties................................................. 133Appendix C: Proofs of Safety Meta-Properties.......................................... 136Appendix D: Proofs of Liveness Meta-Properties...................................... 149Appendix E: Compatibility of Basic Properties......................................... 160Appendix F: Examples and Applications.................................................... 168 xiiLIST OF TABLES2.1 Classification of Progress Properties According to Formulae Structure..... 146.1 Meta-Properties of Basic Safety Properties................................................. 577.1 Meta-Properties of Basic Progress Properties.............................................. 658.1 Compatibility of Basic Safety and Progress Properties............................... 789.1 Classes of Emergent Properties.................................................................... 8210.1 Threats to and Remedies for Safety on Composition................................ 9210.2 Threats to and Remedies for Progress on Composition............................. 97 xiiiLIST OF FIGURES4.1 Sequences and Subsequences of Composite System....................................... 274.2 General Product Composition of Two Components........................................ 334.3 General Cascade Composition of Two Components....................................... 344.4 General Feedback Composition of Two Components..................................... 345.1 Evaluation of Allowable Events in an Environment........................................ 435.2 Reflexive Composite Structure........................................................................ 475.3 Transitivity of Composite Structures............................................................... 475.4 Symmetry of Composite Structures................................................................. 486.1 Necessity of Basic Safety Properties............................................................... 567.1 Necessity of Basic Progress Properties............................................................ 648.1 Compatibility Assessment of Properties Pi and Pj.......................................... 759.1 Assessment of Composable and Type 1 Emergent Properties......................... 869.2 Assessment of Type 2 Emergent Properties.................................................... 879.3 Composition of Clocks and Modulo Counters................................................. 8810.1 Assessment of Composite System Environment............................................. 9310.2 Domain Modification for Composite System Satisfiability............................. 9410.3 Detecting Potentially Stalled Paths in Composite System............................... 9910.4 Composition Principle, Steps 1 and 2.............................................................. 10110.5 Composition Principle, Step 3......................................................................... 10211.1 GNI-Insecure Composite System..................................................................... 10711.2 Dining Philosophers Problem Represented as Composite System.................. 10911.3 Composite Network System............................................................................. 112F.1 Composition of Multi-Channel, Multi-Level-Security Components................ 170 xivLIST OF APPENDICIESAppendix A: Proof System........................................................................... 132Appendix B: Necessity of Basic Properties................................................. 133B.1 Safety................................................................................................................. 133B.1.1 Authenticity........................................................................................ 133B.1.2 Integrity.............................................................................................. 133B.1.3 Confidentiality.................................................................................... 133B.1.4 Provenance......................................................................................... 134B.1.5 Utility.................................................................................................. 134B.2 Progress............................................................................................................. 134B.2.1 Accessibility....................................................................................... 134B.2.2 Eventual Output.................................................................................. 134B.2.3 Termination........................................................................................ 135B.2.4 Eventual Progress............................................................................... 135B.2.5 Faithfulness........................................................................................ 135Appendix C: Proofs of Safety Meta-Properties.......................................... 136C.1 Authenticity....................................................................................................... 136C.1.1 Reflexivity.......................................................................................... 136C.1.2 Transitivity......................................................................................... 136C.1.3 Symmetry........................................................................................... 138C.1.4 Closure................................................................................................ 138C.2 Pessimistic Confidentiality and Integrity.......................................................... 139C.2.1 Reflexivity.......................................................................................... 139C.2.2 Transitivity......................................................................................... 140C.2.3 Symmetry........................................................................................... 140C.2.4 Closure................................................................................................ 141C.3 Environment Optimistic Confidentiality and Integrity..................................... 142C.3.1 Reflexivity.......................................................................................... 142C.3.2 Transitivity......................................................................................... 142C.3.3 Symmetry........................................................................................... 143C.3.4 Closure................................................................................................ 143C.4 Component Optimistic Confidentiality and Integrity........................................ 144C.4.1 Reflexivity.......................................................................................... 144C.4.2 Transitivity......................................................................................... 145C.4.3 Symmetry........................................................................................... 145C.4.4 Closure................................................................................................ 146 xvLIST OF APPENDICIESC.5 Strongly Optimistic Confidentiality and Integrity............................................. 146C.5.1 Reflexivity.......................................................................................... 147C.5.2 Transitivity......................................................................................... 147C.5.3 Symmetry........................................................................................... 147C.5.4 Closure................................................................................................ 148Appendix D: Proofs of Progress Meta-Properties....................................... 149D.1 Accessibility...................................................................................................... 149D.1.1 Reflexivity.......................................................................................... 149D.1.2 Transitivity......................................................................................... 150D.1.3 Symmetry........................................................................................... 151D.1.4 Closure............................................................................................... 152D.2 Termination....................................................................................................... 153D.2.1 Reflexivity.......................................................................................... 153D.2.2 Transitivity......................................................................................... 153D.2.3 Symmetry........................................................................................... 154D.2.4 Closure............................................................................................... 154D.3 Eventual Progress.............................................................................................. 155D.3.1 Reflexivity.......................................................................................... 155D.3.2 Transitivity......................................................................................... 155D.3.3 Symmetry........................................................................................... 155D.3.4 Closure............................................................................................... 156D.4 Eventual Output................................................................................................ 156D.4.1 Reflexivity.......................................................................................... 156D.4.2 Transitivity......................................................................................... 156D.4.3 Symmetry........................................................................................... 157D.4.4 Closure............................................................................................... 157D.5 Faithfulness....................................................................................................... 158D.5.1 Reflexivity.......................................................................................... 158D.5.2 Transitivity......................................................................................... 158D.5.3 Symmetry........................................................................................... 158D.5.4 Closure............................................................................................... 158D.6 Provenance........................................................................................................ 159D.6.1 Reflexivity.......................................................................................... 159D.6.2 Transitivity......................................................................................... 159D.6.3 Symmetry........................................................................................... 159D.6.4 Closure............................................................................................... 159 xviLIST OF APPENDICIESD.7 Utility................................................................................................................ 159D.7.1 Reflexivity.......................................................................................... 159D.7.2 Transitivity......................................................................................... 159D.7.3 Symmetry........................................................................................... 159D.7.4 Closure............................................................................................... 159Appendix E: Compatibility of Basic Properties....................................... 160E.1 Pessimistic Confidentiality and Integrity.......................................................... 160E.2 Environment Optimistic Integrity and Pessimistic Integrity............................. 161E.3 Component Optimistic Confidentiality and Environment Optimistic Confidentiality................................................................................................... 161E.4 Component Optimistic Confidentiality and Strongly Optimistic Integrity....... 162E.5 Authenticity and Component Optimistic Integrity............................................ 162E.6 Accessibility and Strongly Optimistic Confidentiality...................................... 163E.7 Eventual Progress and Accessibility.................................................................. 163E.8 Environment Optimistic Confidentiality and Faithfulness................................ 164E.9 Faithfulness and Eventual Output...................................................................... 166E.10 Authenticity and Provenance........................................................................... 166E.11 Provenance and Utility.................................................................................... 167Appendix F: Examples and Applications.................................................... 168F.1 Compatibility of Properties................................................................................ 168F.2. Emergent Properties.......................................................................................... 169F.2.1 GNI as an Emergent Property............................................................. 169F.2.2 GNI as a De-Emergent Property......................................................... 172F.3 Progress.............................................................................................................. 173F.3.1 Specification of Components.............................................................. 173F.3.2 Proofs of Basic Progress Properties of Components.......................... 174F.3.3 Composite System Specification........................................................ 176F.3.4 Solution to Dining Philosophers Livelock.......................................... 181F.3.4.1 Proof of Freedom from Livelock................................... 182F.4 Network Composition........................................................................................ 183F.4.1 Composition of Network System........................................................ 183

-1-1. Introduction...He thought he saw an ArgumentThat proved he was the Pope:He looked again, and found it wasA Bar of Mottled Soap.’A fact so dread,’ he faintly said,’Extinguishes all hope!’LEWIS CARROLL: Mad Gardener’s SongSuperstition breeds bad luck.RAYMOND SMULLYAN: 5000 B.C.In many respects, computer security is a very mature area of research. For example, encryptionis used to send data across insecure or hostile networks, and firewalls are used to protect systemsfrom attack by hackers across the Internet. Secure systems are required to protect the sensitiveinformation stored on computers from banking records, to medical information, to military data.Secure composite systems are required so that this information can be used by people across adiverse organisation, such as a bank or a hospital, without risk to the information or the systemitself.There remain several fundamental, unsolved problems within computer security: therequirements for security have not been comprehensively defined, and we are unable to predictwhen security will be maintained by composite systems. This is limiting our ability to createcomplex systems that are provably, or even demonstrably, secure.The behaviour of a component or system is defined as secure (or insecure) based on thedesired security properties of the system. The assessment of computer security includes theverification that the behaviour of a system implies the desired security properties. This may takethe form of an informal argument or demonstration, or a formal, rigorous proof, or a combinationof the two. Experience shows that informal arguments are often flawed or too general to includethe specific, relevant (insecure) details of a system.The verification of security for components and systems should allow us hierarchically tocreate complex secure systems from the interconnection of simpler, secure components without

-2-the need to re-verify the composite system. The secure behaviour of the simpler componentsmust be retained by the component within the composite system. We know that many securebehaviours become insecure on composition [McC87, McC88], yet we cannot always predictwhy or when this will be the case.It is the goal of this work to examine the secure (and insecure) behaviour of componentson composition. We examine properties defining the desired security characteristics and theproperties of these properties (meta-properties). These meta-properties are used to help predictthe properties of a complex, composite system, given the structure of the composite system andthe properties of the system’s components. This in turn will allow us to compose secure systemsin a manner consistent with the goals of the secure behaviour of these systems.This work introduces a set of safety and progress properties of system behaviournecessary for security. These properties are common to all secure systems, regardless of theoverall goal of the system. We formally specify these properties and investigate theircharacteristics. In particular, we examine when (if) they are preserved when systems exhibitingthese properties are composed. We are concerned primarily with physical computer systems. Webelieve, however, that the results of this work can be equally applied to a study of softwaresystems.1.1 Introduction to Systems SecurityPrevious approaches to systems and information security have been tailored to the system andinformation under consideration. Security is defined by the goals of behaviour that a systemmust exhibit, where the exact nature of security is dependant upon the system in question.Military-type approaches are concerned with multi-level security, where users with security-levelclearances may or may not access information based on the security-level clearance of theinformation. Commercial approaches are concerned with unauthorised modification ofinformation. This approach has the added complication that users may have different roles aspart of their job description; the information that may be accessed will often depend on thecurrent role of the user. Safety-critical systems, such as control systems for nuclear powerplants, are concerned with the correctness of these control systems and their ability to withstandpenetration by external (malicious) users. Dependable systems, such as fly-by-wire controls onaircraft, must be shown to be fault-tolerant, that is, to continue to operate correctly in thepresence of unwanted stimuli.All of these different systems have the same basic goal: to ensure that the system, and theinformation it contains, will behave in a manner that is consistent with a set of predefined goals.Even though many of the goals of these diverse systems are common, each has been developedin isolation.

-3-In this work, we do not consider any one type or approach to security. The basic securityproperties introduced in this work apply to all types of security. They represent a set of commonsecurity goals that must be defined and understood before we can go on to examine the complexbehaviours of interconnected systems.1.2 Security PropertiesProperties define the desired behaviour of a system. Security properties have the goal ofspecifying the types of acceptable behaviours of a system. Security properties have beenrepresented as possibilistic properties (where it is possible that something may happen) andprobabilistic properties (where the probability of different events is explicitly considered).Represented formally, security can be represented as a safety property or a progress property.Security therefore encompasses both the safety and progress aspects of system behaviour. Safebehaviour is always acceptable (never unacceptable) to the goals of the system. Progressrequires that actions will eventually occur and that the goals of system behaviour are eventuallyfulfilled. We believe that security depends on safety and progress and cannot be partitioned intoa consideration of one without the other.It is our goal to be able to define theoretically and to quantify those composable safetyand progress properties that can be included in formal specification requirements.1.3 Composition of Systems and PropertiesThe composition of systems is the simple process of interconnecting individual systems, orcomponents. Unfortunately, properties of individual systems are not always retained asproperties of composite systems. The problem statement is clearly articulated in the followingquotation from John McLean:A general ability to build composite high-assurance systems presupposes ageneral theory of system composition. Such a theory provides insight into whycertain properties are preserved or not preserved by certain forms of composition.More importantly, for a large class of properties and a variety of compositionconstructs, it answers questions of the form: "If a system satisfying property X iscomposed with a system satisfying property Y using composition construct Z,what properties will the composite system satisfy?" [McL94]Where McLean refers to the composition of systems, we refer to the composition ofproperties. We contend that systems can always be composed; it is the identification of theproperties that continue to be satisfied that is of interest. In this work we examine securityproperties on composition and propose a solution to the problem as stated by McLean.

-4-1.4 PropositionSecurity must be based on a set of goals, clearly defining what is required of any secure system.These goals are formally represented as properties of the behaviour of the system. Knowledge ofthe properties of these properties (the meta-properties) is required to ensure that the overallsystem will behave as expected, both in isolation and when connected with other components.We define a set of safety and progress properties that are necessary for the securebehaviour of a system. These properties must be considered in conjunction with one another toensure that we have comprehensively defined the security requirements of a system. Therelations of reflexivity, transitivity, and symmetry of properties and the closure of properties oncomposition describe the meta-properties of the safety and progress properties. These meta-properties indicate the characteristics of the properties for different structures of compositesystems.We define and examine the compatibility of properties to ensure that different propertiesdo not have goals that are mutually exclusive when considered with respect to the behaviour of asystem. It will be shown that properties may be incompatible in terms of a set of goals. Suchincompatibility may be conditional on another property.We introduce emergent properties, properties that are not applicable to the behaviour ofindividual components but are relevant to the behaviour of interconnections of these components.It will be shown that many desired security properties will act as emergent properties and thatexisting properties must not act as de-emergent properties.These necessary safety and progress properties, together with the knowledge of theirmeta-properties, compatibility, and emergence, are used to assess and to predict thecomposability of security characteristics of a system. We incorporate these characteristics andcriteria in a composition principle used to prove properties of composite systems.It is the proposition of this work that a complete definition of security requirementsrequires the consideration of both safety and progress aspects of security, together withknowledge of the meta-properties, compatibility and emergent characteristics of properties.1.5 Contributions of This WorkThis dissertation presents an integrated approach to the composite of secure systems. This is anecessary step towards designing and building large, integrated, secure systems.The basic safety and progress properties form the basis of a secure system, from whichwe define security properties that are relevant to that particular system. These basic propertiesclarify the minimum goals required for all systems, regardless of the level or type of securityrequired for the system.

-5-We show that the consideration of the meta-properties offers the possibility of a completedefinition and modelling of the security requirements of a system. The detailed examination ofthe meta-properties of properties simplifies the evaluation of the satisfiability of properties ofcomposite systems. The knowledge of how and when properties are composable, given thecomposite structure in question, allows us to define systems and properties that are consistentwith the required system goals. This cannot be achieved by the independent examination of theindividual aspects of security. The organised treatment of the meta-properties is novel and new.It is necessary to consider the compatibility of properties. This provides us with insightinto when and why properties are not satisfied. This is a critical aspect of security that isrequired so that we do not inadvertently define a secure system with incompatible properties,resulting in an insecure system.It is necessary to consider the emergence of properties when examining the security of acomposite system. Emergent properties must be examined to ensure that these new behavioursdo not violate the overall goals of the system’s behaviour. This is critical to the accurateassessment of the composite system’s security. The systematic approach to the evaluation ofemergent properties introduced in this work allows us to accomplish this goal.We introduce a Composition Principle that encompasses these aspects of security. Usingthis principle, we are able to assess the security of a composite system, given the security of thesystem components. One of the major differences between this principle and previousapproaches is the comprehensive consideration of the different aspects of security. Thisapproach is more general than previous approaches and can be applied to the different types ofsecurity requirements and properties.1.6 Structure of this DocumentChapter 2 provides a brief review of the development of the composition problem for systemsand security properties. We also introduce some of the different approaches to safety andprogress. This is a very brief introduction to some of the many issues of computer security.Chapter 3 is a brief introduction and summary of the language and temporal logic used asthe basis of the model of the system and its behaviour.We introduce in Chapter 4 the notation used for the specification of component systemsand composite systems based on the temporal language. In this chapter we also define thecomposition constructs that we will consider. This notation will be used throughout thisdissertation to describe systems and sequences and the composition of systems.In Chapter 5 we define and specify properties and meta-properties of properties. Weintroduce a means to determine if a property is satisfied by the behaviour of a component orsystem. The completeness of the set of properties and their fulfilment of overall security goals isalso discussed.

-6-Chapter 6 addresses those properties classified as safety properties. We introduce anddefine a set of basic safety properties. These properties describe the safety goals common to allsecure systems. These properties are shown to be dependent on the environment in which asystem exists. This is reflected in their meta-properties, as demonstrated in this chapter. Wediscuss how to identify additional properties that are relevant to a given system (system-specificproperties).Progress properties are discussed in Chapter 7, where the basic progress properties andtheir meta-properties are introduced. These properties are common to all secure systems. Theprocess of identifying and defining system-specific progress properties based on theclassification of the formal structure of progress properties is introduced.Chapter 8 examines the compatibility of properties. Two compatible properties will notinterfere with each other and therefore can be simultaneously enforced for a system. We definehow to assess the compatibility of different properties, including the compatibility of a safetyproperty and a progress property.Chapter 9 addresses the emergence of properties on the interconnection of systems. Theinterconnection of components results in a system with behaviours that were not possible for theindividual components. We describe a procedure that will help identify different types ofemergent properties for a composite system.This leads to an examination, in Chapter 10, of the composability of properties given theinterconnection of systems. This includes a brief discussion of the threats to the basic safety andprogress properties of a composite system. Knowledge of composability of properties will allowus to simplify the assessment of the safety and progress properties of a composite system. Wealso introduce a composition principle to guide us in the assessment of the properties of acomposite system.In Chapter 11 we apply the findings of this work to several different systems withdifferent security requirements. These examples illustrate the value of this work in theconsideration of security and the composition of security. We show that this approach illustratesthe sources of many of the problems experienced on composition. This approach thereforeallows us to define and compose composite secure systems.Chapter 12 concludes this dissertation. We examine this work in relation to real-worldapplications of formal models and methods and we suggest further work that it may be useful toundertake.

-7-2. Previous WorkBut if I don’t get from underpretty damned soon,there’ll be a disaster in the rearARISTOPHANES: The Frogs(tr. Dudley Fitts)In this chapter we briefly review and highlight the development and issues of the security-on-composition problem. We motivate this problem by considering the formal criteria for securesystem evaluation as given by various government agencies. We review the development ofsecurity properties and the types of security that can be represented. The problem of assessingsecurity on composition is discussed for several types of security. We also introduce the notionof progress, an aspect of behaviour that we believe is integral to security. The work of thisdissertation is based on these various aspects of security and the need to include them in anyassessment of the security of systems and composite systems.2.1 Formal CriteriaThe formal criteria, or national computer security policies, are the standards by which security ofa system is established and verified. None of the three formal criteria released by the U.S.government, the European Community or the Canadian government deal with composability.The formal criteria of the United States Government are included in the Rainbow bookscomprising the Trusted Computer System Evaluation Criteria. The Orange Book defines theTrusted Computer System Evaluation Criteria [TCSEC]. While the Orange Book establishesguidelines and measures for the level of security confidence, it does not address the question of

-8-composability of systems of known confidence levels nor does it address progress. Everysystem, regardless of its components, must be evaluated in its entirety to determine its security.The Trusted Network Interpretation of the Trusted Computer System Evaluation Criteria[TNI] (the Red Book), published in July 1987, does deal with the interconnection of networksystems. Appendix A of the Red Book "presents a technical basis for assigning a rating to a(sub)system which is composed of more than one component. The rating assigned indicates aminimum level of security as provided by the rated (sub)system as a whole" [TNI]. It does notdeal with observations of McCullough that security can be lost on composition, which wouldviolate the security of the composite system, even if created following the composition rules ofthe TNI.The IT Security Criteria: Criteria for the Evaluation of Trustworthiness of InformationTechnology (IT) Systems, known informally as the ITSEC or the Green Book, was produced in1989 by the German Information Security Agency [ITSEC]. It is implicit in this report thatevery system must be evaluated, regardless of the security evaluation of its components.The Canadian Trusted Computer Product Evaluation Criteria [CTCPEC], released inJanuary 1993, does not deal with composability. This is because there is no method yet availablefor the evaluation.Efforts have begun to work out methods of evaluation based on composableproducts. As research continues, composable evaluation of properly definedcomposable products will enter the mainstream from the research arena.Composable products and evaluation would allow Vendors to modify existingtrusted products and retain or improve their ratings without having the entireproduct re-evaluated [CTCPEC].There is an urgent need for a comprehensive theory of composability of systems that can be usedin the evaluation of secure systems.2.2 General System TheorySystems theory and composition are well established and long studied problems that apply acrossall disciplines of science. In his 1968 book, General System Theory, Ludwig von Bertalanffy[Bert68] discusses the idea of composition of systems and the interactions of these systems asindividual systems and as part of the whole system:You will always find that the behavior of an element is different within the systemfrom what it is in isolation. You cannot sum up the behavior of the whole fromthe isolated parts, and have to take into account the relations between the varioussubordinated systems and the systems which are super-ordinated to them in orderto understand the behavior of the parts. The hierarchical nature is characteristic ofmany systems and is of fundamental importance. [Bert68]Thus the approaches to the composition of secure systems may very well also be applied to thecomposition of different types of systems, with requirements other than security.

-9-2.3 SecuritySecurity properties are formal representations of the security-relevant goals of a system’sbehaviour. These goals are often specific to the type of system under consideration, such asdependable, fault-tolerant or information security. When defined formally, properties can beclassed as safety and progress [MaPn92]. We consider security as represented by these twoclasses of properties.Previous analyses of security properties have focused on the so-called "CIA" policies, thesafety properties of Confidentiality [BLP75] and Integrity [Biba77, ClWi77] and the progressproperty of Availability [YuGl88, BaKu91]. These properties are usually addressed in isolation.It has been suggested that these properties are inadequate and oversimplified [Par91] and thatthese properties cannot be discussed separately [HiLe94].2.3.1 Lattice Approaches to SecurityBell and LaPadula [BLP75] introduced a model of security policies for military systems, basedon the MULTICS system. Security was defined to protect the confidentiality of information.Multi-level security as defined by Bell and LaPadula is formalised by the axioms of simplesecurity and the *-property (the star property).Simple security states that a process p may not have read access to object x unless thesecurity class of x dominates that of p. The *-property states that a process may not have readaccess to object x and write access to object y unless the security level of y dominates x.The lattice model approach to security introduced by Denning [Denn76] is an extensionof the Bell and LaPadula model. This approach describes policies and channels of informationflow within a system. The lattice (SC, £) defines a finite set of security classes, SC, and apartially ordered binary relation, £. If A £ B then the security class A is lower than or equal tothe security class B, or, security class B dominates security class A. Information is thereforepermitted to flow between equal classes or from a class to a higher class.Biba [Biba77] defined a simple integrity policy analogous to Bell and LaPadula’s simpleproperty. This property is defined as "A process p may not have write access to object x unlessthe security class of p dominates x." This policy was intended to represent the modification ofinformation, whereas the BLP approach was concerned with the observation of information.2.3.2 Safety and LivenessIn the papers "Defining Liveness" and "Recognizing Safety and Liveness" [AlSc85a, AlSc87b],Alpern and Schneider give an automata-theoretic characterisation of safety and liveness. Giventhis characterisation, they prove that every property can be expressed as a conjunction of safetyand liveness. Safety properties are proven using invariance arguments where liveness propertiesalso require well-foundedness arguments.

-10-Liveness was first introduced in 1977 by Amir Pnueli as the idea of eventuality [Pnu77].At the same time Lamport introduced the classification of safety and liveness properties, whereliveness stipulates that a "good thing" happens during execution [Lam77]. Alpern and Schneiderformalised liveness by defining a partial execution a to be live if and only if there is a sequenceb that extends a such that ab

|=

P ; t h e e x t e n d e d s e q u e n c e ab entails P for some livenessproperty P [AlSc85a].2.3.3 Possibilistic Security PropertiesPossibilistic security is based on the idea that if information of a given security level interfereswith information of a different security level, it should be attributed to more than one possiblecause. In the terminology of non-interference, "what one group of users does using a certainability has no effect on what some other group of users sees" [GoMe82].This has been applied to multi-level security, especially within the context of military-type applications. The properties of generalised non-interference [McC87], restrictiveness[McC88], non-inference [OHal90], non-deducibility on strategies [WiJo90], and forward-correctability [JoTh88] are possibilistic properties.2.3.4 Additional Security PropertiesParker has introduced and defined a set of security properties aimed at strengthening security bycontaining and minimising the weak points of security [Par91]. These properties are defined asconfidentiality, authenticity, integrity, utility, and availability.Although defining security policies for one attribute to be preserved may beuseful for theoretical purposes, in practice system security must be seamless in allaspects because adversaries are likely to switch from one goal to another. [Par91]Parker also highlights the need to consider all of these properties for a system, not just individualproperties that appear to be the "most" applicable to a given system.2.4 Composability2.4.1 Hook-up SecurityIn his 1987 paper, "Specifications for Multi-Level Security and a Hook-Up Property", DarrylMcCullough [McC87] made the somewhat startling observation that two systems, defined to besecure, were not necessarily secure when composed. McCullough introduced the idea of hook-up security as a solution to this problem. Hook-up security is defined by the following closureproperty:Hook-up secure systems are deducibility-secure, and, when hooked up with otherhook-up secure systems, the result is a hook-up secure system.

-11-The idea of deducibility is simply that a low-level user, who can view all low-level inputs andoutputs, can not deduce anything about any high-level inputs. This uses a trace-basedrepresentation of a system. Deducibility can not handle non-deterministic systems1.McCullough states that while deducibility is necessary for hook-up security it is notsufficient. He therefore turns next to non-interference [GoMe82, GoMe84]. Non-interferencerequires that no high-level inputs can effect low-level input or output events. Unfortunately, thehook-up of non-interference secure systems is not always a non-interference secure system.This definition of non-interference is modified by McCullough to give "Generalised Non-Interference" (GNI). This modified definition is used in the following theorem:If a system is hook-up secure, then it is deducibility secure, and it has the[generalised] non-interference property. If systems A and B are both hook-upsecure, then any composite system formed by identifying outputs of A with inputsof B with the same security level, and vice-versa, is hook-up secure. [McC88]Generalised non-interference is able to handle non-determinism but is not composable withfeedback.2.4.2 Composing SpecificationsIn the 1990 technical report "Composing Specifications," Martin Abadi and Leslie Lamportdefined a modular specification method for composition. Abadi and Lamport state that "thefundamental problem of composing specifications is to prove that a composite system satisfies itsspecification if all its components satisfy their specifications" [AbLa90].An interesting result of this work is the notion that an environment assumption is a safetyproperty whereas properties "guaranteed by the system and its components need not be safetyproperties: they can include liveness properties" [AbLa90]. This approach requires that we attempt to control the system’s behaviour and thencompose systems. The environment is external to the system and can not be controlled. Thus anenvironment specification is an assumption about its behaviour. The behaviour of a componentis represented by an infinite sequence of states and "agents" that cause the changes of states.Abadi and Lamport view a specification as a set of behaviours, where the most generalspecification is a program. The Composition Principle put forward in this work applies tospecifications of the form E � M, where E is a safety property and M is a machine property.This form asserts that a system will guarantee a property M as long as the environment satisfiesthe safety property E.Given a composite system P composed of components P˚i, where the composite systemsatisfies the environment properties E and the machine properties M, and the components satisfy

1Formal language theory uses mathematical structures called nondeterministic automata. In contrast,researchers in formal security models have tended to use the term "nondeterministic" to refer to machines whoseoperation contains come elements of randomness. "Probabilistic" would be a better name. [LBTS92]

-12-the environment properties E˚i and the machine properties M˚i, the Composition Principle isgiven as:1. P guarantees M if each component P˚i guarantees M˚i2. E˚i of each Pi̊ is satisfied if the environment of P satisfies E and every P˚jsatisfies M˚j (where P˚i „ P˚j )3. Every P˚i guarantees M˚i under E˚iUsing proof rules, Abadi and Lamport prove that components that behave correctly do soonly when their environments also behave correctly. When two components are connected, onecomponent and its environment become part of the other component’s environment (and viceversa). Thus compositions of components that behave correctly must behave correctly withrespect to the other components and their environments.2.4.3 Composition of Possibilistic PropertiesIn "A General Theory of Composition for Trace Sets Closed Under Selective InterleavingFunctions", John McLean [McL94] examined the composition of possibilistic propertiesrepresented as trace sets. Possibilistic properties do not fall within the Alpern and Schneidercategorisation of properties and therefore cannot be handled by the Abadi-Lamport CompositionPrinciple. This is because these properties are properties of sets of trace sets (trace sets) and nottrace sets (individual traces). That is, we cannot determine if a given trace obeys a possibilisticproperty because we must consider that trace in the context of other possible traces. Refinement,a key step used in applying the Composition Principle, does not preserve possibilistic properties.McLean defines a Selective Interleaving Function, used to define traces that obeydifferent possibilistic properties. This function is defined such that given two input traces, t1 andt2, it will produce a third trace, f(t1,t2) fi t, such that t is a desired possibilistic property.Different interleaving functions can be used to generate traces satisfying different possibilisticproperties.2.4.4 An Environment-Based ApproachThe Master’s dissertation "An Environment-Based Approach to the Composition of SafeSystems" [Hin93] introduced a set of comprehensive safety properties, referred to asconfidentiality, availability, authenticity, faithfulness, utility, and provenance. Levels ofoptimism of the confidentiality property are introduced and motivated by the need to account forthe different levels of trust in the environment and components within the system.The r�le of the environment was included in the definition of the components and of thesafety properties. Each component exists within a given environment. The users of a componentare part of the environment, as are all events that act on components. Thus during composition, acomponent’s environment must also be considered as it will have an effect on other components

-13-in the composition. This approach does not suffer from the same downfall as many previousapproaches where the "success" of the safety is limited to a few predetermined environments.2.5 ProgressProgress properties differ from safety properties in that the formal definition of a progressproperty will contain the unary temporal operator “, "eventually"; safety properties do notcontain “. The formula “A is true if there is some time in the future (possibly including thepresent) where A is true. Progress properties are concerned with the eventuality of an action,indicating the progression of its execution.The difference between liveness and progress has not been clearly articulated in previouswork. Liveness properties may be expressed as progress properties; not all progress propertiescan be expressed as liveness properties [MaPn92]. Initially, liveness properties dealt only withprogram termination. Liveness was soon extended to include such characteristics as "request forservice will eventually be answered", "message will eventually reach its destination" [OwLa82],"total correctness", "intermittent assertions", "accessibility", and "liveness" [MaPn81].At some point, the notion of freedom from livelock became synonymous with liveness.Indeed, Manna and Pnueli initially refer to eventuality properties, with "liveness" (freedom fromlivelock) defined as one of these properties [MaPn81]. Later work on liveness, in particular byManna and Pnueli [MaPn92], has replaced the idea of liveness with the notion of progress,defined formally be the formal structure of the property.2.5.1 The Temporal Logic of Programs"The Temporal Logic of Programs" [Pnu77], is recognised as the first important paper to applytemporal logic to computing. In this paper, Pnueli argues in favour of the expressiveness oftemporal logics when dealing with the specification and verification of concurrent programs.Pnueli motivates this using the idea of eventuality, which "in its full generality [this] denotes adependence in time in the behavior of the program" [Pnu77], and correctness of programs.In Pnueli’s work an execution is a sequence of states related by a transition relationbetween states. This system description is applied to sequential and concurrent programs byPnueli. Pnueli adapts the temporal logic

K b

(the modal logic S4) for temporal reasoning aboutconcurrent programs. "This system seems much more satisfying and able to model the moreintricate reasoning involved in proving temporal correctness of concurrent programs" [Pnu77].Since Pnueli’s work was published, there have been many papers published applyingtemporal logics to program specification and verification, including [Aba87], [Aba88],[AlSc85a], [Kro87], and [MaPn81].2.5.2 Classes of Progress Properties

-14-Manna and Pnueli have defined classes of progress properties, based on the structure of thecorresponding formulae [MaPn92]. The classes of progress properties are defined as guarantee,obligation, response, persistence, and reactivity. This division is made according to the structureof the formulae, and is given in Table 2.1. Each class defines a different structure of formulae,with some of the classes being proper subsets of the other classes.Guarantee Formulae: “pGuarantee formulae ensure that something will eventually happen at least once. Guaranteeproperties are closed under union (disjunction) and intersection (conjunction); the conjunction ordisjunction of two guarantee formulae is a guarantee formula. Guarantee formulae are the dualof safety formulae: all guarantee formulae can be converted to safety formulae with the identity

o

p = �“�p . A guarantee (safety) may not be the dual of any well-known safety (guarantee)formulae.Class ofClosureunder

PropertyUnionIntersectionClass SchemaRemarks

GuaranteeYesYes“pDual of safety

ObligationYesNo

o p � “qStrictly includes classes ofsafety and

GeneralObligationYesYes

∧=in1

(

o

p� “q)guarantee

ResponseYesYes

o

“p

o

(p fi “q)Strictly includes class ofobligation

PersistenceYesYes“

o

p

o

(p fi “

o

q)Dual of response

ReactivityYesNo

o

“p � “

o

qStrictly includes classesof response

GeneralReactivityYesYes ( o

“p � “

o

q)and persistence

Table 2.1: Classification of Progress Properties According to Formulae StructureObligation Formulae: (

o

p � “q) or (“r fi “q)Obligation formulae ensure that if something eventually happens, then some (related) event mustalso eventually happen. Obligation formulae do not make any statements about the relativetemporal ordering of these two events. Obligation formulae are closed under disjunction. Theconjunction of two obligation formulae does not give an obligation formula, but instead gives astronger formula that includes the original obligation formulae. Manna and Pnueli therefore

-15-define general obligation formulae as follows:

∧=in1

(

o

p � “q). This definition of generalobligation is closed under conjunction.The class of obligation formulae strictly includes the classes of safety and guaranteeformulae. If we have defined all possible obligation formulae for a system, we also have definedall possible safety and guarantee formulae.Response Formulae: (

o

“p ) or

o

(p fi “q)Response formulae are used to specify that some event always occurs sometime after anotherevent. Thus if a certain response is always required for a given event, this can be specified witha response formula. Response formulae are closed under union and intersection.T h e c l a s s o f r e s p o n s e f o r m u l a e s t r i c t l y i n c l u d e s t h e c l a s s e s o f s a f e t y a n d g u a r a n t e e f o r m u l a e a n d t h e r e f o r e a l s o s t r i c t l y i n c l u d e s t h e c l a s s o f o b l i g a t i o n f o r m u l a e . T h e r e a r e response formulae that can not be derived by any Boolean connection of obligation formulae,however, for example,

o

“p.Persistence Formulae: (“

o

p) or

o

(p fi “

o

q)Persistence formulae usually describe the eventual stabilisation of a state. They allow forarbitrary delay before this state is reached, but require that this state be constantly maintainedonce reached. Persistence formulae are closed under union and intersection. The class ofpersistence formulae is the dual of the class of response formulae. All closure and inclusionproperties of one class can be derived from the properties of the other class.Reactivity Formulae: (

o

“p � “

o

q)or(

o

“r fi

o

“p)Reactivity formulae are used to abstract a situation in which we wish to commit a system toeventually respond to sufficiently many stimuli, but not specify a bound on how many stimulimay happen before we have an eventual response. Reactivity formulae are closed under union(disjunction) but not under intersection (conjunction) or complementation. As with obligation,Manna and Pnueli define a general reactivity formula,

∧=in1

(

o

“p � “

o

q).T h e c l a s s o f r e a c t i v i t y f o r m u l a e i n c l u d e s t h e c l a s s e s o f r e s p o n s e a n d p e r s i s t e n c e formulae. Each reactivity formula can be obtained by a Boolean connection of persistence andresponse formulae.

-16-3. Temporal LogicTake heart, I said to myself:don’t think of Wisdom now;ask the help of Science.UMBERTO ECO: Foucault’s PendulumIn this chapter we provide a brief summary of temporal logic. The use of a formal languagerequires that we use a rigorous and structured approach for the specification of systems andproperties. This will in turn help us to avoid errors that arise from the use of natural languages(such as English) to describe systems and properties.We begin by introducing and defining the syntax and semantics of temporal logic,including the temporal operators

o

, "always", and “, "eventually." We define how to evaluatethe formulae of this logic. These formulae will be used to describe the desired properties andactual behaviours of a system. We use this approach to prove formally that a system’sbehaviours (represented formally) satisfies the (formal) properties.We also introduce the notion of a filtration on the language. Filtrations are used torestrict the language to subsets of the possible formulae of the original language. We will usefiltrations to allow us to evaluate subsystems of the original system (or submodels of the modelof the language).3.1 Syntax of the LanguageThe language of temporal logic is defined using Backus-Naur form (BNF), where p is a typicalmember of a numerable set of (atomic) formulae F. Fma{F} is the set of all formula generatedfrom F. The syntax of the logic is given as:Atomic formulae:p ˛ F

-17-Formulae:A ˛ Fma{F}A ::= p | ^ | A1 � A2 |

o

A | OA | A1UA2 | $u �A | "u � AThe symbols ^ (false) and � (implication) are the classical logic connectives from which theremaining standard logic connectives, � (and), � (or), � (not), and � (if and only if) are derived.The symbols

o

(always in the future), and, O (next time in the future) are unary temporalconnectives. U (until) is a binary temporal connective. The unary temporal operator “(eventually in the future) is defined on

o

by the tautology “A = �

o

�A (or �“�A =

o

A).The symbols $ (existence) and " (universality) are quantifiers.Temporal operators may deal with the past, the future, or all time. Thus the modality

o

may refer to always in the past, always in the future, or always over all time. We will use thenon-strict future interpretation of always, always in the future, including the present. Thus wewill also use the non-strict future interpretation of eventually, eventually in the future, includingthe present.3.1.1 FormulaeEvery proposition p ˛ F is an atomic formula. A Boolean formula, A, is defined as follows:A ::= p | ^ | A1 � A2A quantified formula is a Boolean formula quantified over a free or rigid variable of theformulae:A ::= $u � A | "u � AA state formula includes all Boolean formulae and the quantified formulae so that:A ::= p | ^ | A1 � A2|$u �A | "u � AA state formula is one that can be evaluated for a given position in a sequence (generated by themodel). It expresses properties of the state of the sequence at a given instance.These types of formulae, atomic, Boolean, quantified, and state are sometimes referred toas static˚formulae as they do not embody the notion of time. Temporal formulae are booleanformulae with temporal operatorsA ::= p | ^ | A1 � A2 |

o

A | OA | A1UA23.2 Semantics of the LanguageThe semantics of the language are defined by a model of the language. A model is a triple M =(S, s, V), where S, s and V are defined as follows:

-18-S is a numerable set of boolean formulae,S ˛ Fma{F}, S ::= p | ^ | S1 � S2s is a surjective function, N fi S, enumerating S as a sequence over the natural numbersN:s0, s1, ... , sn, ...V is a valuation on all formulae, V : Fma{F} fi {true, false} for a fixed s ˛ S such thatVs(p ) = �˚true˚˚˚if˚s˚˛V̊(p˚)˚false˚˚˚otherwiseInformally, V(p) is the valuation of the set of points s at which the proposition p is true.Given a model, M = (S, s, V), and a Boolean formula, A, the relation "A is true at the j-th state sj in M", written (s,j)

|=

A or s j A, is defined inductively on the formation of A ˛Fma{F} as follows:s

|=

j p iffsj ˛ V(p )s

j ^s j A1 � A2 iffs j A1 implies s

|=

j A2Temporal formulae are defined inductively based on Boolean formulae as follows:s j OA iffs

j+1As j

o

A ifffor all k‡j, s

|=

kAs j A1U A2ifffor some k‡j, s

kA2 andfor every i such that j £ i £ k, s

i A1First-order (quantified) formulae are satisfied by a U-valuation on V as follows, where the U-valuation is a function assigning to each variable u a value V(u) in X:s

|=

j $u � A iff$x : X � s

|=

j A[V(u/x)]s j "u � A iff"x : X � s

|=

j A[V(u/x)]A model is contained within the frame F = (S, s). A model can be thought of as aparticular instantiation of a frame given a particular valuation, V. Thus the application ofdifferent valuations to a given frame will result in different models of the frame.3.2.1 Satisfiability and ValiditySatisfiability and validity of formulae indicate where and when they are true˚within the model.A formula A holds, or is true, at a given position in a sequence if and only if:s

j AThis formula is in turn satisfied by the model if and only if it holds for all points in the sequence:"j : N � s

|=

j AThe same formula is valid in a frame, F

A, if and only if it is satisfied by all models within theframe F = (S,s):" V : F � "j : N � s j A

-19-If the formula A is valid then it will be true no matter how we interpret the propositions of thelanguage.3.3 A Proof SystemIt is impossible to list all possible valid temporal formulae. Instead, deductive systems are usedto provide a means of identifying the valid statements of a logic. A deductive system consists ofthe axioms (formulae that are always true) and a set of rules, defining how to derive new, validformulae from existing valid formulae. A deductive system is therefore used to determine ifformulae hold at a given instance, are satisfied by a model, or valid on a frame.The main rules of inference and a brief discussion of the proof system used in this work isincluded in Appendix A.3.4 FiltrationsFiltering is the process of collapsing a model using equivalence relations. In this work we usefiltrations to produce submodels that represent subsequences within the system by filtering outunwanted events from consideration. This is based on the definitions given by Goldblatt[Gold92]. We will filter the set of atomic events F and thereby reduce the possible stateformulae that may be derived from F.A filtration set G of the set of formulae A is defined relative to the subformulae Sf(A). Inaddition to the subformulae of A, the filtration set must not filter out formulae necessary tomaintain the closure properties of the filtration submodel. Given p˚˛˚F, A˚˛˚Fma{F} andG˚˝˚F, if p˚˛˚G then A˚˛˚Fma{G}, where A˚::=˚p˚|˚^˚|˚A1˚�˚A2.Definition: Filtration Set G 2The filtration set G is finite and has the following closure properties:A ˛ G;G is closed under subformulae;The filtration set, G, is therefore given as: G = Sf(A)

2This definition is based on the definition given by Goldblatt (p. 92). We do not include the additionalclosure requirements for modalities specified by Goldblatt because the filtration set is defined on the subformulae ofmodality and quantifier-free formulae. The formulae of A do not contain temporal operators (modalities) and do notcontain quantifiers. The closure of the filtration set therefore follows.

-20-The filtration theorem tells us that a formula B will belong to the sequence s over the filteredmodel if and only if it belongs to the filtration set G. Thus we will consider only eventsbelonging to the filtration set in the filtration model and associated sequences. Closure of thefiltered set G ensures that the subformulae of the formulae of A are also satisfied by the filtrationmodel.Filtration Theorem (Theorem 9.13 of Goldblatt, [Gold92])Let MG = (SG,s, VG).IfB ˛ G then for any j ˛ N and s ˛

σ j

,B ˛ s iff MG

|= j

B3.5 Evaluation of Filtered SequencesIn this work we will often need to examine the subsequences of a system (model). The generalsequence is given as s, as evaluated by the formal model. A subsequence between a givensource (S) and destination (D) is given as (S;D).Given the arbitrary source, S, and arbitrary destination, D, the relation "A is true at the j-th state sj in MG where G=F(S(out),D(in))", written s(S;D)

|=

jA, is defined inductively on theformation of A ˛Fma{F(S(out),D(in))} (this notation on F is defined in detail in Chapter 4) asfollows:s(S;D) j p�sj ˛ V(p), s ˛ V(p) and s ˛F(S(out);D(in))s(S;D)

|=

j A1 � A2 �s j A1 implies s j A2where A1, A2 ˛ F(S(out);D(in))and so on.The evaluation of quantified formulae deserves special attention:s(S;D)

j $u : U � A �$u : U � s(S;D)

|=

j Awhere $u : U � s(S;D) j A(u)s(S;D) j "u : U � A �"u : U � s(S;D) j Awhere "u : U � s(S;D)

|=

j A(u)Filtrations and subsequences will be discussed in more detail in Chapter 4.3.6 Choice of LanguageWe have chosen to use the language of Goldblatt’s future-time temporal logic of concurrencyover other logics, such as Manna and Pnueli’s past and future-time temporal logic [MaPn92],Abadi and Lamport’s temporal logic of refinement [AbLa90], or such well-established logics asKb, as originally used by Pnueli [Pnu77]. The temporal logic is used as the basis for thedefinitions of security presented in this dissertation. This formal approach is used to ensure that

-21-we avoid the ambiguities and nuances of natural language, encountered with informal (English)descriptions of security and security properties.The temporal language used by Manna and Pnueli includes the language of the temporallogic of concurrency, as well as additional past-time temporal operators. We have chosen to usethe simpler future-only temporal language presented by Goldblatt [Gold92]. The future axiomsgiven by Manna and Pnueli are also axioms of Goldblatt’s language. The interested reader isreferred to Manna and Pnueli for a complete listing of axioms of the temporal language.Lamport’s temporal logic of actions is "adequate for describing and proving simple safetyand liveness properties of a single [concurrent] program." [Lam90]. We chose not to use thislogic for several reasons, the strongest being that it is designed to consider safety and livenessaccording to the Alpern and Schneider classification, whereas we consider safety and progress,where not all progress properties can be expressed as liveness properties. Also, as Lamportpoints out in this paper, "there are useful properties that [the logic] cannot express, it does notsupport proofs that one program implements another, and it does not permit a simplecompositional semantics of programs." [Lam90].The logic S4 used by Pnueli is defined by the schemata K, T (reflexivity) and 4(transitivity). It does not include the temporal operator O, or U, nor the schemata associatedwith these operators. We believe that the inclusion of the next-time operator and the untiloperator will be useful during the specification and verification of temporal security properties ofa system.

-22-4. System Specification’Gentlemen, please, behave yourselves.You can’t fight in here ...This is the war room!’TERRY SOUTHERN, STANLEY KUBRICK: Dr. StrangeloveIn this chapter we introduce an event and trace-based notation used to describe systems andsystem behaviour. Using this notation we describe components, systems of components, theenvironment of components and systems, and their behaviours. The notation used is based onthat introduced by McLean [McLe94] and incorporates the temporal language introduced in theprevious chapter.A system is represented by a model in the temporal language. The possible sequences ofthe model correspond to sequences of events received at and produced by a system. Thesesequences may consist of multiple sequences within the system. We use the filtrationsintroduced in the previous chapter to filter out unwanted sequences to examine a particularsubsequence.This notation is used to represent formally the behaviour of components andinterconnections of components. We define the relationship of inputs and outputs for a givencomponent, and the behaviour axiom that incorporates the state of the component and theeventuality of output events given input events. These behaviour axioms define the predictablebehaviour of the component and systems.We discuss the interconnection of systems into larger systems and introduce threecomposite structures from which most composite systems can be derived. This approach, basedon temporal models of the system and sequences within the system, allows us to easily representthe temporal, causal and simultaneity relationships between sequences of events within a system.

-23-4.1 Specification of EventsAn event is a model-relevant action. We are dealing with safety and progress issues, andtherefore the model relevant actions will be security relevant actions. The granularity of an eventis defined by the modeller. The set of events is the set of all model relevant actions that act on orare produced by a system. The set of all events describes the domain in which a system exists; itdefines all possible security relevant actions for the system under consideration. Formally, events are treated as propositions, meaning that they are true or false. If anevent occurs, then the corresponding proposition is true. If an event does not occur then thecorresponding proposition will be false. These types of propositions are sometimes referred to as(propositional) fluents [McHa69] because their truth value is fluent, changing over time.Events have many different characteristics based on their effect on a system. An eventwill be either relevant (i.e., it will act as a stimulus) or irrelevant (i.e., it has no direct or indirecteffect). Relevant events may be broken down into the classes of input or output, acceptable orunacceptable, and, either observation exclusive modification. These classes are defined as:Irrelevant: Will not have any direct or indirect effectRelevant: May act as a stimulusUnknown: An event that is not previously known or defined. We must assume that all suchevents are unacceptable.Known:Input: May be received by a systemOutput: May be produced by a systemAcceptable: Will never cause a bad thing to happenUnacceptable: May cause a bad thing to happenObservation: Has the effect of allowing observation of informationModification: Has the effect of allowing modification of informationThe classes of these events are defined as subsets on the set of events for the system.They can be thought of as filtrations on the set of events. Thus, F(obs) filters out all events thatare not observation events. The classes are represented as follows:¥Input or Output:F(in), F(out)¥Acceptable or Unacceptable:F(A), F(U)¥Observe or Modify: F(obs), F(mod)Because of the predictable nature of systems, we can define the relationship betweeninput and output events at a system. A given event may act as both an input and an output at thesame system. The same event may act as an output at one system and an input to another.A given event can be classed as one and only one of acceptable or unacceptable at asystem. The same event may be acceptable at one system and unacceptable at another system.

-24-We define all output events produced by a component in response to an acceptable event to beacceptable events. A component cannot produce an event that is unacceptable to that componentas an output in response to an acceptable input.An unacceptable event may be rendered harmless˚at a component. Once renderedharmless, an event will remain harmless. Thus the set of harmless events may be considered tobe a subset of the set of acceptable events.For the purposes of this work, we will assume that all events can be uniquely classified aseither observation or modification events3. All events in the system can be classified as one andonly one of a request to observe information or a request to modify information. Theclassification of observation events or modification events is independent of the previouslydiscussed classifications of events. This classification of events is constant across systems and isnot mutable. The sets of events generated by the filtrations F(obs) and F(mod) are distinct, thatis, F(obs)

∩

F(mod) = ˘.There may be events that are both observation and modification events, such as spin-locks. We do not explicitly address this category of events. We do postulate that such eventswill have unique characteristics and that these can be handled by the use of a third, mutuallyexclusive category, both, defined as F(obs)

∩

F(mod)

∩

F(both)=˘.The set of events with multiple, common characteristics is defined by the intersection ofthe individual subsets. Instead of using the long-hand notation ofF(characteristic 1)

∩

F(characteristic 2)

∩

...we will writeF(characteristic 1, characteristic 2, ... ) .The subset of events relevant to component i˚are given as the subset F(i). For characteristics thatare specific to a given component i, we write

Φ

(i)

∩

F(characteristic 1)

∩

F(characteristic 2)which is in turn represented asF( i(characteristic 1, characteristic 2) ) .This notation is used to indicate that the characteristics 1 and 2 are characteristics of componenti, even though they may not be characteristics of the other components within a system. The representation of a component-level characteristic for all components in a system isgiven as F(N(characteristic)) where there are N+1 components in the system. For example, theset of acceptable events common to all components in a N+1-component system is representedas F(N(A)), where n=N, and F(N(A)) = F(0(A))

∩

F(1(A))

∩

...

∩

F(n(A)) .There is one event that belongs to all categories of relevant events described above. Thisis the null event. This event has no effect on the system. This event is used as a modellingabstraction to represent the lack of an event. The null event has the following characteristics:

3With the exception of the null event. This will be discussed in detail later in this section.

-25-null ˛ F"i ˛ N � null ˛ F(i)null ˛ F(input)null ˛ F(output)null ˛ F(A)null ˛ F(U)null ˛ F(obs)null ˛ F(mod)This has the effect of changing the definition of F(obs)

∩

F(mod) given earlier.Because the null event has no effect, it does not violate the spirit of the previous definition thatrequires the sets of observation and modification events to be distinct. Nevertheless, we must re-define F(obs)

∩

F(mod) and F(obs)

∩

F(mod)

∩

F(both) as follows:F(obs)

∩

F(mod) = nullF(obs)

∩

F(mod)

∩

F(both) = null4.2 Specification of SequencesA sequence (trace) is an ordered collection of state formulae representing the input and outputevents to a component (system) over time. In security applications a trace is often meant to be avalid sequence (i.e., safe or live). We will use the term sequence instead of trace as it reinforcesthe use of the formal model introduced in the previous chapter.For a simple, stand-alone component (one that sends and receives events from theenvironment only), the sequence s has the form:s = Æ Æ in0, out0æ, Æin1 , out1 æ, ... æwhere inx and outx represent the inputs and outputs to the component at time x. For a systemwithN components, where n=N the sequences have the form:s = Æ Æin00, out00 , in10 , out10 , ... , inn-10 , outn-10 æ,Æin01, out01 , in11 , out11 , ... , inn-11 , outn-11 æ, ... æwhere inix and outix represent the inputs and outputs respectively, to component i at timex. If we wish to consider a given instance sx within a sequence, we use the notation "

|=

x","entails at x", wheres

x A � sx=Aand A = (in0x � out0x � in1x � out1x � ... � in-1x � outn-1x ) and is defined inductively on F.There are several instances where we may require more detailed information, that is,more "specialised" subsequences of s. The trace of inputs or outputs of a given sequence isrepresented as:s(in) = Æ Æin00, in10 , ... , inn-10 æ, Æin01, in11 , ... , inn-11 æ, ... æs(out) = Æ Æout00, out10 , ... , outn-10 æ, Æout01, out11 , ... , outn-11 æ, ... æ .

-26-We may wish to examine the output subsequence sent by component i to a particulardestination. The source and destination of sequences are represented using the notation (S;D),where the source or destination may be the environment or a component, or some combination ofthe two. A sequence between components i and j, where the outputs of i are sent as input to j, isdescribed as follows:s(i; j) = Æ Æinj0 = outi0 æ, Æinj1˚= outi1 æ, ... æIf there are multiple input or output channels at a component, then inix and outix represent allinputs or outputs occurring on all input or output channels (respectively) at component i at timex. For a component with m distinct channels, where there are l input channels, 0, 1, ..., l-1 andm-l-1 output channels, l, l+1, ..., m-1, then s[channel]:s[k] = Æ Æ in0[k] æ, Æ in1[k], ... æiff k< ls[k] = Æ Æ out0[k] æ, Æ out1[k], ... æiff k‡ lwheres(in) = s[0] � s[1] � ... � s[l-1]s(out) = s[l] � s[l+1] � ... �s[m-1] .We need to separate the channels from the (S;D) subsequences of the system for severalreasons. It is possible that a component will have more than one channel to or from anothercomponent in the system, such as in multi-level security systems. It is also possible that achannel will be sent to several destinations, such as in broadcast systems.The sequence of inputs from all sources or outputs to all destinations at a component i isgiven as {i}(in) and s{i}(out), respectively.s{i}(in) = Æ Æ ini0 æ, Æ ini1æ , ... æs{i}(out) = Æ Æ outi0 æ, Æ outi1æ , ... æIf a component has m input and output channels, l-1 input channels and m-l-1 output channelsthens{i}(in) = s{i}(in)[0][1]...[l-1]= Æ Æ ini0[0] � ini0[1] � ... � ini0[l-1] æ, Æ ini1[0] � ini1[1] � ... � ini1[l-1] æ , ... æs{i}(out) = s{i}(out)[l][l+1]... [m-1] .A sequence of events from multiple sources (or to multiple destinations) will use thesuperscript ’+’ to "join" the sources or destinations. The script ( S+S ; D ) or ( S ; D+D ) is used.If we wish to represent all components in the system, we will use the notation N instead oflisting the conjunction of all components, (0+1+...+n-1). For example, the sequence of eventsfrom the environment and from component i to component j is given by s(E+i;j). The sequencefrom all components to the environment is (N;E).If we are given a "conjoined" sequence where we do not know which events occur as partof which subsequence, we must consider all possible events when examining a particularsubsequence of the conjoined sequence. For example, if we are given the sequence s(i+j;E)

-27-such that at time x the event a occurs, then either or both of the individual subsequences mayentail event a at time x.s(i+j;E)

|=

x a � s(i;E)

x a � s(j;E)

xaIf at time x the events (a � b) occur in the sequence s(i+j;E) thens(i+j;E)

|=

x(a � b) � s(i;E)

|=

x(a � b) � s(j;E)

|=

x(a � b) � ( s(i;E)

|=

x a � s(j;E)

x b ) � ( s(i;E)

x b � s(j;E)

x a ) .Figure 4.1, below, is a snapshot of a system with two components, 0 and 1, at time t=x.

abcdfg0100112323

Figure 4.1: Sequences and Subsequences of Composite SystemThe general sequences define the system:s

|=

x˚(a � b � c � d � f � g)s(E;0)

|=

xa s(1;E) x fs(1;0)

xgs(0+1;E)

x(b � f)s(N;E) x(b � f)s(E;N) x(a � c)s(E;0+1) x(a � c)s{0}(in) x(a � g)s{0}(in)[0][1] x(a � g) s(E+1;0) x(a � g)s{1}(in) x(c � d)s{1}(in)[0][1] x(c � d) s(E+0;1)

|=

x(c � d)s(in) x(a � c � d � g)s{0}(out)

|=

x(b � d)s{0}(out)[0][1] x(b � d) s(0;E+1) x(b � d)s{1}(out) x(f � g)s{1}(out)[0][1]

|=

x(b � d) s(1;E+0) x(f � g)s(out) x(b � d � f � g)4.2.1 Sequence of StatesThe internal variables of a system represent the current state of that system. Each input to asystem produces an output and may cause a change of the state of the system. The state of asystem may change when a process completes, when a process produces an output, or when aninput is received. State is often derived from the history of the input events received at a systemgiven an initial internal state. We take the approach of Millen: "If you prefer not to worry aboutthe entire history of inputs to the machine [system] since its initial state, there is an alternative

-28-solution: consider the current state. The current state has all other information needed todetermine the next [Y-] output." [Mil89]Each input event will initiate processing at a system. This will be represented as aprocess, distinct from other processes, with the same name as the input event. The state of acomponent within a system is represented by:s{component}= s{i} = Æ Æ state0 æ , Æ state1 æ , ... æ .4.2.2 Subsequences of SequencesThe use of subsequences of the general system sequence corresponds to filtrations˚on the systemmodel. In our approach, filtrations are used to remove from consideration all events that are notrelevant to a given component or characteristic. We will represent the filtration set as the set G,where G is a subset of the set of state formulae derived from the set of atomic events F. Werequire that each occurrence of an event as a possible event between two distinct componentshave a unique name, in order to ensure that we filter all events that are not relevant to a givensubsequence. For example, let F be the set of all events for a given system. We wish to consider thesequence of input events at component i. The set of such events is defined as F(i(inputs)). Thefiltration on the system model is therefore defined asG = Fma{ F(i(inputs)) } G = Sf (Fma{ F(i(inputs)) } ) .Thus givens(E+N;N+E)

|=

x(a � b � c) and A = Fma{F(i(inputs))} = { b, d, f, h }we can writes(E+N;i)

|=

xb .The restriction of formulae to Boolean formulae is realistic, since in practice a system could nottest the trust value of a formula involving quantification of variables ranging over infinite sets[Gold92].4.3 Specification of EnvironmentThe source of input events and destination of output events of a stand-alone component is itsenvironment. The environment contains agents, or users, that cause input events to be sent to acomponent. These agents are autonomous; their behaviour cannot be defined or predicted. Wecan often make reasonable assumptions, but not guarantees, about the behaviour of these agents.For example, it may be considered to be a reasonable assumption that the users of a UNIX systemwill not delete their personal .login and .cshrc files.

-29-Those events that may exist in the environment define the set F of possible events for thecomponent. By exclusion, any event not defined or allowed must be treated as harmful. Theenvironment may contain events that are acceptable or unacceptable to the component.A component that is interconnected with another component will act as a source of inputsto that component. Instead of allowing the unpredictable environment agents to subsume thebehaviour of the predictable, interconnected component, we introduce the meta-environment ofthe component. The meta-environment consists of all possible source of input to a component.The sources of inputs from the meta-environment are the predictable, interconnected componentsand the unpredictable agents of the component’s stand-alone environment. The meta-environment of an individual, stand-alone component is equivalent to the environment of thatcomponent.4.4 Specification of ComponentsA component is a predictable functional element that may exist as a stand-alone element or maybe connected with other components in a hierarchical fashion. A stand-alone component ismodelled with a single input source, the environment, and a single output destination, theenvironment. The sequence of inputs received and outputs produced over time characterises thebehaviour of a component over time. The set of all possible input and output is defined by theset F.A "normal" component may receive inputs and produce outputs, including null events,where {a, b, c, d, f, h, null} � F.

α β χ, ,

,null,.. fi Normal fi d, null,f, h,...A "sink" type component may receive inputs but will never produce an output. As amodelling abstraction of this type of component, a sink-type component will produce a constantstreamofnull outputs, where {a, b, c, null}�F.

α β χ, ,

...fi Sink fi null,null, null,...A "source" type component will never receive any inputs but may produce outputs. As amodelling abstraction of this type of component, a source-type component will receive a constantstream of null outputs, where {d, f, h , null}�F.null, null, null,... fi Source fi d,f,h,...4.4.1 Component ModelFormally, a component is specified as a model M = (S, s,V) whereSrepresents the possible combination of events (predicates), occurring in sequencesof the system, S˝ Fma(F).s defines the possible sequences of input and output events in the system

-30-Vassigns a truth value to the predicates representing events in the system, therebyevaluating the sequence s.The set F represents the set of all possible events within the system. The formulae A ˛Fma(F) of events occurring at component are defined asA ::= p | ^ | A1 � A2This definition ensures that an event will not contain any temporal information about itsexistence in the system; the states of a sequence are static formulae.Let us consider a component where the event a is received at time t=x. The event a isdefined such that a ˛ S, according to the model, a ˛ F according to the definition of possibleevents, so that S ˝ F. The event a is true at time x, so that sx = a where sx ˛ s and s:j˛ N fia ˛ S.4.4.2 Non-Determinism of Components’Researchers in formal security models have tended to use the term "non-deterministic" to refer tomachines whose operation contains some elements of randomness...it might be less misleading touse one of "random" or "stochastic".’ (p. 164 [LBTS92]) As defined by Lee et. al., there arethree "types" of non-determinism. Type 1 effects are themanifestations of true stochastic processes, as addressed in [Gray90]. These existin everything we build, but in most applications a substantial part of the effort ofengineering design is directed towards minimising their effects. Rarely, devicesare designed so that their operation intentionally contains a significant randomcomponent. A random number generator built around a noise diode would be anexample. Such devices are the exception rather than the rule. (p. 170, [LBTS92])Type 2 non-determinism is a result of under-specification, due to unknown or unresolved detailsof the model. Type 3 non-determinism is a result of modelling abstractions, causing behaviourthat is deterministic to appear as non-deterministic in the model.In our work, components are modelled as predictable processes, where the outputs aregoverned by the laws of probability. The probability of any output other than those defined bythe component behaviour is zero. Given the inputs to a component, we define its predictablebehaviour. True non-deterministic behaviour, where the output is not predictable, is not handledwithin our model or our approach. Any non-determinism in our work is Type 1 non-determinismas defined by Lee et. al.4.4.3 Component Behaviour RulesThe predictable behaviour of a component is defined by a set of input-output behaviour rulescorrelating the input and output events at the component. These define the events received andthe corresponding possible outputs produced by the components. The actual relationshipbetween input and output, including any dependencies on the state of a component, are definedby the component behaviour axioms, and discussed in a later section.

-31-If a component is known to always produce the same output given a certain input, theinput-output behaviour rules will define( a ; b )If a component may produce one of several defined outputs in response to a given input, theassociation will define( a ; b � c )If a component may produce several outputs in response to an input, the association will define:( a ; b � d )The input-output behaviour rule may define specific input and output events, or it may refer toclasses˚of input and output events. Using classes of events will reduce the number ofcombinations for which we must define association rules.4.4.4 Component Behaviour AxiomsThe behaviour of a component reflects the inputs and outputs to the component. This isrepresented by the component behaviour axioms. The structure of a component behaviour axiomis given as:s{i}

|=

x (state of component) � s{i}(in)

x(input) � s{i}

x “(new state of component) � s{i}(out)

x “(output)=s{i}

x (state of component) � s(E;i) x (input)� s{i}

|=

x “(new state of component) � s(i;E) x “(output)Behaviour axioms may include the state of a component for situations where different statesallow different inputs or require different outputs or destinations. The component behavioura x i o m s d e f i n e t h e s t a t e o f t h e c o m p o n e n t r e q u i r e d f o r a g i v e n i n p u t t o b e p r o c e s s e d b y t h e component. If the behaviour axiom is defined such that the component is not required to be inany particular state, then the component will always be able to process the given input. Such aninput-state dependent behaviour axiom is given as:s{i}(in)

x(input) � s{i}

x “(new state of component) � s{i}(out)

x “(output)I f t h e p r o c e s s i n g o f a n e v e n t d o e s n o t a f f e c t t h e s t a t e o f a c o m p o n e n t , t h e n t h e o u t p u t - s t a t e independent behaviour axiom is given as:s{i}

x (state of component) � s{i}(in)

|=

x(input) � s{i}(out)

x “(output)

-32-4.5 Specification of SystemA system is an interconnection of one or more components, referred to as a composite˚orinterconnected system. A composite system is represented by inputs and outputs to the systemcomponents and the interconnections between the system components. A simple system is therepresentation of a composite system as a stand-alone component using only the input-outputbehaviour rules of the overall system. Such a representation does not include the internal detailsof the composite system.4.5.1 Interconnection of ComponentsThe interconnection of components is defined by a set of interconnection rules. These rules fullydescribe all possible input and output channels for each component in the system. There is (atleast) one interconnection rule for each component and one for the environment. The ruledefines all sources of input events (the outputs from all components and the environment)received at a component (or the environment).The general interconnection rule for a system with N components, 0,1,...,˚n-1, is definedas follows for component i:( environs, out0 , out1 , ... , outn-1 fi ini )where the term environs represents the agents in the environment and outi and ini represent theoutputs and inputs to component i.The interconnection rule for the environment defines all components that have an outputchannel to the environment. The general interconnection rule for a system with n components,where each component sends an output to the environment is defined as:( out0 , out1 , ... , outn-1 fi environs )A component may have multiple interconnections with the same component. Consider acomponent, i, that has two interconnections with component j, on channels 0 and l. This isrepresented in the interconnection rules as follows:( outi[0] , outi[l]fi inj )Interconnection rules can also be defined by all possible destinations of the output of acomponent:( outi fi in0, ... , inn, environs )We will use the first approach to define all the connections within a system. We may choose touse the latter form of interconnection rule, as derived from the set of interconnection rules of asystem, when we are examining the outputs of a given component.

-33-4.6 Composite System StructuresWe consider three types of composite systems: product, cascade, and feedback. From these"basic" composite systems we can create more general, complex composite systems. ’Productand feedback are sufficient for performing general composition.’ [McLe94, LiVi90] Because notall systems will contain feedback, we also examine the cascade composition construct. The threetypes are differentiated by the connections that are possible for each type. In this work weassume that all physical connections defined by interconnection rules are static. We will not dealwith dynamic connections such as library links in this work4.The product composition of components, shown in Figure 4.2, is simply two or morecomponents that continue to interact solely with the environment but are considered as a singlesystem. The interconnection rules of a product composition of components have the followingform for a system with N components:(environs fi in0,in1,...,inn-1)(out0,out1,...,outn-1 fi environs)Components in such a system do not interact with each other.The cascade composition of components, shown in Figure 4.3, is the one-way connectionof two or more components. A component may not send an input to a component from which itreceives an input. These components may continue to interact with the environment. Theinterconnection rules of a general cascade composition of components have the following formfor a system with N components:(environs fi in0,in1,...,inn-1)(out0˚fi in1, ... , inn-1, environs)(outi˚fi ini+1, ... , inn-1,environs)(outn-1˚fi environs)

01Figure 4.2: General Product Composition of Two ComponentsA general cascade structure contains all allowable cascade connections. A cascadestructure need not contain all of these interconnections. If the interconnection between

4Dynamic links can be modelled by considering all possible dynamic links as existing static links. Thus allcomponents will always be connected to a system. This will have the drawback of assessing as insecure behavioursthat may be otherwise secure if the dynamic link were not in place (so that the component was not part of thesystem). This will result in a more restrictive assessment of security than if dynamic links were allowed.

-34-components 0 and 1 is removed, the composite structure can be shown to be equivalent to aproduct structure.

01Figure 4.3: General Cascade Composition of Two ComponentsComponents connected in a feedback composite system may send and receive eventsfrom any components in the system. The interconnection rules of a general feedbackcomposition of components, shown in Figure 4.4, have the following form for a system with ncomponents:(environs fi in0,in1,...,inn-1)(out0˚fi in0, in1, ... , inn-1, environs)(outi˚fi in0, in1, ... , ini+1, ... , inn-1,environs)(outn-1˚fi in0, in1, ... , ini+1, ... , inn-1,environs)Two-way communication between components is possible in a system with feedback.A general feedback structure contains all allowable feedback connections. A feedbackstructure need not contain all of these interconnections. If one of the interconnections betweenc o m p o n e n t s 0 a n d 1 i s r e m o v e d , t h e s t r u c t u r e c a n b e s h o w n t o b e e q u i v a l e n t t o a c a s c a d e structure.

01Figure 4.4: General Feedback Composition of Two ComponentsFeedback, the connection of a given component’s output to the input of a component,from which the given component (directly or indirectly) receives an input, is defined byinterconnection rules such as:(outi˚fi ... , inj, ... , )(outj˚fi ... , ini, ... , )A special case of a feedback composition is the feedback composition of one component.Self-feedback, the connection of a component’s output to its own input, is defined byinterconnection rules such as: (outi˚fi , ... , ini, ... )

-35-A general composite system with a feedback connection may in some situations besimplified into a single (complex) system with a reflexive connection. If a system has multiplefeedback connections between different components, this simplification may not be possible.Therefore we must consider both self-feedback and feedback connections.We represent the composition of two components Ci and Cj as &(Ci, Cj). Correspondingto the three types of composition, we define&P(Ci, Cj): Product Composition of Components Ci and Cj&C(Ci, Cj): Cascade Composition of Components Ci and Cj&F(Ci, Cj): Feedback Composition of Components Ci and Cj&R(Ci): Feedback Composition of Component CiThe composite structure &P is order-independent: &P(Ci, Cj) = &P(Cj, Ci) because thecomponents do not interact with each other. The composite structure &C is order-dependent, asshown in Figure 4.4. This notation represents the asymmetric composition of Ci and Cj given theinterconnection rule (outi fi inj). The composite structure &F represents the general feedbackcomposition where every component is connected to every other component. Such acomposition is order-independent, so that &F(Ci, Cj) = &F(Cj, Ci).If a cascade or feedback system does not exhibit all possible, defined interconnections toand from the environment, then it is not a general cascade or general feedback structure. A non-general cascade structure is represented as &~C and a non-general feedback structure isrepresented as &~F. The connections between components for general and non-generalstructures must be implemented; these are the connections that define the structure of the systemas product, cascade or feedback.The composite system &(Ci,Cj) may be hierarchically composed with other componentsor systems. The composition of the system &(Ci,Cj) with the component Ck is represented as&(&(Ci,Cj),Ck). The composition of the system &(Ci,Cj) with the system &(Cj,Ck ) i s represented as &(&(Ci,Cj),&(Cj,Ck ) ) . T h u s h i e r a r c h i c a l c o m p o s i t i o n w i l l b e u s e d t o c r e a t e large, complex systems from less complex individual systems and components.4.7 Composition of EnvironmentsThe process of interconnecting components may cause a component’s meta-environment tochange, to include any newly connected input sources and events. The meta-environment mustbe re-defined to include these new input sources. A meta-environment that is safe or live for acomponent may become a meta-environment that is not safe or live for that component wheninterconnected with additional components.This process may also change the possible input events received from each component’senvironment. This occurs because the unpredictable agents of one component’s environmentmay now behave as unpredictable agents in the other component’s environment. That is, there

-36-may be "new" events that can be received from the unpredictable agents as a result of theinterconnection of components.The possible input events received at a component may change because of the possibleinput events that may be received from interconnected components. There may be output eventsof interconnected components that may be received as input events, where these events were notpreviously possible input events.The set of possible input events in a composite meta-environment is defined as the unionof the sets of possible input events of the individual components. For example, theinterconnection of two components i and j, with the input events of the individual componentsdefined by the sets of events Fi and Fj, is given as Fi

∪

Fj .The same event may have a different name within different environments. We mustensure the consistency of names for events exchanged between systems. We will thereforerename˚events so that any such communication event has the same name in the compositeenvironment.In the previous definition of composition of environments [Hin93], systems could be saidto be safe only if the composite environment was a subset of each of the individualenvironments. This implies that the composite environment continues to contain only eventsacceptable to all components. We define a less restricted approach, allowing for the possibilityof unacceptable events in the composite environment and in the component’s meta-environment.4.8 Composition of System ModelsThe formal model of a composite system is a combination of the models of the individualcomponents and represents the behaviour of these components within the composite system.Given the individual models of the components we can define the model of the composite systemas follows.Definition: Composite System ModelGiven two individual systems, i and j, represented as M˚i = (Si̊, s, V˚i ) and M˚j = (S˚j,s,V˚j˚) whereSi̊ = Fma(Fi) andsi :w fi S˚i enumeratingSi̊ as a sequence s˚i˚0, s̊i̊1,s̊i̊2,...s˚i̊n,V˚i : Fma(Fi) fi {true, false}S˚j=Fma(Fj) andsj :w fi S˚j enumerating S˚jasasequences˚j˚0, s̊j̊1,s̊j̊2,...s˚j̊nV˚j˚: Fma(Fj) fi {true, false}The composite system model of the composition of components i and j˚is:

-37-M˚i+j = (Si̊+j, s, ˚V˚i+j ) whereSi̊+j = Fma(Fi)

∪

Fma(Fj) andV˚i+j: Fma(Fi)

∪

Fma(Fj) fi {true, false}si+j : w fi Si+j enumerating Si+j as a sequencesi � sj = s˚i˚0� s˚j˚0, s̊i̊1� s˚j˚1,..., s˚i̊n� s˚j˚n...The composite set S˚i+j represents the set of numerable events for the composite system. Thuscomposition of systems may result in new events, including the possibility that the possibleevents of system i in the composite system may be a superset of the possible events of theindividual system i.The composite sequence si+j defines all events that occur at both components at anygiven time in the sequence. Thus the sequence contains all possible subsequences in thecomposite system, including sequences to and from the environment.For modelling purposes we assume that a channel exists for each possible interconnectionthat a component may exhibit. Channels that are not connected are modelled as containing onlynull events, evaluated by the function V˚i+j.In practice, we require that any events occurring on any unconnected channels, will besent to the environment and that the effects of such events be evaluated. When this component isinterconnected with other components, events on the channels will be sent to the appropriatecomponent destinations instead of bypassing to the environment. We cannot ignore thesechannels when unconnected because they still have the potential, if used (incorrectly) by hostileor malicious sources, to violate the properties of the system. This is part of a risk analysis of asystem and will not be addressed in this work.4.9 Composite System BehaviourThe system behaviour axioms reflect the behaviour of the system components given theinterconnections specified by the interconnection rules and the component behaviour axioms.The most general form of the behaviour axioms defining the behaviour of a component i˚within acomposite system is given as:s{i}

|=

x (state of component) � s{i}(in) x (input)� s{i} x “(state of component) � s{i}(out) x “(output)” s{i} x (state of component) � s(E+0+ ... ; i) x (input)� s{i}

|=

x “(state of component) � s(i;E+0+ ... ) x “(output)Component and system behaviour axioms can be classified as input-state independent,o u t p u t - s t a t e i n d e p e n d e n t , a n d s t a t e - d e p e n d e n t , a s f o l l o w s , w h e r e A, B, C, D are formulaedefining the events occurring at time x in each subsequence:

-38-Input-State Independent Behaviour Axioms{i}(in)

|=

xA � s{i}(out)

|=

x“C � s{i}

xODOutput-State Independent Behaviour Axioms{i}(in)

|=

xA � s{i}

|=

xB � s{i}(out)

x“C � s{i}

xOBState-Dependent Behaviour Axioms{i}(in)

|=

xA � s{i} xB � s{i}(out)

|=

x“C � s{i}

xODIt may be the case that a given input may be received only from one possible source (or asubset of sources). In this case, we may wish to define the system behaviour axioms over thesubset of possible input sources, such as{i}

|=

x (state of component) � s(0+1; i) x (input)� s{i} x “(new state of component) � s(i;E) x “(output)G i v e n t h e i n t e r c o n n e c t i o n r u l e s o f t h e s y s t e m , w e c a n d e t e r m i n e t h e s o u r c e a n d d e s t i n a t i o n o f t h e c o m p o s i t e s y s t e m b e h a v i o u r a x i o m s . I f t h e i n t e r c o n n e c t i o n s o f t w o c o m p o n e n t s , i and j, are completely defined by the interconnection rules (environs˚fi˚ini),(outi˚fi˚inj), (out i˚fi˚environs), (environs˚fi˚inj), (out j˚fi˚environs) then the compositebehaviour axioms are given, in their general form, as:s{i}

|=

x (state of component) � s(E;i) x (input)� s{i} x “(new state of component) � s(i;j+E) x “(output)ands{j} x (state of component) � s(i+E;j)

|=

x (input)� s{j} x “(new state of component) � s(j;E) x “(output)For example, the following behaviour axioms(E;i) x A � s(i;j+E)

|=

x “B= s(E;i) x A and for some y‡x, s(i;j+E) y Bis defined over the subsequences s(E ;i) and s(i;j+E) where A ˛ F(E(out), i(in)), and B ˛F(i(out), j(in), E(in)).The interconnection rules define the channels between components in the system andtherefore the possible destinations of events. The system behaviour axioms include the actualdestinations of events produced by the components in the system. These formally definedbehaviour axioms are used to describe the behaviour of a system. They may define thebehaviour of the entire system or of parts of the system. These unambiguous descriptions of thebehaviour are then analysed given the desired (formally defined) goals of the behaviour.

-39-5. Property SpecificationSimply because they change and hide their names,do not give their right age, and by their own admissiongo about without allowing themselves to be recognised,there is no logic that can deny that they necessarily must exist.HIENRICH NEUHAUS: Pia et ultimissima admonestatio de Fratribus Rosae-Crucis,nimirum: an sint? quales sint? unde nomen illud sibi asciverunt(French ed. 1623)In this chapter we examine the properties used to define the desired behaviour of systems, ascompared with the actual (defined) behaviour introduced in the previous chapter. A property is aformal instantiation of the desired behaviour of a system, representing a goal that must besatisfied by all possible behaviours. The actual behaviour of the system may or may not satisfy agiven property. In this chapter we examine the definition and specification of the properties(desired behaviours) of a system.We examine how the goals of a property affect its formal definition and how to classifyproperties according to this definition. The classification and meta-properties of a property (theproperties of a property) help determine if the desired behaviour of a system is retained when thesystem is composed with other systems.5.1 Specification of PoliciesSecurity is defined by a set of security policies, designed to completely specify the goals of thesystem and to specify those behaviours (sequences) of a system that violate these goals. Policiesare goals or objectives of a system’s behaviour, written informally, as opposed to the formalnotation used to describe properties. Policies are often written with respect to an open systemmodel where users are outside the system model. They make little or no reference to theenvironment in which a system exists. We believe that a policy must be expressed formally as a

-40-property on a closed system model, where a closed model includes both the system and theenvironment.Some policies that make specifications about the environment are too restrictive forpractical use. For example, consider the restrictive policy "The system will always have aconstant supply of power." We must ensure that the environment realistically reflects theenvironment in which a system will operate. Thus a less restrictive policy may be given as "Thesystem will have a constant power supply and will fail gracefully if the power supply fails." Thisless restrictive property includes the "perfect world" desired behaviour and the known exceptionsto that perfect world. We must also examine the effects of any changes to the environment onboth the satisfiability of the security properties and on the assumptions that have been madeabout the behaviour of the environment.5.2 Specification of PropertiesProperties are the formal specification of policies defining the desired behaviour of a system.Properties differ from behaviour axioms; behaviour axioms define the actual behaviour of asystem, whereas properties define the desired behaviour of a system.We define a property to be satisfied by the behaviour of a system as follows: thebehaviour of a system, as defined by the system behaviour axioms, implies those behavioursspecified by a property. If there is at least one possible sequence of events that does not imply agiven property, then the property is not satisfied for the given system.A property, P˚k , consists of a domain and a body, P˚k˚=˚Q˚k� S ˚ k . The domain, Q˚k, is aquantification of the variables of interest. The property domain includes the definition of theenvironment over which the property will be satisfied. The property domain in its general formisQ˚k ” "x:N� li : N� lA :Fma{F}where l is a quantifier, l={",$}, N is the natural numbers, N is the set of components in thesystem, and Fma{F} are the formulae defining the combinations of atomic events that mayoccur in a sequence. For example,Q˚k= "x:N� "i : N� $A,B :Fma{F}states that for all positions (in the sequence s) and for all components in the system, there aretwo combinations of atomic events, A and B.Within the property domain we define the event domain, the set of possible events, lA :Fma{F}. The event domain is sometimes referred to as the environment, when we wish toindicate the possible actions of the environment. A property may be defined over all or someevents in the set Fma{F} or over all or some events in a subset of Fma{F}, such asFma{F(A,obs)}.

-41-The body, S˚k, is the specification a Boolean expression whose variables representquantities of interest. This property specification defines the formal requirements of the goals ofthe behaviour of the system.In its general form, the property specification will include a boolean expression on theevents (the world, W˚k ˚ over which the specification is defined) and the relationship betweenevents (the required behaviour, R˚k).S˚k ” lA ˛ Fma{W˚k˚}� R˚kwhere l is a quantifier, l={$,"}. The world W˚k is a subset of the set of possible events, W˚k˚˝F and defines the set of allowable events. It is possible that a property be defined with a domainthat includes unwanted events. The world W˚k˚defines those events in the environment that willnot violate the property. By exclusion, therefore, those events that are defined in Q˚k˚but not inW˚k, if received, will violate the requirements of the property.The is no general form of R˚k for all properties. The basic properties defined in this workhave two general forms of required behaviour. The safety properties have static formulaedefining the required behaviour that must be satisfied over all time. These formulae are of theform (s

|=

xa � s xb). The progress properties define the temporal relationship betweenbehaviours over (potentially all) time. These formulae are of the form (s

|=

xa � s

x“c).Thus a property applied to component j might be given as:P ” "x : N � "i : N � "A : Fma{F(i,constant_power_supply)} �s{i}(in)

|=

xA �(s{i}(in)

x �A � s{i}(out)

x null)=

o

("i : N � "A : Fma{F(j,constant_power_supply)} �s{j}(in)

|=

xA �(s{j}(in)

x �A � s{j}(out)

x null) )This states that all components must receive as an input a constant power supply or if they do notreceive a constant power supply they will produce only a null output.The set of properties of a component Ci is represented as P(Ci). If P˚k is a property of Cithen P˚k˛ P(Ci).5.3 Domain-Dependent and Independent PropertiesProperties, as instantiated for an individual component or system, are defined with respect to theenvironment of that system. If either the environment or the system changes then a givenproperty of the system may not longer be satisfied. In addition, some properties may or may notbe satisfied according to the behaviour of an environment even if the possible events of theenvironment and the system have not changed.A domain-dependent˚property makes assumptions about the behaviour of the meta-environment, that is, the (unpredictable) agents in the environment and the (predictable)components of the system. A domain-dependent property is one that is defined over a subset of

-42-input events within Q˚k or W˚k. If Q˚k = "x:N� l1i:N � l2A:Fma{F} where l2 = $ then P˚k is adomain-dependent property. If Sk = lA ˛ Fma{W˚k}� R˚k,wherel = $ or W˚k˚„ F then P˚k isa domain-dependent property.Such a property states that not all possible inputs are created equal. Domain-dependentproperties place additional restrictions on the inputs received. If not all inputs are equallypossible (e.g., $A:Fma{F(in)} ) then the property will be violated if an event other than A isreceived as an input. If the set of all events that are equally possible is a subset of the set of alldefined events (e.g., "A ˛ Fma{F(i(in))} ) then the property will be violated if an event otherthan one of these allowable events is received as an input. Thus these properties rely on the inputevents sent to a component from other components and from the environment.Properties that are defined over all possible input events ("A : Fma{F}) are defined suchthat all possible input events are allowable events (Wk = F ). Such a property is domain-independent: it does not place additional requirements on the possible input events of the system.A simple example of a domain-independent policy is "all input events received at a componentwill eventually cause a corresponding output."A simple example of a domain-dependent policy is "the event rm *.* is a possible eventbut it is not allowable from the directory /root." A domain-dependent property depends on thebehaviour of the meta-environment and is therefore ultimately as dependent as the meta-environment. Many safety properties examined in previous work are domain-dependentproperties that have been treated as domain-independent properties. This often results inseemingly inexplicable and unexpected violations of properties when the actual environmentdiffers from the environment that has been assumed for a system.5.4 Evaluation of PropertiesProperties are evaluated (or assessed) to determine if they are satisfied by a system’s behaviours.To evaluate a property we examine the property domain with respect to the environment of thesystem and the property specification with respect to the behaviours of the system, for allrelevant components of the system.5.4.1 Evaluation of Property DomainThe property domain must correspond to the environment of the system. The property must bespecified over the relevant components in the system ("i:N) and over the possible events (F).This should follow given the correct definition and application of the property for the system inquestion.If the events defined by the event domain (F) correspond to the set of allowable events(Wk ) , t h e n a l l p o s s i b l e e v e n t s a r e a l l o w a b l e e v e n t s . T h i s m e a n s t h a t n o p o s s i b l e e v e n t w i l l

-43-violate the property. Thus we do not need to consider the effects of individual events at thesystem.Events in the event domain that do not belong to the set of allowable events are eventssuch as a where a ˛ F and a ˇ W˚k. No such event a may occur in any of the sequences of thesystem without violating the property. We must assess the behaviour of the system to ensure thatsuch events will not occur as the result of the actions of the meta-environment.We choose to allow for the possibility of W˚k � Q˚k because we believe that in manyinstances it is impractical to define or implement a system with W˚k = Q˚k. If we identify anevent a that is harmful to a component and yet is a possible event, we may use a mechanism,such as a filter, to remove this event whenever it occurs as an input. The presence of events suchas a may be the result of actions that are too difficult to protect against, have a very low threat tothe system, have a very low risk of occurring, or for which the system has a low vulnerability.We allow for events such as a because we believe that it may be impractical to define amechanism(s) to remove all potentially harmful events.We must evaluate the risk associated with every potentially harmful (atomic) event a,where a ˛ Q˚k\W˚k. The set restriction operator, \, is used to represent the set A\B, the set of allelements that are in A but are not in B. The evaluation of Q˚k\W˚k is given in the Figure 5.1."a ˛ Q˚k\W˚k

if {there is absolute trust that agent will not send a or there is little threat to the system if a is received or the risk associated with a is minimal or the vulnerability of the system to a is low} thenjudge as acceptable risk of allowing a elsedetermine effect to system if event received choose to leave system as is, given knowledge of threat, risk, vulnerability orchoose to modify system to ensure event is no longer possible orchoose to implement mechanism to remove a

Figure 5.1: Evaluation of Allowable Events in an Environment

-44-5.4.2 Evaluation of Property SpecificationWe must also ensure that the possible behaviours of the system satisfy the required property.This is represented assat(C˚i, P˚k) : C̊ i xP˚k fi {T,^}where sat(Ci̊, P˚k ) = T i f a n d o n l y i f t h e b e h a v i o u r s o f c o m p o n e n t C ˚i imply the property Pkwhere Pk is defined to account for the connections of the component.sat(C˚i, P˚k) = T � C˚i � P˚k where for all behaviours of the componentsat(C˚i, P˚k) = T � "Bi : C˚i � Bi � P˚kIf a behaviour axiom defines a behaviour that is irrelevant to the goal of P˚k we need notconsider that axiom with respect to P˚k. Given the behaviour axiom that is relevant to the goal ofP˚k, we use the axioms and schemata of the temporal logic and attempt to prove that B˚i � P˚k for"B˚i ˛ C˚i.For example, if a component C˚j has the connections (outi˚fi˚inj) and (outj˚fi˚environs)and P˚k is given as P˚k = "x : N � li : N � "A,B :Fma{F} � (s{i}(in)

|=

x A � s{i}(in)

xB)then P˚k as applied to component C˚j is defined asP˚k = "x : N � "A,B :Fma{F} � (s{j}(in)

x A � s{j}(in)

xB)Given the behaviour BiB˚i = "x : N �"A :Fma{F(in)} � "B,C :Fma{F(out)} � (s{i}(in)

|=

x A � s{i}(out)

xB�C)thensat(B˚i, P˚k ) � B˚i � P˚k= "x : N � "A :Fma{F(in)} � "B,C :Fma{F(out)} � (s{i}(in)

|=

x A � s{i}(out)

xB�C) � "x : N � "A,B :Fma{F} � (s{i}(in)

x A � s{i}(out)

xB)Let D = B�C. By the definition of Fma{F}, if "B,C :Fma{F} then "D :Fma{F}.= "x : N � "A :Fma{F(in)} � "D :Fma{F(out)} � (s{i}(in)

|=

x A � s{i}(out)

x D) � "x : N � "A,B :Fma{F} � (s{i}(in)

x A � s{i}(out)

xB)Also by definition, if A :Fma{F(in)} then A :Fma{F}= "x : N � "A,D :Fma{F}� (s{i}(in)

|=

x A � s{i}(out)

x D) � "x : N � "A,B :Fma{F} � (s{i}(in)

x A � s{i}(out)

xB)= TTherefore sat(B˚i, P˚k ) = T; the behaviour of B˚i satisfies the goal of property P˚k.

-45-5.4.3 Enforcement of PropertiesGiven the evaluation of a system, a property will either be inherently satisfied by the behaviourof the system or it will not be satisfied. A property is inherently satisfied if every possiblebehaviour of a system, defined by the behaviour axioms, satisfies the property in question.If a given property is not satisfied by the behaviour of a component, we may choose toapply˚the property to the system by configuring the system so that all behaviours satisfy theproperty. Given the behaviours for which a property may fail, we may, if possible, choose tomodify the system so that those behaviours are no longer possible. For example, if the desiredproperty does not hold for a system because of the behaviour of one individual component of thesystem, we may choose to remove that component from the system.It is possible that no alteration to a system will result in a system that will exhibit acertain property. Such a property is not satisfiable; such a system must be redesigned if thisproperty is to be satisfied.If a system’s behaviours do not inherently satisfy a property, and we are not able tomodify a system so that all behaviours will satisfy the property, we may choose to usemechanisms to enforce the property. A mechanism is a filter that disallows any behaviours thatwould violate a property. Thus harmful events and sequences will be possible, but will beremoved from the system by the mechanism enforcing a given property. Mechanisms may beimplemented in software or hardware. An example of a mechanism is the access-control listsused to verify discretionary access control as described as part of the Trusted Computer SystemsEvaluation Criteria [DACTS].5.5 Properties of Composite SystemsIn previous work the problem of evaluating properties for composite systems has been referred toas the composition of properties. In this work the composition of systems is the process ofcreating larger, complex systems from individual components. The problem of thecomposability of properties is really the problem of evaluating the satisfiability of a property fora composite system.The satisfiability of a property P˚k for the system composed of components C˚i and C˚j isrepresented as sat(&(C˚i, C˚i), P˚k). For large composite systems (those with multiplecomponents), we may choose to represent the composite system &(Ci̊, C˚i) as C, so that sat(C,P˚k ).For a property P˚k applied to a composite system we must examine the property for thesystem as a whole. The property will be satisfied by the composite system if it is satisfied by thesystem considered as a stand-alone component (as opposed to a collection of components).

-46-The property P˚k applied to all components in a system is given asP˚k = "x : N � "i : N � lA :Fma{F} � S˚k = "x : N � lA :Fma{F} � S˚k0� S˚k1 � ... � S˚kNThe property specification Ski defines the instantiation of the property at a the component i ,given the connections (input and output) of the component.For example, consider the property P˚k defined asP˚k = "x : N � "i : N � "A :Fma{F} � (s{i}(in)

|=

x A � s{i}(out)

xB)If this property is applied to a system with components C˚1 and C˚2 where the connections of thecomposite system are defined by (environs˚fi˚in1,˚in2), (out1˚fi˚in2 ), and (out2 fi environs)then P˚k is defined for the composite system as:P˚k = "x : N � "A,B :Fma{F} � s{C}(in)

|=

x A � s{C}(out)

x B = "x : N � "A,B :Fma{F} � s(E;C)(in)

x A � s(C;E)(out)

x B = "x : N � "A,B :Fma{F} � s(E;1+2)(in)

|=

x A � s(2;E)(out)

x B = "x : N � "A,B :Fma{F} � ( s(E;1)(in)

x A � s(2;E)(out)

xB )�(s(E;2)(in)

x A � s(2;E)(out)

|=

xB )5.6 Meta-Properties of PropertiesThe reflexivity, transitivity, symmetry and closure of properties are meta-properties ofproperties. Transitivity and closure have been shown to be important in previous work[DBY94]. We introduce for consideration reflexivity and symmetry. These two meta-propertiesare used in the evaluation of the satisfiability of a property for a system with feedback. Weexamine all meta-properties for different composite structures.Meta-properties of properties are important because in many cases it will be simpler todetermine the meta-properties of a property than to re-evaluate the property with respect to alarge, complex, composite system. Meta-properties are dependent on the property and the typeof system composition. For example, a property that exhibits transitivity for a productcomposition of two components may not exhibit transitivity for a cascade composition of thesame two components.A set S is closed under a binary operation • if"A,B ˛ S � A • B ˛ SThis is closure in the set theoretic sense. Closure is a function of composition used to composemodels (systems). If the set S represents the set of components satisfying property P˚k, then theset is closed under composition if the composition of any two components is equivalent to acomponent (in S) satisfying P˚k . Closure of a property under the composition of C˚i and C˚j isdefined assat(C˚i, P˚k) � sat(C˚j, P˚k) � sat(&(C˚i, C˚j), P˚k )

-47-This indicates that (C˚i � P˚k) �(C˚j � P˚k) � (&(C˚i, C˚j) � P˚k).A property P˚k that is reflexive on composition is satisfied by the behaviour of thecomponent C˚i and it is satisfied by the behaviour of the reflexive composition of C˚i, &R(Ci). Aproperty P˚k is reflexive on composition if and only if:sat(C˚i, P˚k) � sat(&R(C˚i), P˚k)The reflexive composition of a component is shown in Figure 5.2, where the reflexive connectionis made from the output of the component to its input.

Reflexive Composition iFigure 5.2: Reflexive Composite Structure

Transitivity of Product Composite System ijjkikTransitivity of Cascade Composite System

ijkjikTransitivity of FeedbackComposite System ijjkikFigure 5.3: Transitivity of Composite Structures

-48-Symmetry of Product Composite System

ijjiSymmetry of Cascade Composite System ijjiSymmetry of FeedbackComposite System ijjiFigure 5.4: Symmetry of Composite StructuresA transitive property P˚k that holds for the composition of components C˚i and C˚j, and thecomposition of components C˚j and Ck, will also hold for the composition of components C˚i andCk. A property P˚k is transitive on composition if and only if:sat(&(C˚i, C˚j), P˚k) � sat(&(C˚j, Ck), P˚k)� sat(&(C˚i, Ck), P˚k)The transitive composition of components is shown in Figure 5.3.A symmetric property P˚k that holds for the composition of C˚i and C˚j will hold for thecomposition of components C˚j and C˚i. A property P˚k is symmetric on composition if and onlyif:sat(&(C˚i, C˚j), P˚k) � sat(&(C˚j, C˚i), P˚k) The symmetric composition of components is shown in Figure 5.4.If a property is antisymmetric on composition, thensat(&(C˚i, C˚j), P˚k) � � sat(&(C˚j, Ci), P˚k)Antisymmetry does not allow for two-way communication, or feedback, between components.A property that is reflexive, transitive, and symmetric with respect to composition will besatisfied by the general composition of components. This corresponds to an equivalence relationfor the components of the system. An equivalence relation defines an equivalence class over aset A for a relation R:[a]R = { b : b is in A and aRb}The analogous equivalence relation for properties of systems is[C˚i]˚R = { C˚j : C˚j is in Candsat(&(C˚i, C˚j),Pk ) }

-49-where C is a set of components. Thus the components in the "equivalence classes" will satisfythe property Pk for the general composition of the components.Closure of a property for a component, product, cascade, or feedback system indicatesthat the component, product, cascade or feedback system may be composed with like systems.Transitivity and closure indicate that a property will continue to be satisfied on hierarchicalcomposition.Reflexivity allows for self-feedback and symmetry allows for feedback. If thecomponents of a system with a feedback connection can be represented as a single compositesystem with a reflexive connection, then reflexivity and feedback can be shown to be analogous.In the context of hierarchical composition, feedback across a composite system implies reflexivecomposition of the system. When we hierarchically compose systems, each system is treated asan individual component. Thus the feedback composition across the system corresponds to areflexive connection treated as an individual component.It is not always the case, however, that feedback over multiple components can berepresented as reflexivity over a single complex component. A system with multiple feedbackconnections between different components can not always be simplified into a single compositesystem with a single reflexive feedback connection. For such a case, feedback over the systemdoes not imply reflexivity over the system. Thus the set of reflexive connections is a subset ofthe set of feedback connections.Given these meta-properties and the corresponding composite constructs we are able tocompose general systems and predict the satisfiability of properties for these systems.5.7 Completeness of Set of PropertiesThe properties of a system must accurately represent the complete set of requirements for acomponent’s behaviour. These properties must define all goals of the system behaviour. Inparticular, they must disallow all behaviours that violate these goals. We postulate that wecannot prove or even know if we have defined all properties relevant to a goal such as "safebehaviour" or "live behaviour." This is because these goals change with the threats, risks, andvulnerabilities of systems and their information.If we can identify ALL possible threats, risks, and vulnerabilities, then we can defineproperties of behaviours required to nullify these threats. Threats, risks, and vulnerabilities maychange, however, dependent upon the information in the system; the remaining life of the systemor its contained information, the allowable users of the system, et cetera. It has been observedthatMeans of causing loss can be categorized only incompletely in ways that alwaysleave the next possible uncategorized means of causing the next loss a mystery ...There will always be a new problem to face. [Par91]

-50-We believe that we must define the properties of a system based on a detailed knowledgeof the system, its intended use, previously defined properties, and the known and postulatedthreats to the system.

-51-6. Safety PropertiesSince therefore the knowledge and survey ofvice is in this world so necessary to theconstituting of human virtue, and thescanning of error to the confirmation of truth,how can we more safely, and with lessdanger, scout into the regions of sin andfalsity than by reading all manner oftractates and hearing all manner of reason?JOHN MILTON: AreopagiticaWe know from previous work that there are a number of important safety properties. Safetyproperties, expressed using temporal logic, are those of the form

o

Swhere S is a static formula. Each safety property must always be true, for all time and for allexecutions of an event system.In this chapter we introduce a set of basic safety properties, given the general definitionof properties discussed in Chapter 5. The basic safety properties define the minimumrequirements for the safe behaviour of a system. We define and discuss the role of theseproperties in the safety of a system. In particular, we focus on the assumptions that are madeabout the behaviours of the system and its environment, and how these assumptions affect thesatisfiability of a property. These assumptions are often associated with different levels ofoptimism about the behaviour of the system or environment.We discuss the necessity of the basic safety properties in the overall safety of a systemand examine the meta-properties of these properties. We also address the identification andspecification of safety properties that are unique to a given system.

-52-6.1 Basic Safety PropertiesThe basic safety properties introduced in this chapter are based on the safety propertiesintroduced in [Hin93, HiLe93]. We refer to these properties as¥Authenticity¥Integrity¥ConfidentialityThe definitions of confidentiality and integrity are very restrictive, pessimistic,approaches. They correspond to the idea that no unacceptable events may be possible inputevents. This has the result that any event that is unacceptable to at least one component must betreated as unacceptable to all components; these properties will be satisfied only by veryrestricted systems.6.1.1 AuthenticityAuthenticity requires that all events produced by a component or the environment be defined andgenuine.AU ” "x : N � "i : N � $ A : Fma{F(i)} � s{i}(out)

|=

xAAU-E ” "x : N � "i:N � $ A:Fma{F(E)} � s{E}(out)

|=

xABecause a component is defined to produce only acceptable output events in response toacceptable inputs the known and genuine events authentically produced by a component will beacceptable events.6.1.2 IntegrityNo unacceptable requests to modify information will be received by the system.I ” "x : N � "i : N � $ A : Fma {F(N,obs)

∪

F(N(A),mod)}� s{i}(in)

|=

xAThis property constrains the modification-type events and makes no requirements on theobservation-type events. We therefore include in the specification of this property domain boththe constrained modification events and the unconstrained observation events. Integrity of theinformation and the system, is maintained by only allowing known, acceptable changes to andwithin the system.6.1.3 ConfidentialityNo unacceptable requests to observe information will be received by the system.C ” "x : N � "i : N � $ A : Fma {F(N(A),obs)

∪

F(N,mod) } � s{i}(in)

|=

xAThis property places a restriction on the observation events only. Whereas the integrity propertymust include the unconstrained observation events, the confidentiality property must include theunconstrained modification events.

-53-Confidentiality, or secrecy, of information is maintained by monitoring the disclosure ofinformation in the system, and the requests to disclose this information. We separate the notionof integrity and confidentiality into observation and modification of information for severalreasons. This approach will allow different policies to be enforced for observation andmodification of information within a system.6.2 Safety Characteristics6.2.1 Safe ComponentA safe component is one that behaves in a known, predictable manner, satisfies the basic safetyproperties, and behaves in a manner consistent with any additional goals of safe behaviour.6.2.2 Safe EnvironmentA safe environment will not send unacceptable (potentially harmful) events to a component. Ifthe environment does contain unacceptable events then the unpredictable behaviour of the usersin the environment may not cause any unacceptable events to be sent to the system. Such anenvironment is safe only if we can trust the users not to send these unacceptable events to thecomponent.Within a composite system, a component’s meta-environment is safe if it will not receiveany unacceptable events from the environment or from any interconnected components. Thus asafe meta-environment depends on the unpredictable behaviour of the users and the predictablebehaviour of the components.6.2.3 Safe SystemA safe system is made up of safe components, each within a safe meta-environment, that itselfhas a safe environment. The behaviour of a safe system must satisfy the (necessary) basic safetyproperties. Additional, system-specific, safety properties may be required by a system for itsoverall behaviour. This will be addressed in detail in section 6.7.6.3 Domain-Dependent Safety PropertiesThe basic safety properties of confidentiality and integrity are, by definition, domain-dependentproperties. These properties are requirements on the predictable behaviours of the components ina system and prescriptions on the unpredictable behaviours of the users of a system. Any changeto a system or the meta-environment, including the users of the system, may affect thesatisfiability of these properties.

-54-For this reason we introduce different levels of strength, or optimism, of confidentialityand integrity. These different levels of strength correspond to different assumptions about thebehaviour of the meta-environments of a system. We define three optimistic properties for eachof confidentiality and integrity: environment optimistic, component optimistic, and stronglyoptimistic. The definition of integrity and confidentiality given above corresponds to apessimistic integrity and confidentiality. These properties are based on similar propertiesintroduced in [Hin93].6.3.1 PessimisticOnly those acceptable (observation, modification) events that are common to all components inthe system will be allowable and possible.PC ” "x : N � "i : N � $ A :Fma{F(N(A),obs)

∪

F(N,mod) } � s{i}(in)

|=

xAPI ” "x : N � "i:N � $ A:Fma {F(N,obs)

∪

F(N(A),mod)}� s{i}(in)

|=

xAFor a simple system, pessimistic confidentiality and integrity are defined as: PC ” "x : N � "i:N � $ A:Fma{F(N(A),obs)

∪

F(N,mod) } � s(E;i)(in)

|=

xAPI ” "x : N � "i:N � $ A:Fma {F(N,obs)

∪

F(N(A),mod)}� s(E;i)(in)

|=

xAThese properties are therefore assumptions about the behaviour of the environment.6.3.2 Environment OptimisticThe environment may contain unacceptable (observation, modification) events; the agents in theenvironment will not send harmful events to vulnerable components. No component in thesystem will produce an event that is unacceptable to any component in the system.EOC ” "x : N � "i : N � $ A : Fma{F(i(A),obs)

∪

F(i,mod)} �$ B : Fma{F(obs)

∪

F(mod)} �A,B ˛ Fma{F(i(A),obs)

∪

F(i,mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x BEOI ” "x : N � "i : N� $ A : Fma{F(i,obs)

∪

F(i(A),mod)} �$ B : Fma{F(obs)

∪

F(mod)}�A,B ˛ Fma{F(i,obs)

∪

F(i(A),mod)} � s(N;i)(in) xA � s(E;i)(in)

x B6.3.3 Component OptimisticComponents in a system may produce events that are unacceptable (obs, mod) events if receivedat other components; these events will not be sent to any vulnerable components. It is notpossible for the environment to send an unacceptable event to a component in the systemCOC ” "x : N � "i : N � $ A : Fma{F(obs)

∪

F(mod)}�$ B : Fma{F(i(A),obs)

∪

F(i,mod)} �A,B ˛ Fma{F(i(A),obs)

∪

F(i,mod)} �s(N;i)(in) xA � s(E;i)(in)

x BCOI ” "x : N � "i:N � $ A:Fma{F(obs)

∪

F(mod)}�$ B : Fma{F(i,obs)

∪

F(i(A),mod)} �

-55-A,B ˛ Fma{F(i,obs)

∪

F(i(A),mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x B6.3.4 Strongly OptimisticThe meta-environment may contain unacceptable (observation, modification) events. The agentsin the environment will not send harmful events to vulnerable components. The components inthe meta-environment may produce unacceptable (obs, mod) events; these events will not be sentto any vulnerable components.SOC ” "x : N � "i : N � $ A,B : Fma{F(obs)

∪

F(mod)}�A,B ˛ Fma{F(i(A),obs)

∪

F(i,mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x BSOI ” "x:N �"i : N � $ A,B : Fma{F(obs)

∪

F(mod)}�A,B ˛ Fma{F(i,obs)

∪

F(i(A),mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x BWe are optimistic about both the behaviour of the components (given the interconnections of thesystem) and the behaviour of the environment and therefore strongly optimistic about the systemand meta-environment as a whole.6.4 Necessity of the Basic Safety PropertiesSafety is violated (by definition) when harmful (unacceptable or undefined) events are receivedat a component in a system. These events may be potentially received from known sources(components or the environment) or from unknown sources. The basic safety properties counterthese possible situations and are therefore necessary for the safe operation of components andsystems.The details of the proofs of the necessity of these properties are given in Appendix B.6.5 Meta-Properties of Safety PropertiesTable 6.1 illustrates the meta-properties of the basic safety properties given different compositestructures. The meta-property of reflexivity of a safety property is independent of the compositestructure of a system. This is because reflexivity is defined over a single component, regardlessof the composite structure in which it exists. The meta-property of symmetry followsautomatically for a feedback composite structure for all safety properties, because the feedbackstructure is a symmetric structure.

-56-Demonstration of Necessity:

Assume that safety is violated by a known event;

this known event may be acceptable or unacceptable.

if the event is received from a known source then

if the event is unacceptable then

if the event is an observation event

then Confidentiality is not satisfied else if the event is a modification event then Integrity is not satisfied

else if the event is acceptable then Safety is not violated.

else if the event is received from an unknown source then Provenance (see Chapter 7) is not satisfied

Assume that safety is violated by an unknown event

if the event is received from the environmentthen Authenticity of environment is not satisfied else if event is not received from the environment then

if event is received from a known component

then Authenticity of component is not satisfied else if event is received from an unknown source

Figure 6.1: Necessity of Basic Safety PropertiesThe basic safety properties do not, in general, exhibit reflexivity. The outputs producedby a system, although they are defined to be acceptable, are acceptable outputs. They are notnecessarily acceptable inputs to the system. Reflexivity may follow if all possible outputs arealso acceptable inputs. The acceptability of the outputs as inputs must be assessed for eachindividual system; the reflexivity of a property cannot be predicted in advance.The meta-properties of the basic safety properties reflect the role of the environment andthe domain-dependence of the properties. None of the safety properties exhibit transitivity orclosure for any of the composite structures. This is because of the restrictions and prescriptionsplaced on the environment by these properties. If the environments of two systems are the sameand both systems satisfy the same level of optimism (either pessimistic (PC/I) or componentoptimistic (COC/I) confidentiality or integrity) then the properties of authenticity (AU),confidentiality and integrity will be transitive and closed under composition. The properties ofenvironment optimistic (EOC/I) and strongly optimistic (SOC/I) confidentiality and integrity willnot exhibit transitivity or closure unless the environments of two components are the same and

-57-the prescriptions on the users of the environment are the same. This is a direct result of thedomain-dependence of these properties. The assessment of the meta-properties of the basicsafety properties is included in Appendix C.COMPOSITESTRUCTURESAFETY PROPERTIES

Meta-PropertyAUPC/IEOC/ICOC/ISOC/I

Reflexive~x~x~x~x~x

Product

Transitive~x~x~x~x~x

Symmetric�

Closure~x~x~x~x~x

Cascade

Symmetric~x~x~x~x~x

Feedback

� = Property exhibits meta-property~x = Property exhibits meta-property if meta-environment unchanged, wheremeta-environment is usually affected given this composite structure

Table 6.1: Meta-Properties of Basic Safety Properties6.6 Threat, Risk, Vulnerability and TrustWe have alluded to the threat, risk, and vulnerability associated with events and to the trust thatis placed in users. These are distinct ideas, even though they may have similar effects withrespect to the domain-dependent properties.Trust in a user is independently assessed and quantified. The trust placed in a user is areflection of our belief that they will or will not behave in a particular manner. If we do not trusta user, it behoves us to assume that they will always behave contrary to our safety assumptions.Just as we trust (or do not trust) users, we may choose to trust or to mistrust a component.Because a component’s behaviour is predictable, the trust we place in a component is a reflectionof the confidence we place in the specification of the component’s behaviour and the verificationof its correct behaviour. For example, if a component is a commercial-off-the-shelf (COTS)component, we may choose not to verify the specification of its behaviour, instead choosing notto trust the component.The measure of {Threat, Risk, Vulnerability} ( {TRV} ) is used to examine the threat thatan event poses to a system if received, the risk of it being received by the system, and the

-58-vulnerability of the system at which it is received [Bony95]. A detailed exposition of thismeasure is given by Thompson et. al. [TLBS88].We must consider the {TRV} associated with an event if we choose to allow anunacceptable event to be a possible event within a system. The {TRV} assessment does notaffect the acceptability or unacceptability of an event. It is used to determine if some events aremore harmful than others when examined in the context of the threat posed by the event, the riskassociated with the event, and the vulnerability of the system to such an event. Events that arejudged to be "less" harmful may be allowed within a system because the {TRV} indicates thatthey are not harmful "enough" to warrant protective action by the system.We suggest that in addition to the recommendation proposed by the {TRV} assessment,we must include the notion of the amount of trust in the possible sources of an event. If there isno trust in the source, then we cannot allow a potentially unacceptable event to be a possibleevent, no matter what the associated {TRV} measure. If we have absolute trust in a source, thenwe may allow a potentially unacceptable event to be a possible event, even given anunfavourable {TRV} measure for the event.These are not concepts that are easily quantified in formal properties or assertions. Theymust be assessed for individual systems, taking in to account the intended use of a system.Different levels of {TRV} and trust can be handled with different levels of optimism using thedomain-dependent properties, and incorporated into a risk assessment.6.7 Defining System Specific Safety PropertiesThe basic safety properties introduced in this work are necessary for the safe operation of asystem. They are not always sufficient, however. The safe interaction of components in asystem may require that we consider additional properties. These properties will in part dependon the application in question. For example, a multi-level security system may requirepossibilistic security properties such as non-interference, whereas a network system may requirecovert-channel preventing properties.The definition of application-specific system safety properties will not be addressed inthis work. We postulate that many, if not all, relevant properties will be definable based on theexperience of the system designers given the overall goals of the system’s behaviour. We alsobelieve that many interesting safety properties are actually progress properties given the formalclassification of properties. We examine the classification of system-specific progress propertiesin Chapter 7.

-59-7. Progress PropertiesGo while the going’s goodIs my advice...SOPHOCLES: Philoctetes(tr . E.F. Whatling)We know from previous work that there are a number of important progress properties. Aprogress property is one that includes the unary temporal operator, “, "eventually". The mostgeneral form of a progress property is a reactivity property, defined by Manna and Pnueli[MaPn92] as

∧=in1

(

o

“A� “

o

B)where A and B are static formulae.In this chapter we introduce a set of basic progress properties, given the general definitionof properties discussed in Chapter 5. The basic progress properties define the minimumrequirements for the progress of a system. We define and discuss the role of these properties inthe progress of a system. In particular, we focus on the assumptions that are made about thebehaviours of the system and its environment, and how these assumptions affect the satisfiabilityof a property.We discuss the necessity of the basic progress properties in the overall progress of asystem and examine the meta-properties of these properties. We also address the identificationand specification of progress properties that are unique to a given system.

-60-7.1 Basic Progress PropertiesThe basic progress properties are¥Accessibility¥Eventual Output¥Termination¥Eventual Progress¥Faithfulness¥Provenance¥UtilityThese properties are based on the basic actions that every component will exhibit: receive anevent, (input), process it, (process), and produce a result (output). These properties are necessaryrequirements for a component to progress. They apply to individual components, and theprocesses that run on them.We have separated the idea of "input eventually produces an output" into the fourproperties of accessibility, eventual output, termination and eventual progress. This is intendedto highlight the different progress related actions of a component and their individual roles in theoverall progress of the system.7.1.1 AccessibilityEvery event that is sent as an input to a component is eventually accepted for processing by thatcomponent. Accessibility requires that all events will eventually initiate processing at thecomponent.AC ” "x : N � "i : N � "a : F(i(in)) � s{i}(in)

|=

xa � s{i}

x“aAccessibility implies that all inputs are state-independent, that is, can always be (eventually)processed by a component, regardless of the state of a component. If an event is state-dependent,then the satisfiability of accessibility requires that the input(s) required to enter the required state,from which a desired input may be processed, will always eventually be received.7.1.2 Eventual OutputEvery process executing at a component will eventually produce an output on one of thecomponent’s output channels.EO ” "x:N � "i : N � "a : F(i(in)) � $b : F(i(out)) � s{i}

|=

xa � s{i}(out)

x“bThis property may seem to be counter-intuitive in that there are processes that may not producean output. At the level at which we are initially modelling a system, however, we are almostalways interested in processes that do produce an output, if only as a means to notify a user that aprocess has completed.

-61-The combination of the two basic progress properties, accessibility and eventual output,gives a composite property known as eventual response: every input event will eventuallyproduce an output event."x : N � "i : N � "a : F(i(in)) � $b : F(i(out)) � ( s{i}(in)

|=

xa � s{i}

x“a) � ( s{i}

xa � s{i}(out)

|=

x“b )= "x : N �"i : N �"a : F(i(in)) � $b : F(i(out)) � ( s{i}(in)

|=

xa � s{i}

x“a) � ( s{i}

x“a � s{i}(out)

x““b) )= "x:N � "i:N �"a :F(i(in)) � $b : F(i(out))�(s{i}(in)

xa � s{i}(out)

x“b)7.1.3 TerminationEvery process executed by a component will eventually complete.TR ” "x : N � "i : N �"a :F � s{i}

xa � s{i}

|=

x“�aThe basic progress property of termination is used to prove that processes will eventuallyterminate. If we wish to prove that a process, such as an operating system, does not terminate,we prove that the termination property is not true for that process.Termination implies that a process is self-contained, that is, independent of the inputs orother processes being received or executed by a component. If a process is not self-contained,then it cannot terminate without a required input. If the input is not received, the process will notterminate and the property is not satisfied. We cannot guarantee termination for such a process ifwe cannot guarantee that the required input will always be received.7.1.4 Eventual ProgressEvery process active at a component will eventually lead to a different process being active at thecomponent.EP ” "x : N � "i : N � "a : F � $c : F � s{i} x“a � s{i}

|=

x“cThis property ensures that a component will continue to process events. This prevents a processfrom disabling a component for use by other processes.The basic progress property of eventual progress is used to prove that the component willnot halt, but continues to progress by always allowing for a different process to be active.7.1.5 FaithfulnessFaithfulness requires that the component behaves as a predictable process; given the sameinputs, we can predict the possible outputs.FT ” "x:N � "i:N � "a:F(i(in)) � $b:F(i(out)) �( (a;b) � s{i}(in)

xa) � s{i}(out)

|=

x“bIf the property of faithfulness is not satisfied by the behaviour of a component then we have notcompletely defined the component’s behaviour or it is behaving in some new, unpredictablebehaviour.

-62-The interleaving of events on output is handled by the specification of eventually, “b.While we can predict the possible output events, we cannot predict when they will occur. Thisfollows from “b; given

|=

x “b and

x “ c we cannot determine exactly when in the future bor c will occur.7.1.6 ProvenanceEvery event received as an input is the output of a known, defined source, either a component inthe system or the environment.PV ” "x : N � "i : N � " A : Fma{F} � s{i}(in)

|=

x “A � s(N+E;i)(out)

xAProvenance requires that all events have a known, defined source, the environment or a knowncomponent. Provenance may appear to have the same goal as authenticity yet they place distinctrequirements on the behaviour of a system. It is possible for authenticity to be violated whileprovenance is satisfied, for example, if a system administrator introduces a new, previouslyunconceived module. In this case provenance is satisfied because the module is a legitimatecomponent within a system and the provenance of any events sent by this component can bedetermined. Authenticity may be violated, however, if the domain required by the compositesystem disallows the known, acceptable outputs of the new module within the context of thecomposite system. It is also possible for provenance to be violated while authenticity is satisfied,for example, if an intruder initiates a well-known and understood rm *.* command within thesystem. The provenance of the event is not satisfied because the intruder is not definedcomponent within the system, yet authenticity may be satisfied if the rm *.* is an acceptableevent (in certain situations) within the system.In many applications, cryptography is used to provide a combination authenticity andprovenance function. Public and private encryption keys are used to verify that a user is whos/he claims to be (authentic). The idea of provenance is inherent in the use of the correct keys.Neither authenticity nor provenance, as we have defined them, is explicitly handled usingcryptography. Any such approach must be examined to ensure that it provides the level ofprotection required by these individual properties.7.1.7 UtilityEvery output produced by a component is sent to a known, defined source, either anothercomponent or the environment.UT ” "x : N � "i : N � " A : Fma{F} � s(N+E;i)(out)

|=

xA � s{i}(in)

x“AUtility is the opposite of provenance. Utility requires that every output channel of allcomponents is connected to a valid destination component, or the environment.Provenance and utility together ensure the safety and correctness of the connections of asystem. Together, they ensure that new, unknown sources are not inserted in a system and that

-63-outputs are not diverted from the system. These properties do not deal with situations such aspassive eavesdropping or wiretapping. These are physical attacks that are external to thebehaviour of a system.7.1.8 Additional PropertiesThe additional property of progress on interconnection will ensure fairness on composition byrequiring that connections behave as if they are live. Every output, b, sent by a component i asan input to component j will eventually reach that component.POI ” "x : N � "i,j : N � "b: F � ( s(i;j)(out)

|=

xb � s(i;j)(in)

x“b )This property follows from the specification of an interconnection between two components, theproperties of provenance and utility.7.2 Liveness CharacteristicsProgress, as defined by Manna and Pnueli [MaPn92] and used in this work, does not correspondto liveness, as defined by Alpern and Schneider [AlSc85a, AlSc87a] (see Chapter 2.5).Nevertheless, we refer to the liveness of a system as the sum of its progress properties. Webelieve that it is more intuitive to refer to a live system than a progressive system. A system thatexhibits the basic progress properties will be said to be live.7.2.1 Live ComponentsA live component is one that behaves in a known, predictable manner, satisfies the basic progressproperties, and behaves in a manner consistent with any additional goals of live behaviour.7.2.2 Live EnvironmentsA live environment is defined to be one that is capable of generating events to be sent to acomponent or a system.Within a composite system, a component’s meta-environment is live if it is capable ofgenerating events to be sent to the component. Thus a live meta-environment depends on thelive behaviour of the users and the live behaviour of the components.7.2.3 Live SystemsA live system is made up of live components, each within a live meta-environment, that itself hasa live environment. The behaviour of a live system must satisfy the (necessary) basic progressproperties. Additional, system-specific, progress properties may be required by a system for itsoverall behaviour. These properties will reflect such requirements as freedom from deadlock andlivelock. This will be addressed in detail in a later section.

-64-7.3 Domain-Independent Progress PropertiesThe progress properties are domain-independent properties; they do not depend on assumptionsabout the input events that will be sent to the components. Changes to a system that do not affectthe overall environment (that do not introduce new events or remove existing events from theenvironment or meta-environment) will not affect the satisfiability of these properties.7.4 Necessity of Basic Progress PropertiesDemonstration of Necessity:

Assume an event is sent to a component if the event never initiates a process at the component then Accessibility is not satisfied else if the event initiates a process then

if the process cannot execute then if there is a process preventing desired process

from executing then

then Termination is not satisfied

else if there are no other processes executing then Eventual Progress is not satisfied

else if the process can execute then

if the process never produces an output event

then Eventual Output is not satisfied else if process produces an output event then

if output is not a predicted component output

then Faithfulness is not satisfied elseProgress is satisfied

Figure 7.1: Necessity of Basic Progress PropertiesProgress is violated (by definition) when an input is sent to a component, yet the component isunable to process the event, produce a corresponding (predictable) output, and continueprocessing other events. The component must always eventually produce a predictable output;if we cannot predict the possible outputs, we cannot determine which outputs correspond towhich inputs and cannot therefore determine if the component will exhibit progress.The details of the proofs of necessity are given in Appendix B.

-65-7.5 Meta-Properties of Progress PropertiesTable 7.1 shows the meta-properties of the progress properties for the three types of compositionof components. The assessment of the meta-properties of the basic progress properties isincluded in Appendix D.The meta-properties of accessibility (AC), eventual output (EO), termination (TR), andeventual progress (EP) reflect the role of inputs to the system in the satisfiability of theseproperties. If the behaviours of the system are input-state independent then the meta-propertiesare satisfied regardless of the possible inputs or possible ordering of inputs. If the behaviourssatisfying these properties are not input-state independent, then we must ensure that theinterconnections of the composite system do not disallow the inputs required to maintain thesatisfiability of these properties. This must be assessed on a system-by-system basis. Thus wemust examine the behaviours of a composite system in order to evaluate the satisfiability of theseproperties.COMPOSITESTRUCTUREPROGRESS PROPERTIES

Meta-PropertyACEOTREPFTPVUT

Reflexive~x~x~x~x~x�

Product

Transitive~x~x~x~x~x�

Symmetric�

Closure~x~x~x~x~x�

Cascade

Symmetric~x~x~x~x~x�

Feedback

� = Property exhibits meta-property~x = Property exhibits meta-property if meta-environment unchanged andall behaviours are independent of state of component

Table 7.1: Meta-Properties of Basic Progress PropertiesFaithfulness (FT) will exhibit reflexivity, transitivity, symmetry or closure if the progressproperties of accessibility and eventual output also exhibit these meta-properties. This is becausefaithfulness combines these two properties together with information on the input-output relationbetween events. If these progress properties are satisfied, then the progress aspect of faithfulness

-66-will follow. The relation between input and output events at a component will not be affected bythe interconnections of other components.The properties of provenance (PV) and utility (UT) are dependent upon theinterconnections within the system. We assume that when a system is created, all and only therequired interconnections are made. Given this assumption, these properties exhibit reflexivity,symmetry, transitivity and closure.7.6 Defining System Specific Progress PropertiesThe basic progress properties introduced in this work are necessary for a system to be live. Thelive interaction of components in a system may require that we consider additional progressproperties. These properties will in part depend on the application in question. For example, anetwork system may require the eventual reliability of a lossy communication channel, whereas adatabase system may be required to be free from deadlock. The definition of application-specific system progress properties will not be addressedin detail in this work. We postulate that many, if not all, relevant properties will be definablebased on the experience of the system designers given the overall goals of the system’sbehaviour, and can be easily determined given the classification of the progress properties (seesection 2.5.2 or [MaPn92]).7.6.1 Classification of System Specific Progress PropertiesIn this section we will briefly highlight the progress classes of Manna and Pnueli [MaPn92] andthe role of properties within these classes in defining a system-specific progress property. Thebasic progress properties belong to the response class of properties, which strictly includes theobligation class of properties, and the safety and guarantee classes of property. Unless we havedefined all˚possible response properties, however, we cannot be sure that we have defined allrelevant safety, guarantee or obligation formulae.Guarantee properties, “b, can be used to specify that required events occur at least once.Because all events occurring at a component are defined by an input-output behaviour rule, andtherefore a response formula, the guarantee properties describing component behaviour arealready defined and included in the set of response formulae.Guarantee formulae may also be used to describe the behaviour of the environment, inparticular when there are certain events that we know must eventually occur, such as “logoff.Environment actions that may occur cannot be defined using guarantee formulae; we cannotplace a guarantee on the prescribed behaviour of the environment. We may, however, choose todefine such guarantee properties in order to clarify the implicitly made assumptions on anenvironment’s behaviour. This will then allow us to determine what will happen if theseassumptions are not met.

-67-Obligation properties, (

o

a˚�˚“b) or (“a˚fi˚“b), require that if one event occurs thenanother corresponding event must eventually occur, or, one event is always true or another eventeventually becomes true. Obligation formulae may be used to ensure that related events occur,where if one event occurs, we know that a related event must have already occurred or willeventually occur.The response properties,

o

“a or

o

(a˚fi˚“b), describe the required behaviour of acomponent. These properties are determined by applying the progress requirements to the input-output behaviour rules defining the component behaviour, resulting in a set of response formulaedescribing the behaviour of a system. For example, the input-output rule (a˚;˚b) gives theresponse property

o

(a˚fi˚“b).Response properties may also be defined for related pairs of input events and related pairsoutputs of events. For example, if a component produces a request to write to a file, therequirement that the same component eventually produce a request to close the file is representedby a response property:

o

( request_open_for_write_file fi “request_close_file )We can also define response properties that place similar assumptions on the required behaviourof the environment, so that a user requesting to open a file will eventually close that file.T h e c l a s s o f p e r s i s t e n c e f o r m u l a e , “

o

b, is the dual of the class of the responseformulae. This property specifies that something eventually becomes true for all time, such asLamport’s requirement on stuttering [Lam77].Reactivity properties, (

o

“a˚�“

o

b) or (

o

“c˚fi˚

o

“a) or (“

o

d˚fi˚“

o

b), areused "to describe a response of a more complicated type, which does not guarantee a response toa single stimuli ... we want to commit the system to eventually respond to sufficiently manystimuli, but not specify a bound on how many stimuli may happen before the eventual response"(p. 294, [MaPn92]).If we represent the reactivity schemata as (�

o

“a˚fi“

o

b), or, equivalently,(“

o

�å fi“

o

b), then if a sequence eventually stabilises to �a , t h e n i t w i l l e v e n t u a l l y stabilise to b.If we represent the reactivity schemata as (�“

o

b˚fi

o

“a), or, equivalently, (

o

“�bfi

o

“a), this can be represented as a dependency between two response formulae,

o

(�b˚fi“c)˚fi˚

o

(a˚fi“d). Thus if one response must trigger another response, we canrepresent this as a reactivity property.We can represent the reactivity schemata in infinitely many equivalent forms. Weintroduce these two equivalent forms based on response and persistence in the belief that anyreactivity properties containing new restrictions on the behaviour of the system will be due to theinterrelationship between these two "lower" schemata.When defining system-specific progress properties, we must do our utmost to ensure thata property is defined in the simplest class possible. As we move up the lattice of progress

-68-properties, we must ensure that each new property brings an additional, previously unconsideredrequirement to the table. This makes it easier to understand its goals and to ensure its truth for asystem’s behaviour.The definition of system-specific properties will require a detailed knowledge of theintended operation of the system. A system administrator should be able to use the generaldefinitions of progress classes to help determine if there are specific requirements unique to agiven system. This method is no more scientific that current hit-or-miss methods; it is hopedthat the consideration of these progress classes will make the method more comprehensive thancurrent approaches.It is reasonable to expect that most progress properties required will be known fromprevious experience with system analysis. We must ensure that progress properties are correctlyidentified as such. Properties, such as faithfulness, that appear to be safety properties must becorrectly identified as progress properties.7.7 Bounded Response Time of a SystemProgress and liveness properties take advantage of the temporal operator “. This implies onlythat something will happen eventually (in the future). It places no restrictions on how far into thefuture something will happen. Progress may therefore be theoretically satisfied, even if arequired action takes ten years to complete. This indicates that there are some practical problemswith considering progress within the context of its formal definition.For example, the termination property requires that a process will terminate at some timein the future. Arguably, if a process does not terminate within some finite, bounded time then wemay as well consider it as not ever terminating, even if it can theoretically finish in the distantfuture. Therefore we introduce the notion of bounded or practical fairness. Bounded fairnessstates that a required action always occurs within a finite bounded time t.Basic Assumption of Bounded or Practical Fairness

An atomic action will always terminate within a finite, predetermined time, t.

We motivate the use of bounded fairness by noting that most users of computer systems have anintuitive notion of the response time that a system will exhibit for a given task. If the task greatlyexceeds this time, the system is assumed to be dead, hung or otherwise malfunctioning; thestandard reaction of many users is to reboot the system and start over. If the system does notrespond within a specified time, it is not behaving correctly, regardless of whether or not it istheoretically considered to be live under the unbounded response time model.Thus in terms of bounded fairness, the termination property is given as:

-69-"x : N � "i : N � "A : F � s{i}

|=

xa � s{i}

x“t �awhere “t is defined as a follows:(M

|=s

“t b) iff (M b )� (M

|=s

Ob) � ... � (M

|=s

Ot-1 b) � (M

Ot b)In previous work there have not been any bounds placed on the eventuality of an action.If an action may eventually occur at any time in the future (or the past) then we can deal withinfinite sequences, simplifying the proofs required for progress and liveness. We maintain thatthis is not strong enough a justification for the separation of practice and theory. Anyexaminations of progress using an automated tool or manual analysis must include a set ofguidelines based on bounded fairness.When we compose progress properties and create system properties, we must have somemethod of determining the delay t through the composite system. It is not feasible for anautomated tool to examine all possible sequences of infinite length, just as it is not feasible for auser to wait for the end of time to get a response from a system.The bounded delay can be determined by taking the delays incurred on the longestpossible path through the system, the average path through the system, the average response timeexpected by a knowledgeable and reputable expert user of similar composite systems, and so on.Each method will have advantages and disadvantages that will make them more or less attractivefor individual systems. As long as the delay is not short enough that the system can not be usedin practical situations, the choice of the delay can be left up to the modeller and characteristics ofthe system that is being modelled.We will continue to represent the behaviours of the components of a system withunbounded eventuality. When we assess the satisfiability of the basic progress properties for anactual component or system, we must replace all occurrence of “ within the basic progressproperties with “t and then prove that the system behaviours continue to satisfy the boundedbasic progress properties. We believe that the extra complexity introduced by the use of boundedeventuality will be more than offset by the practicality of this approach and its applicability toreal-world systems.

-70-8. Compatible PropertiesThere are characters which are continually creatingcollisions and nodes for themselves in dramaswhich nobody is prepared to act with them.Their susceptibilities will clash against objectsthat remain innocently quiet.GEORGE ELIOT: MiddlemarchThe order of the operations "putting your socks on"and "putting your shoes on" is of practical importance.JOHN ADDISONIn this chapter we introduce and discuss the compatibility of properties. The compatibility ofpolicies and properties has been introduced in previous work by Hinton and Lee [HiLe94]. Theability to determine the compatibility of policies is of obvious importance when designing asystem; we would like to ensure that the goals of the system are not contradictory. Knowledgeof the conditions of use or types of goals that lead to incompatible policies will allow us todesign useful systems with implementable policies.We begin by defining the compatibility of properties and the assessment of thecompatible property domain and compatible property specification. These indicate if therequirements and assumptions of the environment and the requirements on the behaviour of thesystem may be simultaneously satisfied. We define a method for assessing the compatibility ofproperties and examine the transitivity of the compatibility assessment.The requirements for compatible basic safety and progress properties are discussed. Wealso discuss the phenomenon of order-of-application compatibility, which may result whenmechanisms within a system are used to dynamically disallow behaviours that will violate thegoals of a desired property.

-71-8.1 Compatibility of PropertiesTwo properties are compatible if the goals of the two properties are not mutually exclusive.Properties that are compatible are simultaneously satisfied by the behaviour of a system.Incompatibilities may not be apparent in the policy statements but will be detectable byanalysing the formal properties. This will help indicate if policies become incompatible in theformal instantiation because of a discrepancy in the translation of policy to property.8.2 Compatible Property DomainThe compatible property domain defines the common environment required by differentproperties. This environment may be a subset of the environments required by the individualproperties, where there are events that are allowed by one property that are not allowed byanother property.Consider the general property domain,Q ” "x : N � li : N � lA : Fma{F}All properties are defined over all positions in the sequence, "x : N. A property may be definedfor a subset of the components in the system, $i : N. If this is the case, we must examine thecompatibility of this property with other properties that are required to be satisfied at thatcomponent. The compatibility of a property with properties that do not apply to the samecomponent is irrelevant.8.2.1 Compatibility of Property DomainsThe compatible property domain Q, of two individual event domains, Qi and Qj is defined asfollows:Q = Qi *Qj = ("x : N � l˚i1 i : Ni � l̊ i2 A : Fma{F} ) * ("x : N � lj1j : Nj � lj2B : Fma{F} ) = ("x : N � l˚i1 i : Ni

∩

Nj � j1j : Ni

∩

Nj � l̊ i2 A , lj2B : Fma{F˚i

∩

F̊ j})Within the compatible domain, N ˚i

∩

N̊ j defines the components in the system to which theproperty applies. Fma{F˚i

∩

F̊ j} defines the event domain common to both properties.The first step in the compatibility assessment of properties is to determine the compatibleproperty domain. For example, given two domain-dependent properties, Q˚i and Q˚j,Q˚i = "x : N � l˚i1 i: Ni � l̊ i2 A : Fma{F(i(in))}Q˚j = "x : N � l˚˚j1 j : N̊ j� l̊ j2 B : Fma{F(j(in))}If the properties Pi and Pj are compatible, they will be compatible given the property domains Q’iand Q’j as follows:

-72-Q’˚i = "x : N � l˚i1 i: Ni

∩

Nj � l̊ i2 A : Fma{F(i(in),F(j(in))}Q’˚j = "x : N � l˚j1j : N̊ i

∩

N̊ j� l̊ j2 B : Fma{F(i(in),F(j(in))}Thus if the system is defined to have environment specified by F(i(in)),F(j(in)) then theproperties may be simultaneously satisfied. If the compatible property domain is defined overthe empty set of events (˘) then the two properties will not interfere with one another. Theycannot place conflicting requirements on the behaviour of the system because they are definedfor distinct sets of events. If the two properties Qi and Qj are defined asQ˚i = "x : N � l˚i1 i: Ni � l̊ i2 A : Fma{F(in)}Q˚j = "x : N � l˚j1˚j : Nj � l̊ j2 B :Fma{F(out)}then the common event domain is F(in,out). If F(in,out) = ˘ then the properties will notinterfere with each other; they are therefore compatible.If the compatible event domain is defined such that, Q „ Q˚i or Q „ Q˚j then there areevents that are possible according to one property but are not possible according to the otherproperty. Thus it is possible that behaviours that satisfy one property will not satisfy the otherproperty.Properties that are incompatible because of the property domain can be made compatibleif both properties can be shown to be valid properties, corresponding to their original policy goal,given the restricted compatible domain, and if the domain of the component in question can beshown to correspond to the compatible property domain.8.3 Compatible Property SpecificationThe compatible property specification is defined as the logical conjunction of individual propertyspecifications. If the compatible property specification is trivially false, then the individualproperties are mutually exclusive: the truth of one property requires the falsity of the otherproperty.Consider the general property domain, S,S ” W� RThe compatible property specification, S, of two individual property specifications, Si and Sj isdefined as follows:S = S˚i�S˚j = S̊ j=S̊ i= (ai ˛ Fma{W̊ i}�Ri) � (aj ˛ Fma{W˚j}�Rj )= (ai ˛ Fma{W̊ i}� aj ˛ Fma{W̊ j})�(Ri � Rj )The world (W˚i � W˚j) is the r e q u i r e d w o r l d , defining the allowable events for thecompatible property. The common required world, W, is defined as:W = (W˚i �W˚j)

-73-Because the conjunction of logical formulae is equivalent to the intersection of sets [Lips81,MaPn92], the required world is equivalent to: W = (ai , aj ˛ Fma{W˚i

∩

W̊ j))Compatible properties must have a common required world, W.If W = W˚i =W̊ j then both properties are defined over the same sets of allowable eventsfor the system. If there is a common event domain (Q „ ˘) and no common required world,(W=˘), then the properties are not compatible. These properties are both applied to the samesubset of possible events within the environment; W=˘ implies that one property does not allowthe allowable events of the other property.Given the two required worlds, W˚i and W˚j,W˚i=F(i(A,in))W˚j=F(j(A,in))the common required world is given asW = F(i(A,in)),F(j(A,in)) If the common required world is such that W „ W˚i and W „ W˚j the different propertiesallow for different allowable events within the system. As with the compatible property domainassessment, properties that can be shown to be satisfied given the set of common allowableevents, can be shown to be compatible.The required behaviour, R, of two individual properties, R i and R˚j is defined as follows:R = (R i �R j)If the behaviours are such that (R i � R j) then the required behaviour R j will be satisfied if therequired behaviour R i is satisfied. This indicates that R i is a more specific requirement on thesame form of behaviour than R j. If (R i � R˚j) = ^ then the required behaviours replaceconflicting requirements on the behaviour of the system and the corresponding properties are notcompatible.8.3.1 Compatibility of Property SpecificationsTo determine the compatibility of the property specification we take the conjunction of the tworequired behaviours, fix the antecedent to the same event values at the same time, and determinethe effects, if any, on the consequence of the behaviours. If one of the properties is a staticformula of the form s

|=

xa � s xb, then we must consider the effects with both a and b as thefixed antecedent value.We may need to take advantage of the standard substitution theorem [BeMa92]:Substitution Theorem:

If "z[b(x/z)] arises from "xb by alphabetic change, then these two formulae are

logically equivalent.

-74-The substitution theorem is used in the compatible property assessment to fix the variables of theproperty specifications to search for incompatibilities.Suppose we have two properties, P1 and P2 , that have already been shown to have acommon, compatible property domain and required world:P1: "x : N� "i:N � "a :Fma{F} � $c : Fma{F} � s{i}

|=

xa � s{i}

x“cP2: "x : N� "i:N � "a :Fma{F} � s{i}

|=

xa � s{i}

x“�aWe use the substitution theorem to define property P2 over a distinct set of variables, using thesubstitution "b [P2 (a/b)]P2: "x : N� "i:N � "b :Fma{F} � s{i}

|=

xb � s{i}

x“�bThe compatible property specification is thereforeP1� P2 = "x : N� "i:N � "a,b : Fma{F} � $c :Fma{F} � (s{i}

|=

xa � s{i}

x“c)) � (s{i}

xb � s{i}

x“�b)We use the substitution theorem a second time, to fix the variables of P2 to one of the variablesof P1, a = b= "x : N �"i : N� "a : Fma{F} � $c : Fma{F} � (s{i}

|=

xa �s{i}

x“c) � (s{i}

xa � s{i}

x“�a)The resultant property is not trivially false when simultaneously applied at the same component.We again use the substitution theorem, to fix the variables of P2 to one of the variables of P1,c˚˚=˚b:= "x : N � "i : N � "a : Fma{F} � $c :Fma{F} � (s{i}

|=

xa �s{i}

x“c) � (s{i}

xc � s{i}

x“�c)="x : N � "i : N � "a : Fma{F} � $c :Fma{F} � (s{i}

|=

xa �s{i}

x“�c)A g a i n , t h e r e s u l t a n t p r o p e r t y i s n o t t r i v i a l l y f a l s e w h e n s i m u l t a n e o u s l y a p p l i e d a t t h e s a m e component. Therefore, the two properties P1 and P2 are compatible.We use the substitution theorem to examine the restrictions that properties simultaneouslyplace on events occurring at a given time in the sequence. If there are n variables specified in thecompatible event domain then we must consider at most n! different substitutions, or mappings.In the previous assessment, we examined the compatibility of two properties, fixing thevalues at a specific time in the sequence by setting a = b. If the property is shown to be triviallyfalse then it does not matter what the value of a (or b) is: the properties will be incompatible forall possible values.

-75-8.4 Compatibility Assessment of PropertiesThe assessment of the compatibility of properties has three distinct parts: the assessment of thecompatible property domain, the compatible required world and the evaluation of the propertiesapplied simultaneously to a system. Figure 8.1 describes the process of evaluating thecompatibility of two components.If two individual properties have the same property domain, required world, and a non-trivial required behaviour, then they are compatible. Compatible properties may be treated as asingle property instead of individual properties. We will often continue to treat these propertiesas individual properties, eschewing the more complex multi-goal compatible property.Determine Compatible Property Domain Qi *Qj

if˚Qi * Qj „ Qi „ Qj then properties require incompatible domains else if Qi * Qj = Qi „ Qj then if Qj � Qi then

if˚Pj not satisfied given Qi then

elseproperties may be compatible: continue

Determine Compatible Required World Wi � Wj

if˚Wi � Wj „ Wi „ Wj then properties place conflicting requirements / assumptions on meta-environment of component else if Wi �Wj = Wi „ Wj then if Wj � Wi then if˚Pj not satisfied given Wi then properties place conflicting requirements / assumptions on meta-environment of component

else if Wi �Wj = Wi = Wj then properties may be compatible: continue

Evaluate Compatible Properties: (Qi � Wi �R i ) � (Qj � Wj �R j )

for all˚combinations of variables of Pi at Pj ifPi � Pj = ^ then properties not compatible: stop

otherwise properties compatible

Figure 8.1: Compatibility Assessment of Properties P

i and P j

-76-8.4.1 Using Sub-Properties in the Compatibility AssessmentThere are properties that specify requirements on "compound" sequences in a system. Theseproperties can be separated into sub-properties. For example, the property Pi, defined below, canbe separated into subproperties Pi1 and Pi2 as follows:Pi ="x : N � li : N � lA : Fma{F} � s(N+E;i)

|=

xA = "x : N � li : N� lA1,A2 :Fma{F} � s(N;i)

|=

xA1 � s(E;i) xA2 = { "x : N � li:N � lA1 Fma{F} � s(N;i)

|=

xA1} � {"x : N � li : N � lA2 :Fma{F} � s(E;i)

|=

xA2}=Pi1 � Pi2This property can be further divided with a subproperty for each component in the set ofcomponents, N, if necessary.Properties may also define different subsets of possible or allowable events over differentsubsequences in a system, given different characteristics of events. These properties areseparated into sub-properties as follows:Pi ="x : N � li : N � lA : Fma{F(char1)} � lB : Fma{F(char2)} �s(N;i)

|=

xA � s(E;i)

x B = { "x : N� li : N� lA : Fma{F(char1)} � s(N;i)

xA } � { "x : N �li : N �lB : Fma{F(char2)} � s(E;i)

|=

xB }=Pi1 � Pi2Sub-properties of properties allow us to examine the compatibility of relevant aspects of aproperty. For example, if one property places a specification on the events received from theenvironment, we can exclude from the compatibility assessment the sub-property of a secondproperty that applies only to events received from other components.8.5 Transitivity of Compatibility AssessmentAs with the composition of properties and systems, transitivity of the compatibility assessmentwill allow us to pair-wise examine a set of properties. If the compatibility assessment is nottransitive then we must examine the compatibility of all possible properties simultaneously.The compatibility of the required behaviour is transitive: (R i � R j) �(R j �R˚k)� (R i �R k). This follows from the transitivity of conjunction.The compatibility of the required world and the compatible property are not transitive.This follows because the intersection of sets is not transitive. For three properties, Pi, Pj , Pk,transitivity of the compatibility assessment would require (Q = Q˚i *Q j) � (Q = Q j * Q k)� ( Q= Q i *Q k).IfQ j � Q̊ i and Q j � Q k,itfollowsthatQ i

∩

Q k may include events excluded byQ j. The same follows for the required world, where (W = Wi

∩

Wj) �(W=Wj

∩

Wk) �/ (W=Wi

∩

Wk).

-77-There are conditions where the transitivity of the compatible property domain andrequired world will follow. If (Q i

∩

Q˚j) = (Q j

∩

Q˚k ) = (Q˚i

∩

Q˚k ) and (Wi

∩

Wj) = (Wj

∩

W k) = (Wi

∩

W k ) then the transitivity of the compatibility assessment follows. Transitivityalso follows (trivially) if Q i = Q j = Q kandWi˚ =˚Wj˚=˚Wk.The compatibility assessment of the domain-independent properties exhibits transitivitybecause they are all quantified over all N and all Fma{F}. The compatibility assessment of thedomain-dependent properties does not in general exhibit transitivity because these properties arequantified over different event domains and required worlds, such that Q i „ Q j „ Q k and Wi „Wj „ Wk.8.6 Compatibility of Basic PropertiesThe compatibility of the basic properties is given in Table 8.1. The details of the assessments areincluded in Appendix F. With the basic safety and progress properties it is the required domainthat leads to incompatibilities of properties, not the requirements on the system behaviours.The properties of confidentiality and integrity are compatible, given that each fulfils therequirements of the other in terms of the observation and modification events. The compatibilityof different levels of optimism is of interest as it describes the relationships between theseproperties. If the property of pessimistic confidentiality (integrity) is satisfied by the behaviourof a system, then so will the properties of weakly environment optimistic, weakly componentoptimistic and strongly optimistic confidentiality (integrity).The pessimistic property defines the most restrictive domain, in which there are noallowable unacceptable observation (modification) events. Thus we can safely assume that nouser will send an unacceptable event to the system and no component will send an unacceptableevent to a vulnerable component. Likewise, strongly optimistic integrity (confidentiality)implies that both weakly environment optimistic and weakly component optimistic integrity(confidentiality) apply, as strongly optimistic incorporates the assumptions of these twoindividual properties.The properties of weakly environment optimistic and weakly component optimisticintegrity (confidentiality) are not in general compatible with each other. That is, one requiresthat we trust the environment, and one requires that we trust the components. If we were able totrust both the environment and the components then strongly optimistic integrity (confidentiality)would apply. If we were unable to trust either, then pessimistic integrity (confidentiality) wouldapply.The property of authenticity is compatible with the pessimistic and weakly component optimisticproperties. It is not necessarily compatible with the weakly environment optimistic or

-78-PIEOCEOICOCCOISOCSOIAUACEPTREOFTPVUT

u�u�u�u�;;;;u;;PC

u�u�u�;;;;u;;PI

u6u�uu;;;;u;;EOC u6u�u;;;;u;;EOI u�u�;;;;u;;COC u�;;;;u;;COI uu;;;;u;;SOC u;;;;u;;SOI

;;;;u;;AU �AC �EP �TR �EO�FT�PV� = Compatibleu = Compatible given common property domain; = Compatible if domain-independent property satisfiedover domain-dependent domain� = Row property implies column property if satisfied by behaviour (compatible)� = Column property implies row property if satisfied by behaviour (compatible)� = Dependent properties; if one fails, other will also fail6 = Not compatible

Table 8.1: Compatibility of Basic Safety and Progress Propertiesstrongly optimistic properties, both of which make assumptions about the behaviour of the outputof the components.The basic progress properties (except faithfulness) are compatible with the domain-dependent basic safety properties when defined over the property domain specified by the safetyproperties. The required behaviours themselves are compatible.Faithfulness is compatible with the domain-dependent safety properties provided thatfaithfulness is defined over the property domain required by the safety property and that this

-79-domain does not disallow the input or output half of any of the component behaviour rulesspecified by faithfulness.If faithfulness is satisfied, then so are accessibility and eventual output: FT � EO and FT� AC. The converse is not true: EO �/ FT and AC �/ FT because faithfulness placesrestrictions on the relationship between the input events (which cause the state of the component)and the output events.The progress properties of provenance and utility are interdependent physical properties.If one fails, then the other will also fail. The usefulness in these two separate properties is inclearly identifying the separate goals of the two properties, and identifying the form of thefailure. If PV � UT but UT �/ PV then there is a channel in the system that is being divertedfrom its intended destination. If UT � PV but PV �/ UT then there is an unknown channelacting as an input source within the system.The conditions of the compatibility of the basic safety and progress properties need to beconsidered when we are evaluating the properties of a system. When we evaluate thesatisfiability of these properties we must also ensure that the conditions for compatibility, asdescribed above, are met. In particular, we must ensure that the domain-dependent properties donot place conflicting requirements on the behaviour of the system. We must also examine thecompatibility of any system-specific properties to ensure that we have not inadvertently definedproperties that conflict with each other or with the existing basic safety and progress properties.8.7 Order-of-Application CompatibilityProperties may be incompatible because of potentially conflicting requirements on theenvironment or behaviour of the system. This incompatibility may manifest itself as a form ofincompatibility resulting from the order in which properties are applied to a system.It may be that a system will require minor modifications so that it will exhibit a givenproperty, either to the system behaviour, allowable events or connections within the system. Wemust ensure that these modifications do not result in subtle changes to the system such that it nolonger satisfies previously satisfied and previously assessed properties. These modificationsintroduce incompatibility because they modify the system and its behaviour so that otherproperties are no longer satisfied.If a system is modified so that it satisfies a policy with a specific goal, we cannot then re-modify it to satisfy a more general policy goal without violating previously satisfied properties.This is an example of order-of-application compatibility. If a more general goal is satisfied anda more specific property is applied, we may reduce the scope of the general goal. This will notviolate the existing general property.

-80-9. Emergent PropertiesThe doubt of future foes exiles my present joy,And with me warns to shun such snares as threten mine annoy.For falsehood now doth flow, and subject faith doth ebbWhich would not be, if reason rules or wisdom weaved the web.But clouds of toys untried do cloak aspiring minds,Which turn to rain of late repent, by course of changed winds.The top of hope supposed, the root of ruth will be,And fruitless all their graff�d guiles, as shortly ye shall see.QUEEN ELIZABETH I: The Doubt of Future FoesIn this section we introduce and discuss the emergence of properties. Emergent properties arethose that are gained or lost when systems are composed. The idea of emergent properties wasinitially discussed by Bertalanffy [Bert68] with respect to biological systems. Nancy Levesonintroduced the idea of emergent behaviours with respect to computer system behaviour when sheobserved that "Safety is [such] an emergent property" [Lev91]. Leveson defines emergentproperties as "properties of a complex system that emerge or arise only when components are puttogether and are not visible or identifiable by considering only individual components" [Lev91].When we interconnect systems, new behaviours become possible. These new behavioursare relevant to the composite system and can be said to emerge; they were not relevant orpossible for any of the individual components. New behaviours may not be governed by theproperties of the component systems, which in turn may not represent the overall goals of thecomposite system. Thus we need to define, identify, and prove properties that emerge for thecomposite system and its emergent behaviour. In this chapter we define the emergent properties,investigate how to identify them and prove their satisfiability for a given composite system.

-81-9.1 Emergent PropertiesProperties reflect the desired behaviour of a system; if a system is changed, its behaviour maychange and its desired behaviour may also change. The composition of components results in asystem with emergent behaviour, behaviour not possible for the individual components butexhibited by the interconnection of these components. Emergent properties reflect the desiredgoals of this emergent behaviour.Emergent properties may be gained or lost when components are composed. A gain ofproperties occurs when an individual component that does not exhibit a certain property doesexhibit that property when composed with another component (which may or may not exhibitthat property). The loss of a property at a component (de-emergence) occurs when a componentthat does exhibit a certain property no longer exhibits that property when composed with othercomponents (which may or may not exhibit the property). There is often an implicit assumptionthat the properties of a component will continue to be satisfied by that component wheninterconnected with other components. If this assumption is shown to be false, the properties inquestion are said to de-emerge.˚There are many real-world examples of systems that exhibit emergent behaviours,described by emergent properties. For example, the logic gates and, or, not have simple, easilyexpressed properties. These properties alone give little information about the possiblebehaviours of the possible interconnections of these gates. Without additional knowledge ofhow these logic gates are to be interconnected, we have no way of knowing, a priori, whatproperties or behaviours a composite system will satisfy. We cannot determine if the propertiesof a binary adder will emerge on the composition of these logic gates; if we have created a seriesof flip-flops, the composite system may have exhibited the properties of a shift register. Themeta-stable behaviour of an interconnection of logic gates is another example of emergentbehaviour that is not easily predictable without the detailed knowledge of the behaviour of thegates, their interconnections, and the behaviour of the interconnected components.If we have defined all relevant properties then there can be no new ones. As we are notyet at the stage (and it is not likely that we ever will be) where we are able to define all relevantproperties, or even identify that we have defined all relevant properties, it seems likely that newproperties will always come into existence on composition.9.2 Representation of Emergent PropertiesConsider two components, Ci and Cj with the sets of properties, P(Ci) and P(Cj) respectively.The notation P(Ci), reads as "the set of properties of component Ci, where a property that issatisfied by the behaviour of Ci belongs to the set P(Ci)

-82-$Pk� sat(Ci, P˚k) � Pk ˛ P(Ci)where sat(Ci, P k):C i x Pk fi {T,^}. There may be properties of a component C i that belong toP(Ci) yet are not satisfied by the component’s behaviour; it is common to require that suchproperties be satisfied. A composite system has the set of propertiesP(&(C i, Cj) )where the properties may be composed as product, cascade, feedback, or some generalcomposition of components, & = {&P, &C, &F, &}. The conditions for emergent properties aregiven in Table 9.1.P k˛

P(C i)P(C j)P(&(C i, Cj))Property Type

0TTTComposable

1TT^Not Composable2T^TEmergent (Type 1)3T^^Not Emergent4^TTEmergent (Type 1)5^T^Not Emergent

6^^TEmergent (Type 2)7^^^Irrelevant

Table 9.1: Classes of Emergent PropertiesIf there is a property Pk common to the individual components and the composite systemand satisfied by the behaviour of the individual components and the composite system,$Pk:P(Ci)

∩

P(Cj)

∩

P(&(Ci, Cj) �( sat(Ci,Pk) � sat(Cj,Pk) � sat(&(Ci, Cj),Pk) )then the property Pk is composable for this composite system. This property may not becomposable for different combinations of systems: the composability of this property for allpossible combinations of components does not automatically follow from this specification. Thiscorresponds to line 0 in Table 9.1.If there is a property, Pk, such that$Pk:P(Ci)

∩

P(Cj) �( sat(Ci,Pk) � sat(Cj,Pk) � �sat(&(Ci, Cj), Pk) )then the property Pk is not composable (line 1 in Table 10.1).There are six other possible relations between properties of components and systems thatmust be considered. Line 7 describes properties that are not relevant to the individual systemsnor the composite system. We do not need to consider such properties.

-83-Lines 2 and 4 in Table 9.1 define a property Pk such that$Pk:P(Ci)

∩

P(&(Ci, Cj) �( sat(Ci,Pk) � �sat(Cj,Pk) � sat(&(Ci, Cj), Pk) )Property Pk is an emergent property. This property may or may not be relevant to Cj within thecontext of the composite system (as opposed to Cj as an individual, stand-alone system). Thisproperty is defined to be a type 1 emergent property.Line 6 in Table 9.1 defines a property Pk is such that$Pk:P(&(Ci, Cj) �( �sat(Ci,Pk) � �sat(Cj,Pk) � sat(&(Ci, Cj), Pk) )Property Pk is an emergent property. Pk does not apply to any of the individual components ofthe system but does apply to the behaviour of the composite system. Pk is defined to be a type 2emergent property.The final relation between properties (lines 3 and 5 of Table 9.1) defines the property Pk$Pk:P(Ci) �( sat(Ci,Pk) � �sat(Cj,Pk) � �sat(&(Ci, Cj),Pk) )where the property Pk i s a p p l i c a b l e t o t h e b e h a v i o u r o f o n e ( o r m o r e ) b u t n o t a l l o f t h e components and is not applicable to the behaviour of the other components in the system nor tothe behaviour of the composite system.In the above discussion it has been assumed that the properties of Ci and Cj continue tobe satisfied by the components within the composite system.9.3 Types of Emergent PropertiesType 1 emergent properties are those that are known properties satisfied by individualcomponents. Given the properties of the individual components, we must decide which areapplicable to the composite system and ensure that they are satisfied by the composite system. Ifthese properties are also required to be satisfied by (some or all of) the components within thecomposite system, we must assess their satisfiability at these components.A type 2 emergent property, like a type 1 emergent property, is gained on composition.Unlike a type 1 emergent property, it is not satisfied by any of the individual components. Aswith type 1 properties, these emergent properties may be required to be satisfied by thecomponents within the context of the composite system. If so, we must assess the satisfiabilityof these properties at the relevant components. The recognition of previously identifiedproperties satisfied on composition, while tedious, is simply a matter of determining which, ifany, of the previously identified properties are satisfied by the composite system behaviour.The difficulty with type 2 emergent properties is in the identification and recognition oftheoretically relevant but previously unknown˚properties. These properties are referred to as

-84-pedantic properties5. These properties formally specify the goals of the desired behaviour for acomposite system. They ensure that no previously unconsidered type of behaviour will violatethese goals. For example, before 1981 (approximately), non-interference [GoMe82, GoMe84]was a pedantic property. Pedantic properties that do not affect the desired behaviour of thesystem can be ignored. Known relevant properties have been designed (some by trial and error and somethrough bitter experience) to deal with known problems. If we are not aware of a potentialproblem then we can not identify it, nor can we identify any sequences that would violate thisproblematic behaviour, nor can we identify any properties that would describe only the allowedbehaviours. Therefore, the key to the identification of pedantic properties is a knowledge andunderstanding of the threats, risks and vulnerabilities of a system, and those introduced throughcomposition.9.4 De-Emergent PropertiesWhile new properties and behaviour may emerge on composition, we also need to ensure thatdesired properties do not de-emerge. A property is said to de-emerge if it is no longer satisfiedby a component within the context of a given composite system. De-emergent properties are notcomposable, although properties that are not composable need not be de-emergent.Composability of properties will be discussed in detail in Chapter 10. De-emergent propertiesare of interest because they indicate that components may lose their functionality or securityfeatures when connected with other components.Within the context of emergent properties, a composable property is one that is satisfiedby two components, by the interconnection of the two components, and continues to be satisfiedby the individual components within the composite system. A de-emergent property is one thatis not satisfied by the interconnection of the components, and is no longer satisfied by at leastone of the individual components. A non-composable property, by contrast, will not be satisfiedby the interconnection of the components but will continue to be satisfied by the individualcomponents within the context of the composite system. Therefore we must take care to considerthe composability, non-composability and possible de-emergence of a property in a compositesystem.

5pedant n. 1 a person who insists on strict adherence to formal rules or literal meaning at the expense of thewider view. 2 a person who rates academic learning or technical knowledge above everything. 3 a person who isobsessed by a theory; a doctrinaire. (p. 977, The Concise Oxford Dictionary of Current English, Eighth Edition,1990)

-85-9.5 Assessment of Emergent PropertiesAn informal algorithm to determine emergent properties for a composite system, C, with twocomponents, Ci, Cj, is given in Figures 9.1 and 9.2. There are several Boolean relations that areused in this algorithm. They represent the characteristics of the composability of a property andrelevance of a property to the required goals of a component’s behaviour. These are defined as:composable (Pi) : P i fi {T,^}The property Pi is composablerelevant (Ci,Pi): Ci xPi fi {T,^}The property Pi is relevant to thebehaviour of component Ci We also define the following notational constructs:C(Ci):Component Ci within composite system C"Ci=1P(Ci) :Set of all properties for components in C(Ci=1P(Ci):Set of properties common to components in CP(C) "= Pk :P(C) = P(C) " Pk Set of properties P(C) union property PkG(C) : Goals of behaviour of composite systemC represented as a set of propertiesWe adopt the following approach to the determination of emergent properties:Part I: Examine all (known and relevant) properties of components of composite system.Ensure that emergent properties are satisfied by the relevant components (are not de-emergent).Ensure that all type 1 emergent properties are satisfied by the composite system.Part II: Represent the desired system behaviour as properties of composite system. If the goalis entailed by an existing system property, it will have been examined in Part I. If the goal isentailed by a known property of a similar system, assess this (type 2) property for the compositesystem. Otherwise, the goal represents a pedantic property.The properties that are considered in Figure 9.1 are all known, defined properties. Thisalgorithm defines a concise method for assessing the role of these properties, including non-composable properties, as potential emergent properties. Figure 9.2 describes the process ofidentifying and assessing the type 2 emergent properties, those properties that are not alsoproperties of the individual components of the system.Once a pedantic property is identified, it is no longer, by definition, a pedantic property.For the purposes of this work (and the sanity of the system analyst) we will classify such aproperty as pedantic until after we have completed our analysis, at which point it becomes aknown property of similar systems.

-86-PART I: COMPOSABLE + TYPE 1 EMERGENT PROPERTIES

"Pk: "Ci=1P(Ci)ifPk ˛ (Ci=1P(Ci) then property common to all components

if�composable(Pk) thenif relevant(C,Pk) thenP(C) "= Pk add to properties of composite system

if �sat(C,Pk)thenrequired property not satisfied by composite systemadd to list of not-satisfied, required propertieselse required property satisfied: okayelse not relevant to composite system: okay"Ci : Cif �sat(C(Ci),Pk) thenrequired property de-emergent at component Ciwithin composite systemadd to list of not-satisfied, required propertieselse required property continues to be satisfied: okayelse required property composable: okayelse property not common or relevant to all components"Ci : Cif Pk ˛ P(Ci) thenif �sat(C(Ci),Pk) then

required property de-emergent at component Ci within composite system add to list of not-satisfied, required properties elserequired property satisfied: okay else if relevant(C(Ci),Pk) then

if �sat(C(Ci),Pk) thenproperty relevant to component within system,yet property not satisfied by component within systemadd to list of not-satisfied, required propertiesif relevant(C,Pk) thenP(C) "= Pk add to properties of composite systemif �sat(C,Pk)thentype 1 emergent property not satisfied by systemadd to list of not-satisfied, required propertiesFigure 9.1: Assessment of Composable and Type 1 Emergent Properties

-87-PART II: TYPE 2 AND PEDANTIC PROPERTIES

Represent overall goals as properties of composite system: G(C)

"Pk: G(C)ifPk ˛ P(C) thenPk entailed by an existing property: examined in Part I.

elseif Pk˛ P(similar systems) then

Pk entailed by a known property

P(C) "= Pkadd to properties of composite system

if �sat(C, Pk)thentype 2 emergent property not satisfied by systemadd to list of not-satisfied, required propertieselseP(C) "= Pkadd to properties of composite system

if �sat(C, Pk)thenpedantic property not satisfied by composite systemadd to list of not-satisfied, required properties"Ci : Cif relevant(C(Ci),Pk) thenrelevant to components within systemif �sat(C(Ci),Pk) thentype 2 emergent property not satisfied by componentsadd to list of not-satisfied, required propertiesFigure 9.2: Assessment of Type 2 Emergent Properties9.6 Composability and EmergenceIf we compose a component that satisfies a known property with a component that does notsatisfy this property, resulting in a composite system that does satisfy this property, then thisproperty exhibits the characteristics of an emergent property.Consider a system created by cascading a counter and one of two modulo counters: amodulo-2 and a modulo-3 counter. We use a clock to supply the inputs to the system. Eachcounter on its own has the property that it will produce an output on every (second) (third) clocktick.

-88-CounterMod-3

Mod-2Counter

Mod-3Counter

Mod-2Counter

Figure 9.3: Composition of Clocks and Modulo CountersThe interconnected systems are shown in Figure 9.3.The modulo-2 counter has the property that the output is a 0 if n mod2˚„˚0, where n is thenumber of clock ticks received, and 1 otherwise. Thus if the modulo-2 counter is connected to aclock and a counter, the resulting system will "count" every second clock tick. A similar systemwith the modulo-3 counter has a similar property, "counting" every third clock tick.If the modulo-counters are connected in cascade, the resultant system will not exhibiteither of the individual properties; these properties are not composable. Instead, a new propertyemerges for the composite system. Using a clock to supply an input to the composite system, wefind that the composite system will count one of every six clock ticks. This emergent property isindependent of the order in which we cascade the two modulo-counters.Let C1˚represent the (modulo-1) counter, where P(C1) = { P1 }Let C2˚represent the modulo-2 counter, where P(C2) = { P2 }Let C3˚represent the modulo-3 counter, where P(C3) = { P3 }Given the properties Pi (and behaviours, Bi ) of these componentsP1 = B1 = "x : N � (s{i}(in)

|=

xtick� s{i}(out)

xtick)P2 = B2 = "x : N � ((s{i}(in)

xtick� x mod 2) � s{i}(out)

xtick)P3 = B3 = "x : N � ((s{i}(in)

xtick� x mod 3) � s{i}(out)

|=

xtick)T h e a s s e s s m e n t o f p r o p e r t i e s o f t h e c o m p o s i t i o n o f t h e m o d - 2 a n d m o d - 3 c o u n t e r s according to the algorithms given in Figures 9.1 and 9.2 easily determines that the property P6emerges on composition.P6 ” "x : N� (s{i}(in)

xtick� x mod 6 ) � s{i}(out)

xtick)N e i t h e r P 1 , P2 nor P3˚is a type 1 emergent property for the composite system. There are nocomposable or type 1 emergent properties of the composite system. If we compare property P6with the behaviour of the composite system, it is easy to see that the actual behaviour of thesystem represents the desired behaviour of the system. Thus the property of this compositesystem is an (easily identified) pedantic property.

-89-9.7 Compatibility and EmergenceCompatible properties may act as emergent properties. Consider the composition of twocomponents, satisfying different strengths (levels of optimism) of the same property. A simplecompatibility assessment of these two properties [HiLe94] indicates that the less optimisticproperty is common to both systems. On composition, the more optimistic (stronger) propertymay no longer be satisfied by the individual component, nor by the composite system. Thus thestronger property is a de-emergent property; the contradiction of the stronger property acts as anemergent property for the composite system. This agrees with an observation made by JohnMcLean that "a [possibilistic] property seems to be preserved by being cascaded [composed]with itself or with a stronger property." [McL94]

-90-10. Composition of PropertiesAt night there came into the hostelrySome nine and twenty in a companyOf sundry folk happening them to fallIn fellowship, and they were pilgrims allThat towards Canterbury meant to rideGEOFFREY CHAUCER: The Canterbury Tales(tr. Nevil Coghill)In this chapter we discuss the composition of properties describing the desired behaviour ofindividual and composite systems. The goal of, and difficulty with, composition is to determinebefore a system is composed if the properties of the components will also be properties of thecomposite system. At present this is at best a difficult task; for many compositions it is notpractical. Composition is of interest because it allows us to evaluate properties for individualcomponents and then compose large, complex systems from these components such that theproperties will be satisfied by the complex system. Knowledge of the composability ofproperties obviates the need to re-evaluate properties for a complex system; the properties areknown from construction. In this chapter we examine the composability of the basic safety and progress propertiesand the threats to their satisfiability for a composite system. We propose a method for assessingthe satisfiability of non-composable properties. We conclude with a Composition Principle.This Composition Principle is a circular set of rules used to assess the composability andsatisfiability of properties for a composite system.

-91-10.1 Composition of PropertiesThe basic safety and progress properties must be satisfied by the individual components and bythe interconnection of the components, the composite system. Properties that apply to bothcomponents and systems, be they the basic properties proposed in this work, possibilistic securityproperties, or other system-specific properties, must be satisfied by all relevant components.A property is composable if it is satisfied by the behaviour of the general compositionstructure of the feedback, cascade or product composition of components. Non-composableproperties are not satisfied by the behaviour of feedback, cascade or product compositions. Aproperty that is not composable may be satisfied for a composite system. However, such aproperty will not be known, a priori, to be satisfied by the composite system.The composability of a property is dependent on the type of property (domain-dependentor independent), its meta-properties (transitive, closed, et cetera), and the type of composition(product, cascade, feedback). Properties that are transitive and closed for a given construct willbe composable for compositions using this construct. If a property is reflexive, then the propertyis satisfied by the component and the composition of the component with a self-feedback loop.Reflexivity of a property is independent of structure. If a property is symmetric, it will becomposable for a system with feedback. Symmetry of properties for feedback systems followsby the definition of a feedback composite structure. Domain-dependent properties are notcomposable if the individual components do not have identical environments and environmentassumptions.If a property is composable for a desired composition construct, then this property isknown to be satisfied by the behaviour of the composite systems with this structure. If aproperty is not composable for the given construct and is relevant to the composite system, wemust assess the satisfiability of this property given the behaviour of the composite system.10.2 Composition of Basic Safety PropertiesThe basic safety properties are not composable: they are not satisfied by the behaviour of aproduct, cascade, or feedback composition of components satisfying these properties. Thisfollows because they are domain-dependent, and is verified by the meta-properties of the basicsafety properties. Table 10.1 lists the basic safety properties and threats to their satisfiabilitywithin a system. Knowledge of the potential threats to a system will help us to design andinterconnect systems such that they are not susceptible to such threats and to identify such threatswithin a composite system.PropertyThreats to Property on Composition

-92-Confidentiality / IntegrityEvents that are unacceptable and previously not possible may bereceived by a vulnerable component from either the environment orfrom another component.

P.C. / I.All potentially harmful events from either the environment or fromsystem components must be disallowed.

EOC. / I.Potentially harmful events that may be received from othercomponents must be disallowed. Such events are assumed not to bereceived from the environment.

COC. / I.Potentially harmful events that may be received from theenvironment must be disallowed. Such events are assumed not to bereceived from the system components.

SOC. / I.Potentially harmful events are assumed not to be received from thesystem components or from the environment.

AuthenticityComponent may produce unknown outputs in response to unknowninputs that become possible on interconnection.

Table 10.1: Threats to and Remedies for Safety on Composition10.2.1 Assessment of Safety PropertiesThe composite and meta-environment of a system and its components must correspond with thedomain required by the domain-dependent properties. Figure 10.1 defines the process ofevaluating the domain of a composite system with respect to the confidentiality and integrityproperties, presented in 2-system form for simplicity. This process is easily extended to dealwith more than 2 systems.This process defines the conditions under which the various confidentiality and integrityproperties are not satisfied. If an event common to both components is acceptable to onecomponent and unacceptable to the other component, the pessimistic property cannot besatisfied. If the connections within the system are such that this unacceptable event will be sentto one component by the other component, the component optimistic property is not satisfied. Ifthis unacceptable event may be received from the environment, and the environment cannot betrusted to not send this event, then the environment optimistic property is not satisfied. If boththe component optimistic and environment optimistic properties are satisfied then the stronglyoptimistic property will be satisfied.It is possible that none of the confidentiality or integrity properties will be satisfied giventhe composite system’s environment. We may decide to configure the system and itsenvironment to satisfy one of the properties. We may decide to place more trust in the users of a

-93-Assume that we are given two systems, i and j.

The composite environment of the two systems is Fi˚

∪

Fj. " a ˛ {Fi˚

∪

Fj } if{$a ˛ F(i(A),obs)

∩

F(j(U),obs) }

then PC = FALSE else if { $a ˛ F(i(U,obs)

∩

F(j(A,obs) }

else if { $a ˛ F(i(A,out),obs)

∩

F(j(U,in),obs) }

and(outputifi inputj) and �s(i;E)

|=

xa then COC = FALSE else if { $a ˛ F(i(U,in),obs)

∩

F(j(A,out),obs) }

and(outputjfi inputi) and �s(j;E) xa else if { $a ˛ F(i(A,obs)

∩

F(j(U,in),obs) }

and (environs fi inputj) and {agents not trustworthy) then EOC = FALSE

∩

F(j(A,obs) }

and (environs fi inputi) and {agents not trustworthy) else if {EOC} and {COC} then SOC = TRUE elseConfidentiality not satisfied at any level of optimism

The assessment of integrity is the {obs/mod} dual.

Figure 10.1: Assessment of Composite System Environmentsystem not to send harmful events to vulnerable components. This may allow the system tosatisfy a weakly environment optimistic property.If we require either the pessimistic or component optimistic property to be satisfied, wemust find a way to remove or nullify any potentially harmful events received from othercomponents. We may choose to disallow a given connection between components, changing thestructure of the composite system. We may choose to disallow events that are produced asoutputs but are unacceptable as inputs. To do this, we redefine the given output, and the inputsthat cause it, as unacceptable events. This may have a cascade-type effect in that the newlydisallowed input may in turn have been received as an acceptable input from another componentin the system, where it is now defined as unacceptable. We must cascade this effect back to the"original" event received from the environment, at which point we either disallow the event ortrust the users not to send the event.

-94-check_events( F, F*, i, j, assume )

if F(i(out),mod)

∩

F(j(U,in),mod) = ˘ then

no common {obs,mod} events

print "Disallow Connection outi fi inj" return"a ˛ F(i(out),mod)

∩

F(j(U,in),mod)

if assume = trust component then okay to allow event as output of i

else if assume = remove event then

F*(i(out),mod) = F(i(out),mod) \ aF*(i(A,in),mod) = F(i(A,in),mod) \ b

given i(a;b) else assume = disallow connection return returnF =

∪

Ni=0Fi

Product Composition:"j : N � (environs fi inj)

check_events(F, F*, environs, j, assume )

Cascade and Feedback Composition:"j : N � from output-level to input-level

"i : N � (outi fi inj

check_events(F, F*,i,j)

check_events(F, F*, environs, j, assume )F(i) = F*(i)

The assessment of confidentiality is the {obs,mod} dual.

Figure 10.2: Domain Modification for Composite System SatisfiabilityIf we introduce a mechanism to remove events from a component’s input stream, we musttake care not to violate progress. For example, we cannot remove an event "close file" withoutaffecting the behaviour associated with "open file".The process in Figure 10.2 may be used to remove potentially harmful events from thes y s t e m . T h e m o d u l e c h e c k _ e v e n t s i s u s e d t o d e t e r m i n e t h e r e s u l t a n t d o m a i n g i v e n t h e assumptions about the environment and other components. These assumptions are represented ast h e a s s u m p t i o n t o t r u s t t h e c o m p o n e n t ( w h e r e t h e e n v i r o n m e n t m a y b e r e p r e s e n t e d a s a component), the decision to remove the event, or the decision to disallow the connection. Theprocess then produces as an output a listing of all offending events and the suggested action,based on the assumptions made.The order in which we examine the components of a product structured composite systemis irrelevant. The components do not communicate with each other and therefore their events

-95-cannot affect each other. We must however simultaneously consider both components when wedecide to disallow an event that is possible from the environment, as such an event may bepossible at both components.The order in which we examine the components of a cascade structured system is critical:before we examine any component we must ensure that we have already examined allcomponents that are reachable from this component. Thus we begin with components that sendevents only to the environment (there must be at least one such component in a cascade system).This is to prevent an event that has already been evaluated as allowable at a different componentfrom being disallowed within the system, an action that may have repercussions for thepreviously assessed component. We use the same process for a feedback structure.The complexity of the process given in Figure 10.2 depends on the composite structure.For a product structure composite system with N components, there will be at most N+1 calls tocheck_events. For a cascade composite system structure, there will be at most N(N+1)2

calls tocheck_events. Thus for the composite system structures of product and cascade, the complexityof the process is O(N) and O(N2), respectively, assuming that the valuation of check_events isconstant.For a feedback system, the complexity of the process given above will also be O(N2).T h e a l g o r i t h m g i v e n , h o w e v e r , w i l l n o t r e m o v e a l l e v e n t s a˚˛˚F(i(out),{obs,mod})

∩

F ( j ( U , i n ) , { o b s , m o d } ) f o r a f e e d b a c k c o m p o s i t e s y s t e m . T h i s i s because a component may be reachable from itself. The assessment of acceptable events givenf e e d b a c k l o o p s i n t h e s y s t e m m a y h a v e t h e e f f e c t o f " r e n d e r i n g u n a c c e p t a b l e " e v e n t s a t components that have already been considered to be acceptable. Thus we must use iterations ofthe cascade/feedback process to remove all potentially harmful events from a feedback system,stopping when there are only acceptable events remaining, the system has been disallowed (allconnections removed), there are no remaining allowable events or some user defined limit hasbeen reached. This results in a potentially unbounded algorithm with an unbounded complexity.10.3 Failure of ProgressThe failure of progress in a composite system (with or without feedback) results in livelock,where a component no longer exhibits progress, or deadlock, where no component may progressbecause each is dependent on another, non-progressing component. Such failures can beattributed to one of two sources: resource deadlock caused by resource contention, orcommunication deadlock caused by the lack of a required input. Resource contention occurswhen a shared resource cannot be accessed. If the resource in question is never made available,any process that depends on this resource will not be able to gain this resource and will thereforenot be able to progress.

-96- Communication deadlock may occur when an input, required to terminate a process orinitiate a new process, is not received, either because it was never sent or because a component isnot in a state where it is able to receive the event. Thus the lack of a required input can alsoprevent a component from satisfying progress.Resource contention and lack of input may simultaneously contribute to a lack ofprogress. For example, a process holding a resource may be unable to release that resource untila required input, authorising the resource’s release, is received. Resource contention may beindependent of lack of input, for example, if a required self-terminating process fails toterminate, thereby failing to release a resource. Lack of input may be independent of resourcecontention, for example, if a process enters a state from which it may act on only one requiredinput event that it never receives.If a component does not satisfy progress then it cannot be included in a composite systemthat is intended to satisfy progress.10.3.1 Resource Contention and Progress Resource contention ultimately hinges on the termination of a process owning a resource. If thisprocess does not terminate, then the resource is not released and resource contention may lead toa failure of progress. If a process is self-terminating, we know from the basic progress propertiesthat such a process will be self-terminating within the composite system. If a process is not self-terminating then resource contention may occur. We choose to classify this as a communicationdeadlock because the resource contention is released by a required input.If resource contention occurs because there are not enough resources for a process tocomplete, even if it owns all possible resources, then the system is inherently flawed and will notprogress. In our examination of progress we assume that there are sufficient resources availablewithin the system; the resources available to a component are sufficient for any processes at acomponent to complete.10.3.2 Other Sources of Progress FailureProgress may fail due to the failure of a component. The issue of component failure and itseffects on progress encompasses the area of fault-tolerant systems, where redundancy ofcomponents is used to ensure that the failure of a component will not affect the behaviour of asystem. Fault-tolerant considerations such as these apply to systems that have already beencomposed. It is possible for a fault-tolerant system with triple redundancy to exhibit deadlock.Alternatively, failure of progress due to communication deadlock may not be viewed as acomponent failure, as the component will continue to have the ability to progress, provided thatthe required input is received. This examination of the failure of progress on composition isdistinct from the issues of failure of progress within a fault-tolerant system.

-97-10.4 Composition of Basic Progress PropertiesThe progress properties are composable provided that the behaviours of the component are input-state independent. If all behaviours are input-state independent, then progress is composable.For product and cascade systems, progress can be shown to be composable given the progress-restoring behaviour of the environment. For a feedback system with input-state dependentbehaviours, progress may not be composable. Table 10.2 lists the general form to the threats toprogress on composition.If the behaviour axiom is input-state independent then the behaviours governed by thisaxiom will not stall progress. If the behaviour axiom is not input-state independent and thecomponent never returns to the required input-state then the component is livelocked. If a seriesof components that comprise a feedback path through a system are all livelocked, then the systemwill exhibit deadlock. We must determine the input required to return the state of eachcomponent to the required input-state and ensure that this input remains a possible input.ProgressThreats

AccessibilityProcess cannot be initiated, because component not in correct state toaccept input or because resources occupied.

Eventual OutputProcess is unable to produce an output, because unable to execute(stalled waiting for input or waiting for resource).

TerminationProcess is unable to complete due to resource contention or stuck-in-state waiting for a particular input.

Eventual ProgressProcess completes and leaves component in a state where no moreprocesses may be initiated. Process unable to complete, but owns allresources while waiting to complete, preventing other processes fromexecuting.

FaithfulnessFails if AC, EO, TR, EO fail, or unknown event (with unpredictableoutput) received.

ProvenancePhysical threats such as severing or splicing connecting cables,adding new input channel.

UtilityPhysical threats such as severing or splicing connecting cables,redirecting or adding output channels.

Table 10.2: Threats to and Remedies for Progress on Composition10.4.1 Assessment of Progress

-98-We must examine the behaviour axioms of each component and determine for which inputs, ifany, progress may stall, and the circumstances under which this will occur. ˚Figure 10.3 gives ageneral search technique to locate potential progress violating behaviours within the system.If a component is designed to receive inputs only from the environment, then progresswill be satisfied by all behaviour axioms, input-state dependent or independent. This mayrequire restrictions on the behaviour of the environment, for example, by requiring a certainordering of events received from the environment. Progress will nevertheless follow because theenvironment is always able to send a progress-enabling event to the component should thecomponent stall.Consider a component that is able to receive inputs from the environment and othercomponents. Progress may not be satisfied by all possible inputs to such a component. This isbecause the interconnection of components may render impossible some progress-enablinginputs. For each behaviour axiom we must list all potential progress-enabling inputs to beexamined within the context of the composite system.If progress fails for a product system, it can be "restarted" by the environment. Recallthat the only source (and destination) for events in a product system is the environment. Ifprogress fails because of lack-of-a-required-input, it is because the unpredictable environmenthas not sent the required input event. Because the environment always has the ability to sendsuch events, however, we can assume that the environment will always eventually send therequired inputs, once it becomes clear that the system has stalled (temporarily ceased toprogress).If progress fails for a cascade system, a required input expected from the environment orfrom another component is not received. If a required input may be received directly from theenvironment, then as with the product structure, we assume that the environment will send therequired input and restore progress. If the required input is received from a component, then thisprevious component is unable to produce, as an output, the input required by the component inquestion. With a cascade system, all components are finitely reachable from the environment.Thus we can ultimately cause the required progress-restoring event for any component in thesystem from the environment.Such an event will pass through at most (N-1) components before it is received at a givencomponent in an N component system. If all components satisfy the basic progress propertiesthen no component can cause another component to never progress without the collusion of theagents in the environment.As with a cascade system, if progress fails for a component within a feedback system, weshould be able to correct this with an event from the environment which will eventually bereceived by the component in question. Unlike the cascade system, however, such an event maypass through any number of components before it is received at the component in question. Thus

-99-we must examine the behaviour of the individual components and assess their potentialinteractions with other components before we interconnect them to create a composite system."i : N

"b.a.j : { input-state dependent behaviour axioms b.a.j }"a : {F(i(input)}if a˚is not possible input to component when in

input-state of b.a.j then progress will not fail because of a continue if˚input-state of b.a.j „ input-state required for a then progress may fail if input required to return component to required a input-state

is not received."b : {F(i(input)}

if˚b will return component to a input-state

then progress may stall at component system may deadlock if b not received:

determine when and if b is not received.

Figure 10.3: Detecting Potentially Stalled Paths in Composite SystemFailure of progress in systems with feedback is the most difficult to detect of the threecomposite structures. There has been a great deal of research in deadlock detection algorithmsfor systems with feedback (see [Singh89] for a survey of some of these algorithms). This workdoes not propose yet-another-deadlock-detection-algorithm. Instead, we examine why and whendeadlock, or lack-of-progress, occurs within a composite system so that we can predict whereprogress may fail in a composite system. Any of the standard distributed deadlock-detectionalgorithms may be used to determine if deadlock is possible [CMH83, Gold77, IsMa78,MiMe84, Sing89].These guidelines do assume that we have a detailed knowledge of the design of thesystem and its intended operation. We contend that this is only realistic to expect: we cannotdetermine if a system will be free from deadlock if we cannot tell from the system operation ifprogress is being violated or not.10.5 Composability of Compatible PropertiesThe basic safety properties are not, in general, composable, and the progress properties are, ingeneral, composable for product and cascade systems and for feedback systems given input-stateindependent behaviours. The compatible-versions of the basic safety and progress properties

-100-may not be composable. The restricted domain required by all properties (corresponding to thephysical domain of the system) may result in events that are required to satisfy the basicproperties no longer being possible events within the composite, compatible system. Theanalysis of the composability of the compatible-version of properties is the same as the processdiscussed in the preceding sections.10.6 Composability of System-Specific PropertiesThe composability of system-specific properties is dependent upon their meta-properties,domain-dependence and the composite structure in question. The composability of system-specific safety and progress properties requires the same sort of safety, progress and deadlockanalysis as described for the basic progress properties.The satisfiability of system-specific properties on composition can be determined byexamining their meta-properties for the desired composite structure, as was done with the basicproperties. It is also possible to re-evaluate the system-specific property within the context of thecomposite system, although this defies the goal of composition, which is to determine a priori˚ifa system will continue to be satisfied on composition. If a system-specific property does notexhibit the meta-properties that allow us to do this, then we will have to resort to a reassessmentof the property for the composite system.10.7 Composition PrincipleThe fundamental problem of composing specification, as stated by Abadi and Lamport, is "toprove that a composite system satisfies its specification if all its components satisfy theirspecifications" [AbLa90]. On the basis of the Composition Principle of Abadi and Lamport, weintroduce a (circular) Composition Principle that is relevant for both safety and progressassumptions of the environment’s behaviour. This principle is presented for two components forsimplicity. It is easily extended to handle multiple components.Properties that are relevant to a component or system are said to belong to M, the set ofmachine properties. Those properties that are assertions about the environment belong to E, theset of environment properties. Mreqd is the set of properties that are known to be relevant to acomponent or system but are not composable and must therefore be evaluated for the compositesystem.

-101-1."Pj : P(C1)

∪

P(C2) �Pj ˛ M

ifPj ˛ P(C1)

∩

P(C2) � composable(Pj) � sat(C, Pj)

∩

P(C2) � �composable(Pj) � Pj ˛ Mreqd

ifPj ˛ P(C1) \ P(C1)

∩

P(C2) � relevant(C,Pj)

� emergent(Pj) � Pj ˛ Mreqd

ifPj ˛ P(C2) \ P(C1)

∩

P(C2) � relevant(C,Pj)

"Pj : Mreqd � sat(C,Pj) � Pj ˛ M

A system C is known to satisfy the property Pj if each component Ci in the

system C satisfies Pj and Pj is composable. A system C will satisfy the

propertyPj if at least one component Ci in the system C satisfies Pj and Pj is

relevant to the composite system; Pj is an emergent property for the composite

system (pedantic properties are outside the scope of the composition principle).

2.if "Pj : P(C) � Pj ˛ E � sat(C, Pj)

and"Pk : P(C2) �Pk˛ M2� sat(C2, Pk)

then "Pl : P(C1) �Pl˛ E1� sat(C1, Pl)

if"Pj : P(C) � Pj ˛ E � sat(C, Pj) and"Pk : P(C1) �Pk˛ M1� sat(C1, Pk)

then "Pl : P(C2) �Pl˛ E2� sat(C2, Pl)

A component C i in the system C satisfies the relevant environment properties

(including environment assumptions) if the composite system environment satisfies the required properties and assumptions and the remaining components Ck „ Ci satisfy the relevant component properties.

Figure 10.4: Composition Principle, Steps 1 and 2Step 1 of the principle proves the properties of the composite system based on theproperties of the system’s components. This step considers the emergent properties (if any) ofthe composite system. Step 2 of the principle allows us to prove that each component satisfies itsrelevant properties by proving that the properties of the other components and the environmentassumptions of the composite system environment are satisfied. Thus these properties ensure the

-102-required behaviour of a component’s meta-environment. In Step 3, we prove that eachcomponent satisfies the relevant component properties by proving that the assumptions of thecomponent’s environment are satisfied. 3.

if "Pj : P(Ci) � Pj ˛ Ej � sat(Ci, Pj)

then "Pk : P(Ci) � Pk ˛ Mi � sat(Ci, Pk)

Every component Ci satisfies the relevant component properties if the relevant

environment properties are satisfied.

Figure 10.5: Composition Principle, Step 3Given the meta-properties of the component properties and knowledge of the compositestructure, we can determine which properties, if any, are composable. By 1 of the CompositionPrinciple, these properties will be satisfied by the composite system. We may also examine allproperties that may act as emergent properties, using the algorithm of Figure 9.1 for multiplecomponent systems.For a given component, if the composite system and remaining components satisfy therequired environment properties and assumptions, then by 2 of the Composition Principle, theenvironment properties and assumptions at the component will be satisfied. If the properties andassumptions of the environment of a component are satisfied, then the safety and progressproperties of the same component will be satisfied, by 3 of the Composition Principle. Steps 2and 3 can be verified using the approaches described in Figures 10.1, 10.2, and 10.3.The Composition Principle is circular in that each step implies the next steps. Thus weassess the Principle by treating one of the steps as a hypothesis and then proving that eachhypothesis implies the next step. We must also prove that one of the hypotheses is true for thesystem in question. Hypothesis 3 should follow because we will normally compose componentswith known, satisfied properties. Thus the proof of hypothesis 3 should involve the least amountof effort.Given the proof of 3˚of our Composition Principle, we then prove 1, given 3, use 1 toprove 2, and then use 2, to verify the correct assumption of 3. In section 11.4 we use theComposition Principle to evaluate the composability and security of a network system.10.7.1 Comparison with Composing SpecificationsThe 1990 "Composing Specifications" technical report by Abadi and Lamport [AbLa90] is thefirst comprehensive exposition of the requirements of the specification of composable systemsand programs. Like the Abadi and Lamport Composition Principle, our definition of the

-103-Composition Principle defines the circumstances for the properties of a set of components to beproperties of a composite system.Abadi and Lamport require that "a specification should assert that the system performsproperly if the environment does; it should not assert that the environment performs properly"[AbLa90]. They also require that a specification is realizable if the system can always behave ina manner required by its safety and liveness properties, no matter what the environment does. Interms of game theory, this requires that "a specification is said to be realizable˚if and only if thesystem has a winning strategy -- that is, if and only if the system can always win no matter whatmoves the environment makes" [AbLa90].These two statements taken together seem to require that the system specification issufficiently robust that the system can deal with any˚possible input. Otherwise, this requires thatwe do in fact know how the environment will act, in which case we are implicitly defining how itshould behave, or what is more important, how it will not behave. In our approach, we do assertthat parts of the environment will behave in a particular manner when we consider thepredictable components in a component’s meta-environment. We do not make any claim aboutthe realizability of the system, recognising that there will be situations that cannot possibly orfeasibly be protected against.The environment portion of the safety properties defined in this dissertation (s(E;i)

|=

xAor s(i;E)

xA) correspond to E, the Abadi-Lamport assumptions about the environment. Theseassumptions must be true if the machine (system) properties, M, are to be true. The componentaspects of the safety properties and the progress properties defined in this dissertation correspondto the machine properties, M of the Abadi-Lamport Composition Principle.Our Composition Principle does account for progress assumptions of the environment.We claim that the progress properties do not allow or disallow events that are disallowed orallowed by the input-output behaviour rules, a rationale for excluding progress from the Abadi-Lamport Composition Principle. This is a more accurate representation of reality in that usersoften cancel processes, change priority of processes, etc. Our Composition Principle also takesinto account the emergence of properties on composition, and the different properties of acomponent that may not be common to all components within the system. This principle does notconsider type 2 emergent properties. These properties are outside the composability analysis of asystem and must be evaluated individually for the composite system.The Composition Principle given is not constrained only to properties classifiedaccording to the Alpern-Schneider safety-liveness classification. Instead the properties of thiswork are classified according to the Manna and Pnueli safety-progress classification, whichcontains properties represented as safety and liveness properties. Thus the CompositionPrinciple presented is flexible in that it will handle a broader classification of properties.

-104-11. Examples and ApplicationsAs there is Justice in heaven,And fire in the hand of God,The reckoning must be made in the end.SOPHOCLES: Electra(tr. E.F. Whatling)In this chapter we will illustrate and apply the work of previous chapters in several detailedexamples. The compatibility of two well-known security properties, mandatory anddiscretionary access control, are examined in section 11.1. Section 11.2 examines the emergenceand de-emergence of the popular possibilistic property of generalised non-interference. Insection 11.3 we apply the basic progress properties of this work to several individual componentsand examine the composability of these properties for the interconnection of these components.We apply the basic safety properties and the composition approach of this work to thespecifications and composition rules of the Trusted Network Interpretation [TNI] in section 11.4.This section also examines the role of compatible and emergent properties for the composition ofnetwork systems. We include only the highlights of each example. The details of theseexamples are included in Appendix F.11.1 Compatibility of PropertiesIn this example we examine the compatibility of two well-known security properties, MandatoryAccess Control, MAC, and Discretionary Access Control, DAC. These properties have beensuccessfully, simultaneously implemented on multi-level security systems. We show, however,that these policies are not compatible as defined. We examine their compatible implementationand the covert channel that results from an incorrect order-of-application. This example

-105-illustrates the need to determine the compatibility of properties, even those that appear tocompatible in existing implementations.DAC requires that a "TCB [Trusted Computing Base] shall define and control accessbetween named users and named objects (e.g., files and programs) .... The enforcementmechanism ... shall allow users to specify and control sharing of those objects by namedindividuals, or defined groups of individuals, or both, and shall provide controls to limitpropagation of access rights" [TCSEC].Mandatory access control requires that the "TCB shall enforce a mandatory accesscontrol policy over all subjects and storage objects under its control (e.g., processes, files,segments, devices)" [TCSEC]. This access control is based on the comparison of security levelsassigned to all subjects and objects. A subject’s level must dominate the object’s level in order toread from it and must be dominated by the object’s level in order to write to it.The details of the analysis of MAC and DAC are included in Appendix F.2, where weformally define MAC and DAC and show that MAC � DAC = ^, indicating that both propertiescannot be simultaneously true. We also show that MAC �/ DAC and DAC �/ MAC. A systemthat satisfies MAC is not guaranteed to imply DAC and vice versa. Thus neither property placesa strictly dominant requirement on the behaviours required by the other property. MAC andDAC are partially compatible in that there are behaviours allowed by both properties, disallowedby both properties, and that are allowed by one property and not the other property. MAC cannot be implemented at a system that satisfies DAC without modifying thegranting behaviour of the system and increasing the scope of MAC. DAC is not compatible withMAC as it allows for less restrictive access to objects in a system. DAC cannot be implementedat a component that satisfies MAC without modifying the granting behaviour of the system andreducing the scope of DAC. MAC is not compatible with DAC as it requires a more restrictiveaccess to objects in a system. For MAC and DAC to be compatible either the scope of MACmust be increased to accommodate DAC-allowable behaviours, or the scope of DAC must bereduced to accommodate MAC-disallowed behaviours.In practice, MAC and DAC are simultaneously implemented using mechanisms thatfilter, or disallow, behaviours that violate either property. These mechanisms use access controllists as look-up tables to determine the acceptability of a given access request. MAC and DACare forced to be compatible using these mechanisms. Thus MAC and DAC, as implemented, donot correspond to the informal definitions given above.11.1.1 Compatibility and Covert ChannelsThere is a covert-channel inherent in the use of MAC and DAC as described above. This is bestillustrated by an example. Consider a user A who owns an object Z such that both A and Zstrictly dominate another user B. According to MAC, B may write to Z but may not read from Z.According to DAC, user A may grant and revoke B’s access to Z. The MAC-allowable accesses

-106-to Z by B will be static throughout the life of the system. That is, it is common to assume thatthe security ratings of objects and subjects within a system will not change. The DAC-allowableaccesses to Z by B may change, if A changes the permission she chooses to grant to B (forexample, using the UNIX command chmod). A and B may collude to allow B to readinformation from A’s security level by using object Z and DAC.Assume that A and B decide that a DAC-allowable write to Z corresponds to binary 0 anda DAC-unallowable write to Z corresponds to binary 1. If B repeatedly attempts to write to Zwhile A is constantly changing B’s write privileges, a covert channel is created through which Bmay read information from a higher security level.We postulate that this covert channel is a result of the incompatibility of MAC and DACtogether with the mechanisms used to enforce MAC and DAC. If MAC and DAC allow anddisallow the same behaviours, this covert channel would not be possible. It is because they donot always agree on the behaviours to be allowed or disallowed, together with the potentiallydynamic nature of DAC-allowable accesses and the static nature of MAC-allowable accesses,that leads to this covert channel.11.2. Emergent PropertiesIn this example we examine the composition of components and examine the role of GNI as anemergent and de-emergent property for a cascade and feedback composition of componentsusing the algorithms of Chapter 9. The example used is a well-known and well-used example ofa non-GNI secure composite system [Rush91, TLBS88]. We find that GNI security can act asboth an emergent and a de-emergent property. Given the conditions for the de-emergence ofGNI, we propose a means of modifying and composing systems such that GNI-security will becomposable. This approach allows us to identify the sources of the non-composability of GNI,rather than simply proposing quick fixes that solve this problem for this particular system, butnot necessarily for all systems.The composite system consists of two GNI-secure systems, a simple wire (A) used tocreate a feedback connection, and a composite system (B) that combines two high-level inputs tocreate a low-level output. This system is shown in Figure 11.1. Both systems are GNI-secure in that any changes to the high-level inputs cannot bedetected as such by the low-level users; it is possible that a high-level output may be added ordeleted to nullify any changes. The details of this analysis are included in Appendix F.2.1,where B2 and B3 produce the exclusive-or of their inputs and B1 acts as a random noisegenerator.

-107-

GNI-secure system AGNI-secure system B hi1lohi2B2B3 hi6B1+~

hiAhiA

Figure 11.1: GNI-Insecure Composite SystemWhen we examine composite system B we find that the components of B are not all GNI-s e c u r e . W e a l s o f i n d t h a t t h e r e i s a f u n d a m e n t a l p r o b l e m w i t h t h e d e f i n i t i o n o f t h e s e components. Two behaviourally identical components are not defined as such. Components B2and B3 are defined to take two high-level inputs and produce an output that is the exclusive-or ofthese inputs. Component B2 produces this output as a high-level output and is clearly GNI-secure. Component B3 produces this output as a low-level output and is just as clearly not GNI-secure; GNI does not allow for down-grading of information. Any change in the output of B3can be directly attributed to a change in the high-level inputs of B3. We show that this is the truesource of the GNI-insecurity of the feedback composite system A and B (see Appendix F.2.2).Thus the GNI-insecurity of this composite system is inherent in the components of the system.We postulate that many cases of GNI-insecurity are not due to the non-composability ofGNI. Instead, we believe that this is a direct result of allowing non-GNI-secure components tobe a part of a system that is desired to be GNI-secure. It is the composition of such systems withother systems, with or without feedback, that allows the GNI-insecurity of sub-components toaffect the overall behaviour of the component.This is a powerful result that indicates that we must ensure that all components in asystem are GNI-secure, at the lowest level possible. This contradicts the guidelines of theTrusted Network Interpretation, which states thatThe primary difference between a processing component, regarded as part of alarger network system, and regarded as a stand-alone ADP [automated dataprocessing] system is that as a stand-alone system all of the TCSEC requirementsfor a particular class must be met ... In the context of a larger system, however, itmay well be (and usually is) the case that the set of policy-related features to besupported by the component need not be the complete set required for a stand-alone system: features not supplied by one component for the system are suppliedby another [Italics added] (p. 194, [TNI])

-108-As an alternative to disallowing this composite system because of the behaviour ofcomponent B3, we may choose to verify that B3 will correctly "write down", producing a low-level output such that no information about the high-level inputs can be determined by a low-level user. An example of such a system is an encryption device that creates a low-levelencrypted output for transport of high-level information across an insecure network. We musttake care however, to ensure that this does not result in a situation such as discussed above wherethe composition of such a device with other components will result in an insecure system.It has been argued that introducing a delay element into component A will have the effectof allowing the composite system to be GNI-secure. The same effect would be realised byintroducing a delay into the components of B, requiring the output of each component to occur atleast one unit after the input, instead of the simultaneous behaviour described above. It has beenproven that if this is the case then we can no longer determine anything about the high-levelinputs through feedback for this system.The failure of GNI has been attributed to feedback, in particular the instantaneousfeedback of the system [McC87, McC88, TBLS88, Rus91, McL94, ZaLe95]. While this doessolve the problem given in this example, we believe that it gives a false security. Our firstpriority must be to ensure that GNI (or any relevant property) is satisfied at the lowest possiblelevel. Thus a delay introduced into component B3 would be a proper use of delays to solve thenon-composability of GNI.11.3. Progress and LivenessThis example considers the well-known dining philosopher’s problem. We begin by examiningthe basic progress properties with respect to the individual philosopher and fork components.We examine the satisfiability of the basic progress properties for individual components and thecomposability of these properties. Using the algorithms of Chapter 10, we examine thecomposite system for deadlock given the input-state-dependent and input-state-independentbehaviours of the composite system. We show that our approach can be applied to a well-understood problem and that it will provide new insights into the failure of progress in thissystem.This example can be shown to be analogous to a multi-level security system that prohibitsprocessing unless a component owns its next-lowest and next-highest level security components(the left and right-hand forks). We have chosen to use this example because it is well understoodand has been studied from a program point of view using a number of different formalisms([Hoa78], [OwGr76], [Pete81]).

-109-11.3.1 Problem DefinitionThe problem of the dining philosophers revolves around a number of P-components(philosophers) who have two types of action: internal processing (thinking) and processing arequest from the environment (eating). A P-component that receives a request from theenvironment must gain possession of two (predefined) F-components (forks) in order to processthe request. Once the P-component has finished processing, it will release both of the F-components and it will return to its internal processing tasks.There are the same number of F-components and P-components, so that each F-component may be granted to one of two P-components. This may lead to every P-componentpossessing one F-component, so that no component is able to progress: each component islivelocked and the system is deadlocked. We consider a system with six components, three P-components and three F-components.The problem is depicted below in Figure 11.2 using a block diagram of philosopher and forkcomponents. Each of the n components is numbered. The P-components are numbered from 0to ( n2

- 1), as are the F-components.P0F^{1P1P2F0F2}

Figure 11.2: Dining Philosophers Problem Represented as Composite SystemWe examine the conditions for progress of the individual components and then examinethese conditions and the progress of the components within the composite system. The detailsare included in Appendix F.3.Appendix F.3.1 specifies the behaviours of the philosopher and fork components thatmake up the composite system. In Appendix F.3.2 we prove the satisfiability of the basicprogress properties for the individual components and highlight behaviours that may causeproblems on the composition of the components. By examining the input-state dependent

-110-behaviours, we see that progress may fail if a philosopher requests access to a fork that is held byanother philosopher. This is an example of resource contention. Because the fork may bereleased if the appropriate input is sent to the fork, it is classified as a lack-of-input failure.Appendix F.3.3 specifies the behaviour of the composite system. We examine the systembehaviour axioms, given the possible failures highlighted in F.3.2 and the algorithm of Figure10.3. We find that the fork component will not be able to satisfy a request getFi if the fork is inthe state granted and the input releaseFi is never received, indicating a lack-of-input failure ofprogress.Using a deadlock detection algorithm based on the Chandy-Misra-Haas algorithm[CMH83], we probe the paths through the system to determine if the system may enter the statewhere a component Fi is in the state granted, receives a request getFi and yet never receives therequired input releaseFi .Appendix F.3.4 gives a solution to the deadlocking behaviour of the composite system bymodifying the behaviour of the philosopher components, based on the observations of F.3.2 andF.3.3. We then prove that the resultant system is deadlock-free. This approach to progress andfailure of progress on composition can be applied to realistic systems, for example, thosemodelled by the dining philosophers problem. The use of the basic progress properties allows usto easily identify potential problems, simplifying the process of evaluating deadlock and failureof progress.11.4. Network SecurityIn this example we examine the composition rules proposed in the Trusted NetworkInterpretation [TNI]. These are high-level rules describing the high-level goals of a networksystem composed of individual components. We show how these security requirements, definedin the TNI, relate to the basic safety properties defined in this dissertation. We also examine theassessment of emergent, de-emergent and composable properties within the approach of the TNI.We evaluate a simple composite network system, given the domain-dependent safety properties,and the role of the Composition Principle of Chapter 10 in the assessment of the compositesystem properties. The Composition Principle allows us to systematically evaluate the securityof a composite system, using the meta-property approach described in this dissertation.11.4.1 TNI Composition RulesThe TNI rules define how to combine components that are categorised as M (MAC), D (DAC),A (Audit) or I (Identification and Authentication), based on the role of the component. Theserules state the overall requirements that must be met in terms of policies of the composite systemgiven policies of the component systems. How these policies or properties are to be assessed isnot addressed, nor is it made clear how properties are to be assessed for composite systems, other

-111-than "[i]t is expected that the composition of a [D,I,A,M]-Component will require significantengineering and system architectural consideration" [TNI].The TNI requirements specify that the individual policies of different components mustremain valid for these components on composition. Thus the policies defining the component asone of (D, I, A, M, DI, DA, IA, MD, MI, MA, IAD, MDA, MDI, MIA, MIAD) must not act asde-emergent properties on composition. When composing components for use within a network,the composition rules require that the target Network-(D,I,A,M) Policy must be supported by thecomposite system. Thus the Network Policy must emerge on the composition of individualcomponents.On the composition of two D-Components it is required that the combination of theindividual DAC Policies, and the subjects and objects that they control, must support the targetNetwork DAC Policy. Thus the individual DAC properties must be compatible and the desiredNetwork Policy must emerge on composition.The composition of M-Components requires that components may only be connected ifthe sensitivity levels (the most restricted security access level and the least restricted securityaccess level) associated with the components are the same. Thus the TNI composition rules donot allow a component rated for Confidential to Secret to be composed with a component ratedfor Secret to Top Secret, even if it is legitimate for the Secret users to write to the Top Secretinformation of one component and read from the Confidential information of the othercomponent.The reason given for this is because of the vulnerability of the system should aConfidential user gain access to Secret information, and then use this to gain information to theTop Secret information. We maintain that there may be systems where this is an acceptable riskand the interconnection can be allowed, or the overall threat of such an action is not great enoughto disallow such a connection. Thus while it may be reasonable to require a packet switch to beable to handle all possible levels of information if it is to be included in a system, it may not bereasonable to exclude the higher-security medical records storage from an overall networkedhospital system, as is allowed given the optimistic safety properties of Chapter 6.The component classifications given in the TNI, and the attendant component properties,fall outside the basic safety and progress properties. Components that are evaluated according tothe requirements of the TNI must also satisfy the basic safety and progress properties, accordingto the requirements of this work. The M, D, I and A properties represent system-specificproperties that are required by the TNI for the security of the composite network system.

-112-11.4.2 Composite Network SystemLet us compose two network components, A and B, using the switch S to direct network trafficbetween the components. The composite system is illustrated in Figure 11.3. In this example wewill focus on the safety properties of the system and use the Composition Principle todemonstrate the safety of the composite system. The assessment of progress was illustrated inthe example of section 11.3 and will not be addressed in this example. ASB Figure 11.3: Composite Network SystemComponent A is defined to handle inputs and outputs at the {Confidential, Secret} level.Component B is defined to handle inputs and outputs at the {Secret, Top Secret} level. Thus theswitch S must be able to handle inputs at all three levels {Confidential, Secret, Top Secret}according to the requirements of the TNI. This also implies that events that may be unacceptableto component A (Top Secret level events, for example) will be acceptable to the switch S, andlikewise for component B given Confidential level events.Let us assume that the individual components have been evaluated and shown to satisfythe basic safety properties, such that:"bsp : {AU, COC, COI} � sat(A, bsp) � sat(B, bsp)"bsp : {AU, PC, PI} � sat(S, bsp)Components A and B satisfy the component optimistic confidentiality and integrity properties.Thus it is assumed that the switch component will not send unacceptable events to eithercomponent. We make no such assumptions about the behaviour of the environment. The switchcomponent S is assumed to satisfy pessimistic confidentiality and integrity. This implies that allevents received by the switch are acceptable. If we consider the security levels given theiracceptability and unacceptability, we see thatF(A(A)) = F(Confidential, Secret)F(B(A)) = F(Secret, Top Secret)F(S(A)) = F(Confidential, Secret, Top Secret)Using the Composition Principle, we begin by assuming rule 3 of the principle, that is,that the components will satisfy their relevant component properties if the environmentproperties (assumptions) are satisfied. This is given as:sat(A, COC) � sat(A, COI) � sat(A, AU)sat(B, COC) � sat(B, COI) � sat(B, AU)sat(S, PC) � sat(S, PI) � sat(S, AU)

-113-Using rule 3, we prove rule 1, then prove rule 2, and then verify the assumption that rule 3 issatisfied given rules 1 and 2. Each rule proves the next rule; the circular Composition Principleindicates that the system is safe, given that the hypothesis of rule 3 is true for the system. Thedetails of the assessment of the system are given in Appendix F.4.1. The composite system satisfies authenticity, component optimistic confidentiality andcomponent optimistic integrity. In this composite system, the switch is assumed not to send TopSecret events to component A and not to send Confidential events to component B. The eventsproduced by components A and B are acceptable to the switch, so that the properties ofpessimistic confidentiality and integrity at S are the same for this implementation as theproperties of component optimistic confidentiality and integrity applied to S. That is, we can beoptimistic about the behaviours of component A and B with respect to S because we know thatby definition of the acceptable events of the switch, these components cannot send unacceptableevents to the switch.

-114-12. Summary and ConclusionsBut enough of tales --I have wept for these things alreadyEURIPIDES: Helen(tr. Philip Vellacott)In this section we summarise the work of this dissertation and compare it with the ComposingPrinciple introduced by Abadi and Lamport. We reiterate the contributions of this dissertationand briefly discuss some areas of future work based on the work of this dissertation.12.1 SummaryThis dissertation presents an examination of the properties of systems and the behaviour of theseproperties when systems are composed. This provides a solution to the open problem incomputer security, that of being able to determine, a priori, the properties of a composite systembased on the properties of the component systems.The basic safety and progress properties defined in this dissertation represent necessary(but not always sufficient) requirements for the safe and live behaviour of a system. Theseproperties are classified as safety and progress. They are common to all systems and provide abasis for ensuring the minimum level of security of a system.We describe how to define system-specific goals, based on the individual requirements ofspecific systems. This will allow us to tailor our approach to the different security requirements,such as those of computer networks, distributed databases or systems and so on, to meet theirspecific needs. Thus we have a common approach to security and to the determination ofsystem-specific security requirements to be used as a basis in different systems.

-115-Meta-properties indicate how properties will behave when systems are composed. Ifproperties are not satisfied on composition, knowledge of these meta-properties will indicatewhere and why properties will no longer be satisfied. This in turn will allow us to address thesesituations and create secure composite systems with the desired properties.The meta-properties that are considered are transitivity, reflexivity, symmetry, andclosure. Each of these meta-properties is considered within the context of different compositesystem structures, product, cascade and feedback. A property may exhibit different meta-properties, dependent on the composite structure that is employed. Again, foreknowledge ofpotential problems will allow us to create secure composite systems, eschewing troublesomestructures.The properties as defined allow for different levels of trust in the behaviour of theenvironment. Thus we explicitly include the behaviour of the environment in our specificationof system security. This more accurately reflects reality, where the cost (monetary or temporal)of complete security, independent of the environment, is often prohibitive. Properties that aredomain-dependent are those that rely on the assumptions that we make about the behaviour ofthe environment. As long as these assumptions are reasonable and justifiable, we can createsecure composite systems based on these properties and assumptions.We consider the compatibility of multiple properties that are required to besimultaneously satisfied by the behaviour of a system. Compatible properties ensure thatproperties do not impose conflicting goals on the behaviour of the other (compatible) properties.We examine one common application of standard security requirements that are shown to beincompatible. We postulate that the covert channels that may result from the implementation ofthese security requirements is a result of their incompatibility.Emergent properties, based on the possible behaviours of composite systems, definerequired system-specific properties. Emergent properties define the security goals correspondingto the behaviours that emerge for a composite system, given the behaviours of the individualcomponents and their interconnections. Emergent properties are also examined to ensure thatproperties that are required of a system do not act as de-emergent properties. This would implythat the desired security functionality of a system is lost when it is created. Thus we can use theexamination of emergent and de-emergent properties to ensure that the desired properties of asystem emerge and are maintained on composition.Composability is a form of emergent property, where the property is satisfied by each ofthe individual components and the interconnection of the components. Composability ofproperties is desired as it obviates the need to assess the more complex, composite system. Weexamine the composability of the basic properties and provide a means of assessing thesatisfiability of non-composable properties.Given this detailed examination of the role and behaviours of properties, we propose acircular Composition Principle that will allow us to evaluate the security properties of a

-116-composite system. This Composition Principle encompasses the aspects of security and securityassessment introduced in this work.12.2 Real-World ApplicationsThe 1992 paper "Issues in the Specification of Composite Trustworthy Systems" [HeGa92]identifies several issues that must be addressed in the modelling and specification of securecomposite systems as well as criteria for evaluating a model with respect to a real-worldapplication. In this section we examine the ability of our approach of this work to handle theissues. We also evaluate our model and approach given the criteria identified by Hemenway andGambel [HeGa92].12.2.1 Issues for Real-World ApplicationReal-world applications of the modelling and specification of security must consider the issues ofcomponent roles, component dependency relationships, granularity of model elements, labelconsistency and granularity, security polices, secondary or supporting policies, and granularity ofexecution. In addition, there are two practical issues that must also be considered: componentmodifications and automated tool support.Security functions and security-relevant data of a distributed Trusted Computing Base(TCB) may require different components to replicate these functions or they may be distributedacross components based on the role of the component.¥Composability and compatibility of the security functions will be used to ensure that they arecorrectly implemented at the required components.¥Distributed functionality is examined using the emergent properties; this will ideallycorrespond to the required composite TCB functionality.¥Compatibility and emergence of properties are used to examine the dependencies ofproperties for given component dependency relationships."It is desirable to map security policies from different components to a common abstractpolicy" [HeFe94].¥This can be accomplished by ensuring the compatibility of the policies and the emergence ofthe required common policy.Different components from different vendors may use their own definition and format forsecurity labels. This is external to the model or the properties of the system. Label consistencymust be maintained for any modelling and specification approach. We must ensure that onceconsistently labelled, the security policies enforced with these labels are compatible.Hemenway and Fellows state that "a collection of independently developed COTS[commercial off-the-shelf] components may differ with respect to what security policies the

-117-component enforces." [HeFe94] This applies to both security polices and secondary polices,those polices that depend on other polices.¥We must ensure the compatibility of these polices and their compatibility for thosecomponents that are to be interconnected.Granularity of execution occurs when atomic system actions are actually sequences ofactions at the component level.¥This is handled by the choice of the level of abstraction used to represent the systemcomponents and its internal and external sequences of events.The modelling considerations that are required by Hemenway and Gambel are addressedby the consideration of the compatibility, composability and emergent of properties. This isencouraging, as it indicates that there are no substantial issues that must be addressed that cannotbe handled by the approach of this dissertation.The practical issues of allowing for component modifications is addressed in this work.We must ensure that system modifications are consistent with or reflected in the goals of thesystem. Given this, "the system integrator needs the capability to iterate through thedecomposition/composition effort, examining the effects of various changes on both the overallsystem requirements and the individual component capabilities." [HeFe94]Hemenway and Fellows also state the importance of automated tool support for as muchof the modelling effort a possible. We agree with this requirement; future work in this area willinclude the automation of the algorithms and approaches presented.12.2.2 Criteria for Real-World ApplicationsIn applying the Abadi-Lamport Composition Principle to real-world systems, Hemenway andFellows consider four criteria [HeFe94]. Evaluating our model and specification according tothese criteria, we find that our approach fits these criteria at least as well as the CompositionPrinciple. The evaluation of these consideration is given as:1. Ability to handle general properties¥The properties that are handled in our Composition Principle include both safety and progressproperties, a more general class of properties than the safety-liveness classification handledby the Abadi-Lamport Composition Principle.2. Use of a state machine model, with state hiding¥Our approach permits us to hide or reveal internal structures as needed for the design andanalysis based on the level of abstraction chosen to model the system. We do not explicitlyconsider a state machine model, although our work can be easily extended or translated tosuch a model.

-118-3. Representation of both system and environment. "The need to address explicitly suchenvironmental assumptions becomes critical in composite systems, where each component has aspart of its environment the actions of all the other components." [HeFe94]¥We also account for the actions of the users and components within a given component’smeta-environment.4. Ability to handle both sequential and parallel composition¥We allow for sequential (cascade), parallel (product) and feedback composite structures.Thus we can handle most, if not all, large integrated systems.Thus according to the criteria used by Hemenway and Fellows to evaluate the Abadi-Lamport Composition Principle, the approach presented in this dissertation is also suitable foruse in the assessment of real-world systems and applications.Hemenway and Fellows implement the Abadi-Lamport Composition Principle using theformal verification tool, FDM. This approach did not include liveness or progress because FDMdoes not have the capability of handling progress. Any application of the Composition Principlegiven in this dissertation must include progress and safety. This implies we must find a formaldevelopment methodology that will allow us to consider progress and progress properties.12.3 ConclusionsThis work provides a solution to the problem of the composability of security. This is anecessary step towards designing and building large, integrated, secure systems. In particular,we are now able to solve the problem posed by McLean (section 1.3). Given a system satisfyingproperties X (including the basic safety and progress properties) and another system satisfyingthe properties Y (again including the basic safety and progress properties), composed accordingto a given composite structure Z (product, cascade, feedback or a combination of thesestructures), we are now able to predict and correctly identify the properties that the compositesystem will satisfy.Security properties, classified according to the safety-progress classification, are able torepresent a diverse set of properties. The basic security properties clarify the minimum goalsrequired for all systems, regardless of the level or type of security required for the system. Thiswill allow us to represent more accurately the required security goals of a system.Knowledge of the meta-properties of these properties, together with the compositestructure, allows us to determine, a priori, the composability of these properties. Thoseproperties that emerge on composition can also be identified.The detailed examination of where and why properties may be non-composable can beused to ensure that non-composable properties will still be satisfied by composite systems. Thecompatibility, emergence and composability of properties will allow us to ensure that properties

-119-are satisfied on composition, whether they are composable or non-composable while ensuringthat the properties do not exclude or falsify other required properties.The circular Composition Principle encompasses these aspects of security and provides amethodical approach to the assessment of security on composition, given the meta-properties,composability, and emergence of properties (and compatible properties). This approach is moregeneral than previous approaches and can be applied to the different types of securityrequirements and properties. This approach is shown to be practical for real-world applications.This work has allowed us to highlight the incompatibilities of well-known properties,examine the failure on composition of a well-known possibilistic property and properly attributethis failure, and formally examine and assess the composability of the basic safety and progressproperties when applied to well-known examples. The analytic Composition Principle allows usto accurately and easily assess the security of a composite system.12.4 Future WorkThe work of this dissertation points to several areas of future work and research.¥The algorithms and approach given should be automated, and incorporated into an existingformal verification and specification system. This will allow us to examine formally andautomatically both correctness and security.¥This work can be incorporated into federal criteria for secure composite systems, as well asinto the risk-analysis packages used to assess the security risks of given systems.¥This work should be extended to deal with dynamic connections, such as library links. Thisis especially relevant with the predominance of networked, distributed systems.¥This approach should be applied to a detailed examination of secure, networked systems.The current concentration on authentication protocols ignores many of the issues of secure(networked) interconnections.¥The relationship between compatible properties and covert channels within a system shouldbe examined in more detail.

-120-Bibliography[Aba87]Abadi, M., �Temporal-Logic Theorem Proving,� Ph.D. thesis, TechnicalReport STAN-CS-87-1151, Stanford University, Stanford, California,94305, March 1987.[Aba88]Abadi, M. The Power of Temporal Proofs. Technical Report 29, DigitalSystems Research Center, Palo Alto, California, August 1988.[AbLa88]Abadi, M. and Lamport, L. The Existence of Refinement Mappings.Technical Report 29, Digital Systems Research Center, Palo Alto,California, August 1988.[AbLa90]Abadi, M. and Lamport, L. Composing Specifications. Technical Report66, Digital Systems Research Center, Palo Alto, California, October 1990.[AbPl92]Abadi, M. and Plotkin, G.D. A Logical View of Composition. TechnicalReport 86, Digital Systems Research Center, Palo Alto, CA, May 1992.[AlSc85a]Alpern, B. and Schneider, F.B. Defining Liveness. InformationProcessing Letters, 21(4):114—133, October 1985.[AlSc87a]Alpern, B. and Schneider, F. Proving Boolean Combinations ofDeterministic Properties. In 1987 IEEE Symposium on Logic in ComputerScience, 1987.[BaKu91]Bacic, E.M. and Kuchta, M. Considerations in Preparation of a Set ofAvailability Criteria. In Proceedings of 3rd Canadian Computer SecuritySymposium, 1991.[BeMa77]Bell, J.L. and Machover, M. A Course in Mathematical Logic.Amsterdam, The Netherlands: Elsevier Science Publishers, B.V., 1977.[Bert68]von Bertalanffy, L. General System Theory: Foundations, Development,Applications. Volume Revised, George Braziller, Inc, 1968.[BFGG89]Barringer, H., Fisher, M., Gabbay, D., Gough, G., and Owens, R.METATEM: A Framework for Programming in Temporal Logic. InStepwise Refinement of Distributed Systems, Models, Formalisms,Correctness, volume 430de Bakker, J.W., de Roever, W.P., and R., G.R.,Springer-Verlag, 1989, pages 94-129, Lecture Notes in Computer Science,vol 430.[Biba77]Biba, K.J. Integrity Considerations for Secure Computer Systems.Technical Report TR-3153, MITRE Corporation, Bedford, MA, April1977.[BLP75]Bell, D.E. and LaPadula, L.J. Secure Computer System: UnifiedExposition and Multics Interpretation. Technical Report MTR-2997,Tech. Rep., MITRE, Bedford, MA, July 1975.[Bony95]Bonyon, D., personal communication, October 1995.

-121-[Brko95]Brkovic, J., An Automated Approach to the Composition of Event Systems,Bachelor’s Thesis, University of Toronto, April 1995.[Bu62]Buchi, J.R. On a Decision Method in Restricted Second Order Arithmetic.In Proc . Internat. Congr. Logic, Method and Philos. Sci., StanfordUniversity Press, 1960, pages 1-12.[ChBe95]Cheswick, W.R. and Bellovin, S.M. Firewalls and Internet Security.Professional Computing Series, Addison-Wesley, 1995.[ClWi77]Clark, D.D. and Wilson, D.R. A Comparison of Commercial and MilitaryComputer Security Policies. In Proceedings of the 1987 IEEE Symposiumon Security and Privacy, IEEE Computer Society Press, April 1987, pages184—194.[CMH83]K.M. Chandy, J. Misra, and Haas, L.M. Distributed Deadlock Detection.ACM Transactions on Computer Systems, :144-156, 1983.[CTCPEC]Communications Security Establishment. The Canadian TrustedComputer Product Evaluation Criteria, Version 3.0e. Technical Report3.0e, Canadian System Security Centre, Governement of Canada, Ottawa,Canada, January 1993.[DACTS]Department of Defense [U.S. of A]. A Guide to UnderstandingDiscretionary Access Control in Trusted Systems. Technical ReportNCSC-TG-003-87, National Computer Security Center,1987.[DBY94]G. W. Dinolt, L.A. Benzinger, and Yatabe, M.G. Combining Componentsand Policies. In Proceedings of the Computer Security FoundationsWorkshop VII, IEEE Computer Society Press, 1994.[DDG]Damm, W., Dohmen, G., Gersetner, V., and Josko, B. ModularVerification of Petri Nets, A Temporal Logic Approach. In StepwiseRefinement of Distributed Ssytems: Models, Formalisms, Correctness.Springer-Verlag.[Denn76]Denning, D.E. A Lattice Model of Secure Information Flow. CACM,19(5):236-243, May 1976.[FiWo93]Fisher, M. and Wooldridge, M. Executable Temporal Logic forDistributed A.I. In Proceedings of the 12th International Workshop onDistributed Artificial Intelligence, May 1993.[GaSp91]Garfinkel, S. and Spafford, G. Practical Unix Security. ComputerSecurity, O’Reilly & Associates, Inc., 1991, June 1994 printing.[Gli83]Gligor, V.D. A Note on the Denial of Service Problem. In Proceedings1983 Symposium on Security and Privacy, IEEE�Computer Society, IEEEComputer Society Press, 1983, pages 139-149.[Glig93]Gligor, V.D., personal communication, 1993 November.[Gold77]Goldman, B. Deadlock Detection in Computer Networks. TechnicalReport MIT/LCS/TR-185, Tech Report, MIT,September 1977.

-122-[Gold92]Goldblatt, R. Logics of Time and Computation. Lecture Notes, Center forthe Study of Language and Information, 1992.[GoMe82]Goguen, J.A. and Meseguer, J. Security Policies and Security Models. InProceedings of the 1982 IEEE Symposium on Security and Privacy, 1982,pages 11—20.[GoMe84]Goguen, J.A. and Meseguer, J. Unwinding and Inference Control. InProceedings of the 1984 IEEE Symposium on Security and Privacy, 1984,pages 75—86.[Gray90]Gray, J.W. Probabilistic Interference. In Proceedings of the 1990 IEEEComputer Society Symposium on Research in Security and Privacy, IEEEComputer Society Press, May 1990, pages 170—179.[HeFe94]Hemenway, J.A. and Fellows, J. Applying the Abadi-LamportComposition Theorem in Real-World Secure System IntergrationEnvironments. June 1994, submitted to Dec. 94 ACSAC Conference.[HeGa92]Hemenway, J. and Gambel, D. Issues in the Specification of CompositeTrustworthy Systems. In Proceedings 4th Annual Canadian ComputerSecurity Symposium, 1992.[Heh93]Hehner, E.C.R. A Practical Theory of Programming. Gries, D. andSchneider, F.B., Eds., Springer-Verlag, 1993.[HiLe93]Hinton, H.M. and Lee, E.S. Secure Composition Based on EnvironmentalConsiderations. In Fifth Annual Canadian Computer Security Symposium,Canadian�System Security Centre, May 1993, pages 463-473.[HiLe94]Hinton, H.M. and Lee, E.S. The Compatibilty of Policies. In Proceedingsof the Second ACM Conference on Computer and CommunicationsSecurity, 1994.[Hin93]Hinton, H.M. An Environment-Based Approach to the Composition ofSafe Systems. Master�s thesis, University of Toronto, Toronto, Ontario,Canada, January 1993.[Hoa78]Hoare, C.A.R. Communicating Sequential Processes. Communications ofthe ACM, 21(8).[Hoa93]Hoare, C.A.R. Algebra and Models. In Software Engineering Notes,volume 181993, pages 1-8, Proceedings of First ACM Sigsoft Symposiumon the Foundations of Software Engineering.[HoSn88]Hoffman, D. and Snodgrass, R. Trace Specifications: Methodology andModels. IEEE Transactions on Software Engineering, 14(9):1243-1252,September 1988.[HuCr68]Hughes, G.E. and Cresswell, M.J. An Introduction to Modal Logic.London: Routledge, 1968.[Hun73]Hunter, G. MetaLogic: An Intrduction to the Metatheory of Standard FirstOrder Logic. University of California Press, 1973.

-123-[IsMa78]Isloor, S.S. and Marsland, T.A. An Effective On-line Deadlock DetectionTechnique for Distributed Database Management Systems. In Proc.Compsac 78, November 1978, pages 283-288.[ITSEC]German Information Security Agency. IT Security Criteria: Criteria forthe Evlaution of Trustworthiness of Information Technology (IT) Systems.Technical Report, 1989.[JoTh88]Johnson, D.M. and Thayer, E.J. Security and the Composition ofMachines. In Proceedings of the Computer Security FoundationsWorkshop, IEEE Computer Society Press, June 1988, pages 72—89.[Kem85]Kemmerer, R.A. Testing formal specification to detect design errors.IEEE Transactions on Software Engineering, SE-11(1):32-43, .[KiSo89]King, S. and Sorensen, I.H. From Specification, Through Design to Code:A Case Study in Refinement. In Formal Methods: Theory and Practice,Scharbach, P.N., Ed. BSP Professional Books, 1989.[Lam77]Lamport, L. Proving the Correctness of Multiprocess Programs. IEEETransactions on Software Engineering, SE-3(2):125-143, March 1977.[Lam89]Lamport, L. A Simple Approach to Specifying Concurrent Systems.Communications of the ACM, 32(1):32—45, January 1989.[Lam90]Lamport, L. A Temporal Logic of Actions. Technical Report 57, DigitalSystems Research Center, Palo Alto, California, April 1990.[Lan86]Lansky, A.L. A Representation of Parallel Activity Based on Events,Structure, and Causality. In Reasoning about Actions and Plans:Proceedings of the 1986 Workshop at Timberline, Oregon, MorganKaufmann, Los Altos, California, 1986, pages 123-159.[Lap93]Laprie, J.C. Dependability: from Concepts to Limits. In Safecomp’93:12th International Conference on Computer Safety, Reliability, andSecurity, Gorski, J., Springer-Verlag, November 1993, pages 157-168.[LaRe92]Landauer, J. and Redmond, T. A Framework for Composition of SecurityModels. In Proceedings of Computer Security Foundtions Workshop V,IEEE Computer Society Press, 1992.[LBTS92]Lee, E.S., Boulton, P.I.P., Thomson, B.W., and Soper, R.E. ComposableTrusted Systems. Technical Report, Computer Systems Research Institute,University of Toronto, Toronto, Ontario, Canada, May 1992, Final Reportof Contract W2213-9-6351/01-SZ. Available via anonymous ftp asCSRI272 from csri.toronto.edu.[Lev91]Leveson, N.G., Issues in Assuring Safety in Composite TrustworthySystems, 1992 NATO Workshop on Composite Trustworthy Systems,October 1991.[Lip81]Lipson, J.D. Elements of Algebra and Algebraic Computing. BenjaminCummings, 1981.

-124-[MaPn81]Manna, Z. and Pnueli, A. Verification of concurrent programs: thetemporal framework. In The Correctness Problem in Computer Science,Boyer, R.S. and Moore, J.S., Eds. Academic Press, 1981.[MaPn92]Manna, Z. and Pnueli, A. The Temporal Logic of Reactive and ConcurrentSystems. New York, NY: Springer-Verlag, 1992.[McC87]McCullough, D. Specifications for Multi-Level Security and a Hook-UpProperty. In Proceedings of the 1987 IEEE Symposium on Security andPrivacy, IEEE Computer Society Press, May 1987, pages 161—166.[McC88]McCullough, D. Noninterference and the Composability of SecurityProperties. In Proceedings of the 1988 IEEE Symposium on Security andPrivacy, IEEE Computer Society Press, May 1988, pages 177—186.[McHa69]McCarthy, J. and Hayes, P.J. Some Philosophical Problems from theStandpoint of Artificial Intelligence. In Machine Intelligence: 4, Meltzer,B. and Michie, D., Eds. New York, New York: American Elsevier, 1969,pages 463-502.[McL83]McLean, J., A Complete System of Temporal Logic for SpecificationSchemata, volume 164, Lecture Notes in Computer Science. SpringerVerlag, 1983.[McL87]McLean, J. Reasoning About Security Models. In Proceedings of the1987 IEEE Symposium on Security and Privacy, IEEE Computer SocietyPress, April 1987, pages 123-131.[McL88]McLean, J. The Algebra of Security. In Proceedings of the 1988 IEEESymposium on Security and Privacy, 1988, pages 2—7.[McL94]McLean, J. A General Theory of Composition for Trace Sets ClosedUnder Selective Interleaving Functions. In Proceedings of 1994 ComputerSociety Symposium on Research in Security and Privacy, IEEE�ComputerSociety, IEEE Computer Society Press, 1994.[Mil89]Millen, J.K. Foundations of Covert Channel Detection. Technical ReportMTR10538, MITRE,1989.[MiMe84]Mitchell, D.P. and Merritt, M.J. A Distributed Algorithm for DeadlockDetection and Resolution. In Proc. ACM Conf. Principles of DistributedComputing, August 1984, pages 282-284.[MoMa83]Moszkowski, B. and Manna, Z., Reasoning in Interval Temporal Logic,volume 164, Lecture Notes in Computer Science. Springer Verlag, 1983.[NeGo92]Neumann, P. and Gong, L., Minimizing Trust in Multilevel-SecureSystems, submitted to National Computer Security Conference, Oct 94,unrevised copy distributed by Peter Neumann .[Neu94]Neumann, P.G., Architectural Structure, Handout Matertials for Workshopon Formal Methods Security Architecture and Separation Kernels, March1994.

-125-[OHal90]O’Halloran, C. A Calculus of Information Flow. In Proceedings ofEuropean Symposium on Research in Computer Security, Toulouse,France, 1990.[Ora90]Orava, F. Verifying Safety and Deadlock Properties of Networks ofAsynchronously Communicating Processes. In Protocol Specification,Testing and Verification, IX, E. Brinksma, G.S. and Vissers, C.A., IFIP,Elsevier Science Publishers B.V. (North-Holland), 1990.[OwGr76]Owicki, S. and Gries, D. Verifying Properties of Parallel Programs: AnAxiomatic Approach. Communications of the ACM, 19(5).[OwLa82]Owicki, S. and Lamport, L. Proving Liveness Properties of ConcurrentPrograms. ACM Transcations on Programming Languages and Systems,4(3):455-485, July 1982.[Par91]Parker, D.B. Restating the Foundation of Information Security. In SecondAnnual North American Information System Security Symposium, Toronto,Ontario, October 1991.[Par92]Parker, D.B. 26 Principles for Information Security Controls. In Compsec92 International: The Ninth World Conference on Computer Security,November 1992.[Pete81]Peterson, J.P. Petri Net Theory and the Modelling of Systems. Prentice-Hall Inc, 1981.[Pint94]Pinto, J.A. Temporal Reasoning in the Situation Calculus. TechnicalReport KRR-TR-94-1, Knowledge Representation and Reasoning,University of Toronto,February 1994.[Pnu77]Pnueli, A. The Temporal Logic of Programs. In Proceedings of the 18thSymposium on the Foundations of Computer Science, IEEE, June 1977,pages 46—57.[Pnu81]Pnueli, A. The Temporal Semantics of Concurrent Programs. TheoreticalComputer Science, :46-57, 1981.[Pnu86]Pnueli, A. Applications of Temporal Logic to the Specification andVerification of Reactive Systems: A Survey of Current Trends. In CurrentTrends in Concurrency, Lecture Notes in Computer Science, J.W. deBakker, W.P.R. and Rozenberg, G., Eds. Springer-Verlag, 1986, pages510-584.[PrNe92]Proctor, N.E. and Neumann, P.G. Architectural Implications of CovertChannels. In Proceedings 15th National Computer Security Conference,1992, Computer Science Lab, SRI International , Menlo Park, CA 94025.[Rus91]Rushby, J. Composing Trustworthy Systems: A Position Paper. InProceedings of the NATO RSG2 Working Conference on Composability,October 1991.[Sand93]Sandhu, R. Lattice-Based Access Control Models. IEEE Computer,26(11):9-19, November 1993.

-126-[Sin89]Singhal, M. Deadlock Detection in Distributed Systems. IEEE Computer, 22(11):37-48, November 1989.[Sis85]Sistla, A.P. On Characterization of Safety and Liveness Properties inTemporal Logic. In Proceedings of Fourth Annual ACM Symposium onPinciples of Distributed Computing, ACM, 1985, pages 39-48.[TCSEC]Department of Defense. Department of Defense Trusted ComputerSystem Evaluation Criteria. Technical Report DOD 5200.28-STD,Department of Defense Standard, National Computer Security Centre,Washington, D.C., U.S.ofA., December 1985.[TLBS88]Thomson, B., E.S.L., E.S.L., Boulton, P.I.P., Stumm, M., and Lewis, D.M.A Trusted Network Architecture. Technical Report, Computer SystemsResearch InsitituteUniversity of Toronto, Toronto, Ontario, Canada,October 1988.[TNI]Department of Defence [U.S. of A.]. Trusted Network Interpretation inTrusted Computer Systems Evaluation Criteria. Technical Report,National Computer Security Center,1987.[TSLB91]Thomson, B., Soper, R., Lee, E.S., and Boulton, P.I.P. Requirements for aComposable Security Property. In Proceedings of the CompositeTrustworthy Systems Workshop, Naval�Research Labs, Washington, D.C.,October 1991.[Web89]Weber, D.G. Formal Specification of Fault-Tolerance and its Relation toComputer Security. In Proceedings of the 5th International Workshop onSoftware Specification and Design, Association for Computing Machinery,1989, pages 273—277.[WiJo90]Wittbold, J.T. and Johnson, D.M. Information Flow in NondeterministicSystems. In Proceedings of the 1990 IEEE Computer Society Symposiumon Research in Security and Privacy, IEEE Computer Society Press, May1990, pages 144—161.[Wol89]Wolper, P. On the Relation of Programs and Computations to Models ofTemporal Logic. In Temporal Logic in Specification, Banieqbal, B.,Berringer, H., and Pnueli, A., Eds. Springer-Verlag, 1989, pages 75-123,Lecture Notes in Computer Science.[Woo87]Wood, D.. Theory of Computation. John Wiley and Sons, 1987.[YuGl88]Yu, C.F. and Gligor, V.D. A Formal Specification and VerificationMethod for the Prevention of Denial of Service. In Proc. 1988 Symposiumon Security and Privacy, IEEE�Computer Society, 1988, pages 187-202.[YuGl90]Yu, C.F. and Gligor, V.D. A Specification and Verification Method forPreventing Denial of Service. IEEE Transactions on SoftwareEngineering, 16(6).[ZaLe95]Zakinthinos, A. and Lee, E.S. The Composability of Non-Interference. In8th IEEE Computer Security Foundations Workshop, 1995.

-127-GlossaryGlossary of TermsAssertion An prescription on unpredictable behaviour, usually of the users inthe environmentBehaviour The sequence of inputs and outputs at a component or system overtime.Behaviour Axiom Defines the behaviour of a component or system.Compatible Not mutually exclusiveCompatible Properties Two properties that are not mutually exclusive, that is, that can besimultaneously satisfied by the same behaviour of a component orsystem.Compatible Property DomainThe set of possible events that are common to twoproperties that are compatible.Compatible Property Specification The conjunction of the property specifications of twoindividual property specificationsCompleteness (of Logic) A logic is complete if it defines all possible truthsCompleteness (of Set of Properties) The set of properties is complete if it contains allproperties relevant to the desired goals (safety and progress) of asystem.Composite Structures The different interconnections between components.Product StructureThere are no interconnections between the componentsCascade Structures The outputs of one component are sent to another component asinputs. The second component does not send (directly orindirectly) an output to the first component.Feedback Structure The outputs of one component are sent to a second component asan input. The second component will send outputs to the firstcomponents as inputs.Composite SystemThe interconnection of two or more individual systems orcomponentsComponentA functional element that may be interconnected to form acomposite system or may exist as an individual, unconnectedelement.Composite Environment The environment of a composite systemComposition The process of interconnecting components and systems to createlarger, more complex systems.Component Behaviour The sequence of inputs and outputs occurring at a component.Component Behaviour Axiom A rule defining how a component will respond to a giveninput. This response may be dependent upon the state of thecomponent.Correctness Implies that a system or program exactly corresponds to thedesired specifications for that system or program.Dependable SystemOne that will behave in predictable manner, even in the presence offaults.Domain-Dependent Property A specification of desired behaviour that depends onassumptions or prescriptions about the behaviour of theunpredictable environment.Domain-Independent Property A specification of desired behaviour that depends only onthe predictable behaviour of components in a system.Emergent Behaviour A behaviour that is possible for an interconnection of componentsthat is not possible or relevant to the individual components.Emergent PropertyA property that defines the desired behaviour of the emergentbehaviours of a system.

-128-Emergent Type 1 PropertyA property that is defined and relevant to some, but not all,components in a system and is relevant to the interconnection ofthese components.Emergent Type 2 PropertyA property that is not relevant to any component in a system but isrelevant to the interconnection of these components.EnvironmentThe source of inputs and destination of outputs to and from acomponent.EventA model-relevant action.Acceptable/Unacceptable If an event will never cause a bad thing to happen it isacceptable, otherwise it is unacceptableHarmless A harmless event is an unacceptable event whose harmful effecthas been nullified.Input/Output Event An event that either received by a component (input) or producedby a component (output).Relevant /IrrelevantA relevant event may act as a stimulus. An irrelevant event willhave no direct or indirect effect.FeedbackThe output of a component that is sent to another component (fromwhich the component receives inputs) as an input.FiltrationThe process of removing unwanted events.Input-Output BehaviourThe predictable relationship between input and output events at acomponent or system.InterconnectionA channel between components in a system.Interconnection RuleThe definition of possible interconnections within a system.LivenessThe requirement that "something good" will eventually happen.Meta-EnvironmentThe source of all inputs and destination of all outputs, includingany interconnected (predictable) components and the original(unpredictable) environment of a component.Pedantic PropertyA property that is not previously known that becomes relevant andis identified for a composite system.ProcessThe execution by a component of an event.Progress PropertyA property, containing the temporal operator, “, "eventually" thatdefines the eventuality of an action.PropertyThe formal instantiation of a policy, representing the goal ordesired behaviour of a component or system.Reflexivity (of a property)The satisfiability of a property for a component when thecomponent has one of its outputs fedback to itself as an input.RiskA measure of the possibility that an event will occur and the worth,threat and vulnerability associated with the event.SafetyThe requirement that nothing bad ever happen within a system.Safety Critical SystemA system whose failure has catastrophic consequences, forexample, the controller of a nuclear power plant.Safety PropertyA property that specifies those aspects of a component’s orsystem[s behaviour that must always be true.Simple SystemA system that is represented as a stand-alone component, withoutreference to the internal connections or behaviours of the system.Secure SystemA system that satisfies a given set of safety and progressproperties.SequenceAn ordered set of input and output events occurring at a componentor system.SpecificationThe description of a component, system, or behaviour.Stand-Alone ComponentA component that has interconnections to and from theenvironment and no connections to and from other components.StateThe internal variables of a component or system.SystemA stand-alone component or an interconnection of suchcomponents.System BehaviourThe sequence of inputs and outputs occurring at a system.

-129-ThreatThe potential damage to a system caused by the occurrence of anevent.Transitivity (of a property)The satisfiability of a property for the composition of two systemsgiven the satisfiability of the same property for the composition ofeach of the systems with another systemTrust (in a user)The belief that a user will behave in a defined or predictablemanner and will not intentionally cause harmful events to bereceived by a system.VerificationThe process of proving that the implementation of a system orproperty corresponds to the specification of that system orproperty.Vulnerability (of a system)The susceptibility of a system to certain, potentially harmfulevents.Required WorldThose events that are allowed to occur at a system. Events that areexcluded from the required world are those that are known to beharmful yet may be received by the system.Glossary of NotationTemporal Logic:

o

Always in the future, a unary temporal connective“ Eventually in the future, a unary temporal connectiveO Next time in the future, a unary temporal connectives.U Until, a binary temporal connective. $ Existence, a existential quantifier." Universality, a universal quantifier.General Notation:NThe components in a system, where there are N components,numbered from 0 to n-1EThe environment of a systemFThe set of events defined for a systemsA sequence of eventsp An atomic formulaA A formulaFma(F) The set of formulae derived from the set of events F( a ; b � c ) Component behaviour rule, input a causes outputs b or c.(i fi j) Interconnection rule, output of i sent to component j˚ as an inputA\BSet exclusion: those members of set A that are not members of setB.CComposite systemC(Ci)Component Ci within composite system C"Ci=1P(Ci) Set of all properties for components in C(Ci=1P(Ci) Set of properties common to components in CP(C) "= Pk Set of properties P(C) union property Pk

-130-G(C) Goals of behaviour of composite system C represented as a set ofpropertiesEvents:F(in) The set of input events defined for a systemF(out) The set of output events defined for a systemF(A)The set of acceptable eventsF(U)The set of unacceptable eventsF(i) or Fi The set of events relevant to component iF(i,j) or Fi+j The set of events relevant to components i and jF(i,(char)) The set of events with characteristic char relevant to component iSequences:s(i; j)A sequence of events from component i˚to component js(in)A sequence of events consisting only of input events(out) A sequence of events consisting only of output events[k]A sequence of events occurring on the channel k, where the first lchannels are input channels at a component and the next m-l areoutput channels.s{i}The sequence of states of component i˚s{i}(in) The sequence of input events received at component i˚s{i}(out) The sequence of output events produced by component i˚Several common sequences are defined as:s(i; j)(in) =Æ Æinj0æ, Æinj1 æ, ... æs(i; j)(out) =Æ Æouti0æ, Æouti1 æ, ... æs(i; j)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æiff k < lÆ Æ outi0[k] æ, Æ outi1[k]æ, ... æiff k ‡ ls(i; j)(in)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æs(i; j)(out)[k] = Æ Æ outi0[k] æ, Æ outi1[k]æ, ... æs{i}(in)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æ iff k < lÆ Æ null æ, Æ null æ, ... æ otherwises{i}(out)[k] = Æ Æ outi0[k] æ, Æ outi1[k]æ, ... æiff k ‡ lÆ Æ null æ, Æ null æ, ... æ otherwises(in)[k] = Æ Æ in0[k]æ , Æ in1[k]æ , ... æ iff k < ls(out)[k] = Æ Æ out0[k]æ , Æ out1[k]æ , ... æ iff k ‡ lThe notations (i;j)(in) and s(i;j)(out) are used indicate the relevant aspect of the sequence (thedestination or source) to be considered.

-131-s

|= j AThe sequence s entails the formula A at time j.s(S;D)

|=

j pThe sequence from source S to destination D entails the event p attime j, where A is a formulae defined as A˛Fma{F(S(out),D(in))}s(i+j;E) The sequence of events from components i and j to theenvironmentComposite Systems:&(Ci, Cj)Composition of components Ci and Cj&P(Ci, Cj)Product composition of components Ci and Cj&C(Ci, Cj)(General) Cascade composition of components Ci and Cj&~C(Ci, Cj)Non-general cascade composition&F(Ci, Cj)(General) Feedback composition of components Ci and Cj&~F(Ci, Cj)Non-general feedback compositionCRiThe reflexive composition of component CiProperties:P(&(Ci, Cj) ) The set of properties of the composite system &(Ci, Cj)Qk The property domain of a property Pk, "x : N�li : N � lA :Fma{F}SkThe property specification of a property Pk, lA ˛ Fma{Wk} � RkWkThe required world of property Pk, Wk ˝ FRkThe specification of the behavioursat(Ci, Pk) True if the behaviour of component Ci satisfies the requirementsof property Pk, where Ci xPk fi {T,^}Qi * Qj Compatible property domain, defined as ("x : N � li1 i : Ni

∩

Nj �lj1j : Ni

∩

Nj � li2 A , li2 B :Fma{Fi

∩

Fj} )Si � Sj Compatible property specification, defined as (ai ˛ Fma{Wi} � aj˛ Fma{Wj} ) � (Ri � Rj )W Required world, given as W= (ai , aj ˛ Fma{Wi

∩

Wj) )composable(Pi) Proposition defining composability of property Pirelevant(Ci,Pi) Proposition defining relevance of property Pi to the behaviour ofcomponent Ci