127GlossaryGlossary of TermsAssertion An prescription on unpredictable behaviour, usually of the users inthe environmentBehaviour The sequence of inputs and outputs at a component or system overtime.Behaviour Axiom Defines the behaviour of a component or system.Compatible Not mutually exclusiveCompatible Properties Two properties that are not mutually exclusive, that is, that can besimultaneously satisfied by the same behaviour of a component orsystem.Compatible Property DomainThe set of possible events that are common to twoproperties that are compatible.Compatible Property Specification The conjunction of the property specifications of twoindividual property specificationsCompleteness (of Logic) A logic is complete if it defines all possible truthsCompleteness (of Set of Properties) The set of properties is complete if it contains allproperties relevant to the desired goals (safety and progress) of asystem.Composite Structures The different interconnections between components.Product StructureThere are no interconnections between the componentsCascade Structures The outputs of one component are sent to another component asinputs. The second component does not send (directly orindirectly) an output to the first component.Feedback Structure The outputs of one component are sent to a second component asan input. The second component will send outputs to the firstcomponents as inputs.Composite SystemThe interconnection of two or more individual systems orcomponentsComponentA functional element that may be interconnected to form acomposite system or may exist as an individual, unconnectedelement.Composite Environment The environment of a composite systemComposition The process of interconnecting components and systems to createlarger, more complex systems.Component Behaviour The sequence of inputs and outputs occurring at a component.Component Behaviour Axiom A rule defining how a component will respond to a giveninput. This response may be dependent upon the state of thecomponent.Correctness Implies that a system or program exactly corresponds to thedesired specifications for that system or program.Dependable SystemOne that will behave in predictable manner, even in the presence offaults.Domain-Dependent Property A specification of desired behaviour that depends onassumptions or prescriptions about the behaviour of theunpredictable environment.Domain-Independent Property A specification of desired behaviour that depends only onthe predictable behaviour of components in a system.Emergent Behaviour A behaviour that is possible for an interconnection of componentsthat is not possible or relevant to the individual components.Emergent PropertyA property that defines the desired behaviour of the emergentbehaviours of a system.

128Emergent Type 1 PropertyA property that is defined and relevant to some, but not all,components in a system and is relevant to the interconnection ofthese components.Emergent Type 2 PropertyA property that is not relevant to any component in a system but isrelevant to the interconnection of these components.EnvironmentThe source of inputs and destination of outputs to and from acomponent.EventA model-relevant action.Acceptable/Unacceptable If an event will never cause a bad thing to happen it isacceptable, otherwise it is unacceptableHarmless A harmless event is an unacceptable event whose harmful effecthas been nullified.Input/Output Event An event that either received by a component (input) or producedby a component (output).Relevant /IrrelevantA relevant event may act as a stimulus. An irrelevant event willhave no direct or indirect effect.FeedbackThe output of a component that is sent to another component (fromwhich the component receives inputs) as an input.FiltrationThe process of removing unwanted events.Input-Output BehaviourThe predictable relationship between input and output events at acomponent or system.InterconnectionA channel between components in a system.Interconnection RuleThe definition of possible interconnections within a system.LivenessThe requirement that "something good" will eventually happen.Meta-EnvironmentThe source of all inputs and destination of all outputs, includingany interconnected (predictable) components and the original(unpredictable) environment of a component.Pedantic PropertyA property that is not previously known that becomes relevant andis identified for a composite system.ProcessThe execution by a component of an event.Progress PropertyA property, containing the temporal operator, “, "eventually" thatdefines the eventuality of an action.PropertyThe formal instantiation of a policy, representing the goal ordesired behaviour of a component or system.Reflexivity (of a property)The satisfiability of a property for a component when thecomponent has one of its outputs fedback to itself as an input.RiskA measure of the possibility that an event will occur and the worth,threat and vulnerability associated with the event.SafetyThe requirement that nothing bad ever happen within a system.Safety Critical SystemA system whose failure has catastrophic consequences, forexample, the controller of a nuclear power plant.Safety PropertyA property that specifies those aspects of a component’s orsystem[s behaviour that must always be true.Simple SystemA system that is represented as a stand-alone component, withoutreference to the internal connections or behaviours of the system.Secure SystemA system that satisfies a given set of safety and progressproperties.SequenceAn ordered set of input and output events occurring at a componentor system.SpecificationThe description of a component, system, or behaviour.Stand-Alone ComponentA component that has interconnections to and from theenvironment and no connections to and from other components.StateThe internal variables of a component or system.SystemA stand-alone component or an interconnection of suchcomponents.System BehaviourThe sequence of inputs and outputs occurring at a system.

129ThreatThe potential damage to a system caused by the occurrence of anevent.Transitivity (of a property)The satisfiability of a property for the composition of two systemsgiven the satisfiability of the same property for the composition ofeach of the systems with another systemTrust (in a user)The belief that a user will behave in a defined or predictablemanner and will not intentionally cause harmful events to bereceived by a system.VerificationThe process of proving that the implementation of a system orproperty corresponds to the specification of that system orproperty.Vulnerability (of a system)The susceptibility of a system to certain, potentially harmfulevents.Required WorldThose events that are allowed to occur at a system. Events that areexcluded from the required world are those that are known to beharmful yet may be received by the system.Glossary of NotationTemporal Logic:

o

Always in the future, a unary temporal connective“ Eventually in the future, a unary temporal connectiveO Next time in the future, a unary temporal connectives.U Until, a binary temporal connective. $ Existence, a existential quantifier." Universality, a universal quantifier.General Notation:NThe components in a system, where there are N components,numbered from 0 to n-1EThe environment of a systemFThe set of events defined for a systemsA sequence of eventsp An atomic formulaA A formulaFma(F) The set of formulae derived from the set of events F( a ; b � c ) Component behaviour rule, input a causes outputs b or c.(i fi j) Interconnection rule, output of i sent to component j˚ as an inputA\BSet exclusion: those members of set A that are not members of setB.CComposite systemC(Ci)Component Ci within composite system C"Ci=1P(Ci) Set of all properties for components in C(Ci=1P(Ci) Set of properties common to components in CP(C) "= Pk Set of properties P(C) union property PkG(C) Goals of behaviour of composite system C represented as a set ofproperties

130Events:F(in) The set of input events defined for a systemF(out) The set of output events defined for a systemF(A)The set of acceptable eventsF(U)The set of unacceptable eventsF(i) or Fi The set of events relevant to component iF(i,j) or Fi+j The set of events relevant to components i and jF(i,(char)) The set of events with characteristic char relevant to component iSequences:s(i; j)A sequence of events from component i˚to component js(in)A sequence of events consisting only of input events(out) A sequence of events consisting only of output events[k]A sequence of events occurring on the channel k, where the first lchannels are input channels at a component and the next m-l areoutput channels.s{i}The sequence of states of component i˚s{i}(in) The sequence of input events received at component i˚s{i}(out) The sequence of output events produced by component i˚Several common sequences are defined as:s(i; j)(in) =Æ Æinj0æ, Æinj1 æ, ... æs(i; j)(out) =Æ Æouti0æ, Æouti1 æ, ... æs(i; j)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æiff k < lÆ Æ outi0[k] æ, Æ outi1[k]æ, ... æiff k ‡ ls(i; j)(in)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æs(i; j)(out)[k] = Æ Æ outi0[k] æ, Æ outi1[k]æ, ... æs{i}(in)[k] = Æ Æ ini0[k] æ, Æ ini1[k]æ, ... æ iff k < lÆ Æ null æ, Æ null æ, ... æ otherwises{i}(out)[k] = Æ Æ outi0[k] æ, Æ outi1[k]æ, ... æiff k ‡ lÆ Æ null æ, Æ null æ, ... æ otherwises(in)[k] = Æ Æ in0[k]æ , Æ in1[k]æ , ... æ iff k < ls(out)[k] = Æ Æ out0[k]æ , Æ out1[k]æ , ... æ iff k ‡ lThe notations (i;j)(in) and s(i;j)(out) are used indicate the relevant aspect of the sequence (thedestination or source) to be considered.

131s

|=

j AThe sequence s entails the formula A at time j.s(S;D)

|=

j pThe sequence from source S to destination D entails the event p attime j, where A is a formulae defined as A˛Fma{F(S(out),D(in))}s(i+j;E) The sequence of events from components i and j to theenvironmentComposite Systems:&(Ci, Cj)Composition of components Ci and Cj&P(Ci, Cj)Product composition of components Ci and Cj&C(Ci, Cj)(General) Cascade composition of components Ci and Cj&~C(Ci, Cj)Non-general cascade composition&F(Ci, Cj)(General) Feedback composition of components Ci and Cj&~F(Ci, Cj)Non-general feedback compositionCRiThe reflexive composition of component CiProperties:P(&(Ci, Cj) ) The set of properties of the composite system &(Ci, Cj)Qk The property domain of a property Pk, "x : N�li : N � lA :Fma{F}SkThe property specification of a property Pk, lA ˛ Fma{Wk} � RkWkThe required world of property Pk, Wk ˝ FRkThe specification of the behavioursat(Ci, Pk) True if the behaviour of component Ci satisfies the requirementsof property Pk, where Ci xPk fi {T,^}Qi * Qj Compatible property domain, defined as ("x : N � li1 i : Ni

∩

Nj � lj1j : Ni

∩

Nj � li2 A, li2 B : Fma{Fi

∩

Fj} )Si � Sj Compatible property specification, defined as (ai ˛ Fma{Wi} � aj ˛ Fma{Wj} ) � (Ri� Rj )W Required world, given as W= (ai , aj ˛ Fma{Wi

∩

Wj) )composable(Pi) Proposition defining composability of property Pirelevant(Ci,Pi) Proposition defining relevance of property Pi to the behaviour of component Ci

132Appendix A: Proof SystemIf a formula q is state-valid, that is valid in all states, then the axiom of tautology definesTAU

|=

xqThat is, if a formula is valid in all states, it is valid in any one state, and can be written as atautology.From the tautology axiom we get the generalisation˚rule, which states that for a stateformula p, if p is valid at a point in the sequence then it is valid over the entire sequence. For astate formula p,GEN

|=

x˚p˚

o

p The rule of specification is symmetric to generalisation. Specification states that a givenstate formula p that is valid for the sequence is valid at any point in the sequence. For a stateformula p,SPEC

|= o

q x̊ q The rule of instantiation allows us to infer formulae from a given general formula schemaby substituting formulae within the schema. For a formula schema p and a replacement aINST pp[a]

The most frequently used rule is known as modus ponens, used to infer the validity of aformula q given the validity p and p � q. Modus ponens is defined as:MP (p,˚p˚�q̊)q

These axioms are defined for state formulae instances of p and q, the propositional fragment ofthe language. We must therefore expand our deductive system to allow for quantification, usingthe "-generalisation rule. For a variable u and formulae p and q(u) such that u has no freeoccurrences in p"-GEN p˚�˚q(u)˚p˚�˚"u˚�˚q(u)

The use of both temporal and quantified formulae allows for instances of the Barcanformulae,"w �

o

B �

o

"w � B"The Barcan formula is true when each possible world has the same domain ofindividuals associated with it, i.e. when the range of the quantifier "w is independent of theworld (state) in which truth is being evaluated." [Gold92]. This property is satisfied by themodels given in this work.