136Appendix C: Proofs of Safety Meta-PropertiesIn this appendix we include the details of the proofs of the meta-properties of the basicproperties. These meta-properties are proved for each property in the context of the threecomposite system structures: product, cascade, and feedback. Where the proof is straightforwardor essentially the same as another proof, we omit the details of the proof, indicating only themajor steps of the proof.Fi+j = Fi

∪

FjFi+j(i(A),j(A)) = Fi+j(i(A))

∩

Fi+j(j(A)) = Fi(A)

∩

Fj(A) = Fi+j(A)C.1 AuthenticityAU ” "x : N � "i : N � $ A : Fma{F(i)} � s{i}(out)

|=

x AAU-E ” "x : N � "i:N � $ A:Fma{F(E)} � s{E}(out)

|=

x AC.1.1 ReflexivityExamine the reflexivity of authenticity at an arbitrary component.sat(Ci, AU)= "x : N � "i,j : N � $ A : Fma{F(i(A,out))} � s(i;E)(out)

|=

x ALet at least one occurrence of (outi fi environs) be replaced by (outi fi ini)= "x : N � "i : N � $ A : Fma{F(i(A,out))} � s(i;E+i)(out)

|=

x AIf F(i(A,out) = F(i(A,in,out) then� "x : N �"i : N � $ A : Fma{F(i(A,in,out))} � s(i;E+i)(out)

|=

x A� sat(CRi, AU)If F(i(A,out) „ F(i(A,in,out) then it is possible that an unacceptable event received as an inputfrom the output of that component will in turn cause an unacceptable, unknown output.�/ sat(CRi, AU)The reflexivity of authenticity for the environment is a non-sequiter as it implies that theenvironment is connected to itself and removed from the components. The authenticity of theenvironment is therefore not affected by the reflexive connection of a component with itself.C.1.2 Transitivity

Product Compositionsat(&P(Ci, Cj), AU) � sat(&P(Cj, Ck), AU)="x : N � "i,j,k : N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � $ B1, B2 : Fma{Fj+k(j(A),k(A))} � s(i;E)(out)

xA1 � s(j;E)(out)

x A2 � s(j;E)(out)

xB1 � s(k;E)(out) xB2If Fi+j(i(A),j(A)) = Fj+k(j(A),k(A)) = Fi+k(i(A),k(A)) then� "x : N � "i,k : N � $ C1, C2 : Fma{Fi+k(i(A),k(A))} � s(i;E)(out)

x C1 � s(k;E)(out) x C2� sat(&P(Ci, Ck), AU)

137Otherwise�/ sat(&P(Ci, Ck), AU)

Cascade Compositionsat(&C(Ci, Cj), AU) � sat(&C(Cj, Ck), AU)="x : N � "i,j,k : N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � $ B1, B2 : Fma{Fj+k(j(A),k(A))} � s(i;E+j)(out)

|=

xA1 � s(j;E)(out)

xA2 � s(j;E+k)(out)

|=

x B1 � s(k;E)(out)

x B2Let all occurrences of (outi fi inj) be replaced by (outi fi ink), and (outj fi ink) be replaced by(outj fi environs). = "x : N � "i,j,k : N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � $ B1, B2 : Fma{Fj+k(j(A),k(A))} � s(i;E+k)(out)

|=

xA1 � s(j;E)(out)

xA2 � s(j;E)(out)

x B1 � s(k;E)(out)

x B2If Fi+j(i(A),j(A)) = Fj+k(j(A),k(A)) = Fi+k(i(A),k(A)) then� "x : N � "i,j,k : N � $ C1, C2 : Fma{Fi+k(i(A),k(A))} � s(i;E+k)(out)

|=

xC1 � s(k;E)(out)

xC2� sat(&C(Ci, Ck), AU)Otherwise�/ sat(&C(Ci, Ck), AU)

Feedback Compositionsat(&F(Ci, Cj), AU) � sat(&F(Cj, Ck), AU)="x : N � "i,j,k : N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � $ B1, B2 : Fma{Fj+k(j(A),k(A))} � s(i;E+j)(out)

|=

xA1 � s(j;E+i)(out)

xA2 � s(j;E+k)(out)

x B1 � s(k;E+j)(out)

xA2= "x : N � "i,j,k : N � $ A1, A2, A3, A4 : Fma{Fi+j(i(A),j(A))} � $ B1, B2, B3, B4 : Fma{Fj+k(j(A),k(A))} � s(i;E)(out)

xA1 � s(i;j)(out)

xA3 � s(j;E)(out)

xA2 � s(j;i)(out)

xA4 � s(j;E)(out)

x B1 � s(j;k)(out)

x B3 � s(k;E)(out)

x B2 � s(k;j)(out)

x B4Let all occurrences of (outi fi inj) be replaced by (outi fi ink), (outj fi ini) be replaced by (outkfi ini), (outj fi ink) be replaced by (outi fi ink),(outk fi inj) be replaced by (outk fi ini) = "x : N � "i,j,k : N � $ A1, A2, A3, A4 : Fma{Fi+j(i(A),j(A))} � $ B1, B2, B3, B4 : Fma{Fj+k(j(A),k(A))} � s(i;E)(out)

|=

xA1 � s(i;k)(out)

xA3 � s(j;E)(out)

xA2 � s(k;i)(out)

xA4 � s(j;E)(out)

x B1 � s(i;k)(out)

x B3 � s(k;E)(out)

x B2 � s(k;i)(out)

x B4

138If Fi+j(i(A),j(A)) = Fj+k(j(A),k(A)) = Fi+k(i(A),k(A)) then� "x:N � "i,k :N � $ C1, C2, C3, C4 :Fma{Fi+k(i(A),k(A))} � s(i;E)(out)

|=

xC1 � s(i;k)(out)

xC3 � s(k;E)(out)

xC2 � s(k;i)(out)

xC4= "x :N � "i,k :N � $ C1, C2:Fma{Fi+k(i(A),k(A))} � s(i;E+k)(out)

|=

xC1 � s(k;E+i)(out)

xC2� sat(&F(Ci, Ck), AU)Otherwise�/ sat(&F(Ci, Ck), AU)C.1.3 Symmetry

Product Compositionsat(&P(Ci, Cj), AU)= "x :N � "i,j :N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � s(i;E)(out)

|=

xA1 � s(j;E)(out)

xA2= sat(&P(Cj, Ci), AU)

Cascade Compositionsat(&C(Ci, Cj), AU)= "x :N � "i,j :N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � s(i;E+j)(out)

|=

xA1 � s(j;E)(out)

xA2Let the connections (outi fi inj) be replaced by (outi fi environs) and at least one occurrence of(outj fi environs) be replaced by (outj fi ini). = "x :N � "i,j :N � $ A1, A2 : Fma{Fi+j(i(A),j(A))} � s(i;E)(out)

|=

xA1 � s(j;E+i)(out)

xA2� sat(&C(Cj, Ci), AU)C.1.4 Closuresat(Ci, AU) � sat(Cj, AU)= "x :N � "i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;N+E)(out)

|=

xA � s(j;N+E)(out) x B Product Composition= "x :N �"i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;E)(out)

|=

xA � s(j;E)(out)

x BIf Fi(i(A)) = Fj(j(A)) then� "x : N �"i,j : N � $ C1, C2 : Fma{Fi+j(i(A),j(A))} � s(i;E)(out)

|=

xC1 � s(j;E)(out)

xC2� sat(&P(Ci, Cj), AU)Otherwise�/ sat(&P(Ci, Cj), AU)

139Cascade Composition= "x :N �"i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;E)(out)

|=

xA � s(j;E)(out)

x BLet at least one connection (outi fi environs) be replaced by (outi fi inj). = "x :N � "i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;E+j)(out)

|=

xA � s(j;E)(out)

x BIf Fi(i(A)) = Fj(j(A)) then� "x : N �"i,j : N � $ A,B : Fma{Fi+j(i(A),j(A))} � s(i;j+E)(out)

|=

xA � s(j;E)(out)

x B� sat(&C(Ci, Cj), AU)Otherwise�/ sat(&C(Ci, Cj), AU)

Feedback Composition= "x :N �"i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;E)(out)

|=

xA � s(j;E)(out)

x BLet at least one connection (outi fi environs) be replaced by (outi fi inj) and let at least oneconnection (outj fi environs) be replaced by (outj fi ini) . = "x :N � "i,j :N � $ A : Fma{Fi(i(A))} � $ B : Fma{Fj(j(A))} � s(i;E+j)(out)

|=

xA � s(j;E+i)(out)

x BIf Fi(i(A)) = Fj(j(A)) then� "x : N �"i,j : N � $ A,B : Fma{Fi+j(i(A),j(A))} � s(i;j+E)(out)

|=

xA � s(j;i+E)(out)

x B� sat(&F(Ci, Cj), AU)Otherwise�/ sat(&F(Ci, Cj), AU)C.2 Pessimistic Confidentiality and IntegrityPC ” "x :N � "i:N � $ A :Fma{F(N(A),obs)

∪

F(N,mod) } � s(N+E;i)(in)

|=

xAPI ” "x :N � "i:N � $ A:Fma{F(N,obs)

∪

F(N(A),mod)}� s(N+E;i)(in)

|=

xAC.2.1 Reflexivitysat(Ci, PC)= "x :N � "i : N � $ A :Fma{F(i(A),obs)

∪

F(i,mod) } �s(E;i)(in)

|=

xAFollowing the same reasoning as with authenticity, if F(i(A,out),obs)˚˝ F(i(A),obs) then alloutputs of a component are acceptable as inputs to that component.� sat(CRi, PC)Otherwise,�/ sat(CRi, PC)The (ir)reflexivity of pessimistic integrity immediately follows, as the (obs, mod) dual of thereflexivity of pessimistic confidentiality.

140C.2.2 Transitivity

Product Compositionsat(&P(Ci, Cj),PI) � sat(&P(Cj, Ck),PI)IfFi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&P(Ci, Ck),PI)Otherwise�/ sat(&P(Ci, Ck),PI)

Cascade Compositionsat(&C(Ci, Cj),PI) � sat(&C(Cj, Ck),PI)Let all occurrences of (outi fi inj) be replaced by (outi fi ink), and (outj fi ink) be replaced by(outj fi environs). If Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&C(Ci, Ck),PI)Otherwise,�/ sat(&C(Ci, Ck),PI)

Feedback Compositionsat(&F(Ci, Cj),PI) � sat(&F(Cj, Ck),PI)Let all occurrences of (outi fi inj) be replaced by (outi fi ink),(outj fi ini) by (outk fi ini), (outjfi ink ) b y ( o u t i fi ink ) , ( o u t k fi inj) by (outk fi ini). If Fi+j(i,j,obs) = Fj+k(j,k,obs) =Fi+k(i,k,obs) and Fi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&F(Ci, Ck),PI)Otherwise�/ sat(&F(Ci, Ck),PI)The (in)transitivity of pessimistic confidentiality immediately follows, as the (obs, mod) dual ofthe transitivity of pessimistic integrity.C.2.3 Symmetry

Product Compositionsat(&P(Ci, Cj),PC)= "x :N � "i : {i,j} � $ A,B :Fma{Fi+j(i(A),j(A),obs)

∪

Fi+j(i,j,mod) } � s(E;i)(in)

|=

xA � s(E;j)(in)

x B� sat(&P(Cj, Ci),PC)

Cascade Compositionsat(&P(Ci, Cj),PI)= "x :N � "i : {i,j} � $ A,B :Fma {Fi+j(i(A),j(A),obs)

∪

xA � s(i+E;j)(in)

x BLet the connections (outi fi inj) be replaced by (outi fi environs) and at least one occurrence of(outj fi environs) be replaced by (outj fi ini).

141= "x :N � "i : {i,j} � $ A,B :Fma {Fi+j(i(A),j(A),obs)

∪

Fi+j(i,j,mod) } � s(j+E;i)(in)

|=

xA � s(E;j)(in)

x BBy definition, the output events produced by component j are defined as Fi+j(j(A,out)). IfFi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod)} then� sat(&P(Cj, Ci),PC)Otherwise�/ sat(&P(Cj, Ci),PC)The (a)symmetry of pessimistic integrity immediately follows, as the (obs,mod) dual of thesymmetry of pessimistic confidentiality.C.2.4 Closuresat(Ci, PI) � sat(Cj, PI)= "x :N � "i : {i,j} � $ A :Fma {Fi(i(A),obs)

∪

Fi(i,mod) } � $ B :Fma {Fj(j(A),obs)

∪

Fj(j,mod) } � s(E;i)(in)

|=

xA � s(E;j)(in) x B Product CompositionIf Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) then� sat(&P(Ci, Cj), PI)Otherwise�/ sat(&P(Ci, Cj), PI)

Cascade CompositionIf Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) andFi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&C(Ci, Cj), PI)Otherwise�/ sat(&C(Ci, Cj), PI)

Feedback CompositionIf Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) andFi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } andFi+j(i(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&F(Ci, Cj), PI)Otherwise�/ sat(&F(Ci, Cj), PI)The closure properties pessimistic confidentiality immediately follow as the (obs, mod) dual ofthe transitivity of pessimistic integrity.

142C.3 Environment Optimistic Confidentiality and IntegrityEOC ” "x : N � "i : N �$ A : Fma{F(N(A),obs)

∪

F(N,mod)} � $ B : Fma{F(i,obs)

∪

F (i,mod)} �A,B ˛ Fma{F(i(A),obs)

∪

F(i,mod)} �s(N;i)(in)

|=

xA � s(E;i)(in)

x BEOI ” "x : N � "i : N�$ A:Fma{F(N,obs)

∪

F(N(A),mod)} � $ B : Fma{F(i,obs)

∪

F (i,mod)} �A,B ˛ Fma{F(i,obs)

∪

F(i(A),mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x BC.3.1 Reflexivitysat(Ci, EOC)= "x : N � "i : N � $ B : Fma{F(i,obs)

∪

F(i,mod)} � B ˛ Fma{F(i(A),obs)

∪

F(i,mod)} �s(E;i)(in)

x BFollowign the same arguement as with pessimistic confidentiality�/ sat(CRi, PC)The reflexivity of environment optimistic integrity immediately follows, as the (obs, mod) dualof the reflexivity of environment optimistic confidentiality.C.3.2 Transitivity

Product Compositionsat(&P(Ci, Cj),EOI) � sat(&P(Cj, Ck),EOI)IfFi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) and Fi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) =Fi+k(i(A),k(A),mod) and environment trusted not to send unacceptable events to k then � "x : N � "i : {i,j} � $ C1 :Fma{Fi+k(i,obs)

∪

Fi+k(i,mod)} � $ C2 : Fma{Fi+k(k,obs)

∪

Fi+k(k,mod)} � C1 : ˛ Fma{Fi+k(i,obs)

∪

Fi+k(i(A),mod)} � s(E;i)(in)

xC1 � C2 ˛ Fma{Fi+k(k,obs)

∪

Fi+k(k(A),mod)} � s(E;k)(in)

|=

xC2� sat(&P(Ci, Ck),EOI)Otherwise �/ sat(&P(Ci, Ck),EOI)

Cascade Compositionsat(&C(Ci, Cj),EOI) � sat(&C(Cj, Ck),EOI)A s w i t h p r o d u c t c o m p o s i t i o n , i f Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = F i+k (i(A),k(A),mod) and Fi(i(A,out)) �{Fi+k(i(A),k(A),mod)

∪

Fi+k(i,k,mod) } and environment trusted not to send unacceptableevents to k then� sat(&C(Ci, Ck),EOI)Otherwise�/ sat(&C(Ci, Ck),EOI)

143Feedback Compositionsat(&F(Ci, Cj),EOI) � sat(&F(Cj, Ck),EOI)A s w i t h p r o d u c t c o m p o s i t i o n , i f Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) and environment trusted notto send unacceptable events to k then� sat(&C(Ci, Ck),EOI)Otherwise�/ sat(&C(Ci, Ck),EOI)The (in)transitivity of pessimistic confidentiality immediately follows, as the (obs, mod) dual ofthe transitivity of pessimistic integrity.C.3.3 Symmetry

Product Compositionsat(&P(Ci, Cj),EOC)As with pessimistic confidentiality� sat(&P(Cj, Ci),EOC)

Cascade Compositionsat(&C(Ci, Cj),EOC)Let the connections (outi fi inj) be replaced by (outi fi environs) and at least one occurrence of(outj fi environs) be replaced by (outj fi ini). If F i(i(A,out)) � { Fi+k(i(A),k(A),mod)

∪

Fi+k(i,k,mod) } then� sat(&C(Cj, Ci),EOC)Otherwise�/ sat(&C(Cj, Ci),EOC)The (a)symmetry of pessimistic integrity immediately follows, as the (obs,mod) dual of thesymmetry of pessimistic confidentiality.C.3.4 Closuresat(Ci, EOI) � sat(Cj, EOI)= "x : N � "i : {i} � $ A : Fma{Fi(i,obs)

∪

Fi(i(A),mod)} � $ B : Fma{Fi(obs)

∪

Fi(mod)} � B ˛ Fma{Fi(i,obs)

∪

Fi(i(A),,mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x B �"x : N� "j : {j} � $ C:Fma{Fj(j,obs)

∪

Fj(j(A),mod)} � $ D : Fma{Fj(obs)

∪

Fj(mod)} � D ˛ Fma{Fj(j,obs)

∪

Fj(j(A),mod)} � s(N;i)(in)

|=

xC � s(E;i)(in) xD Product Compositionsat(Ci, EOI) � sat(Cj, EOI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and environment trusted not to sendunacceptable events to i˚or j then� sat(&P(Ci, Cj), EOI)

144Otherwise�/ sat(&P(Ci, Cj), EOI)

Cascade Compositionsat(Ci, EOI) � sat(Cj, EOI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and Fi+j(j(A,out)) � { Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } and environment trusted not to send unacceptable events to i˚or j then� sat(&C(Ci, Cj), EOI)Otherwise�/ sat(&C(Ci, Cj), EOI)

Feedback Compositionsat(Ci, EOI) � sat(Cj, EOI)If Fi(i,obs)˚=˚Fj(j,obs) and Fi(i(A),mod)˚=˚Fj(j(A),mod) andFi+j(i(A,out))˚�˚{˚Fi+j(i,j,obs)˚

∪

˚Fi+j(i(A),j(A),mod)˚} andFi+j(j(A,out))˚�˚{Fi+j(i,j,obs)˚

∪

˚Fi+j(i(A),j(A),mod) } and environment trusted not to sendunacceptable events to i˚or j then� sat(&F(Ci, Cj), EOI)Otherwise�/ sat(&F(Ci, Cj), EOI)The closure properties environment optimistic confidentiality immediately follows, as the (obs,mod) dual of the closure properties of environment optimistic integrity.C.4 Component Optimistic Confidentiality and IntegrityCOC ” "x : N � "i : N � $ A : Fma{F(obs)

∪

F(mod)}�$ B : Fma{F(N(A),obs)

∪

F(N,mod)} �A ˛ Fma{Fma{F(i(A),obs)

∪

F(mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x BCOI ” "x : N � "i:N � $ A:Fma{F(obs)

∪

F(mod)}�$ B : Fma{F(N,obs)

∪

F(N(A),mod)}�A ˛ Fma{F(obs)

∪

F(i(A),mod)} � s(N;i)(in) xA � s(E;i)(in)

x BC.4.1 Reflexivitysat(Ci, COC)As with pessimistic confidentiality �/ sat(CRi, COC)The (ir)reflexivity of environment optimistic integrity immediately follows, as the (obs, mod)dual of the reflexivity of environment optimistic confidentiality.

145C.4.2 Transitivity

Product Compositionsat(&P(Ci, Cj),COI) � sat(&P(Cj, Ck),COI)IfFi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) and Fi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) =Fi+k(i(A),k(A),mod) then � sat(&P(Ci, Ck),COI)Otherwise �/ sat(&P(Ci, Ck),COI)

Cascade Compositionsat(&C(Ci, Cj),COI) � sat(&C(Cj, Ck),COI)As with product composition, if Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&C(Ci, Ck),COI)Otherwise�/ sat(&C(Ci, Ck),COI)

Feedback Compositionsat(&F(Ci, Cj),COI) � sat(&F(Cj, Ck),COI)As with product composition, if Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&C(Ci, Ck),COI)Otherwise�/ sat(&C(Ci, Ck),COI)The (in)transitivity of pessimistic confidentiality immediately follows, as the (obs, mod) dual ofthe transitivity of pessimistic integrity.C.4.3 Symmetry

Product Compositionsat(&P(Ci, Cj),COC)As with symmetry of previous properties,� sat(&P(Cj, Ci),COC)

Cascade Compositionsat(&C(Ci, Cj),COC)Let the connections (outi fi inj) be replaced by (outi fi environs) and at least one occurrence of(outj fi environs) be replaced by (outj fi ini). By definition, the output events produced bycomponent j are defined as Fi+j(j(A,out)).If Fi+j(j(A,out))˚�˚{˚Fi+j(i,j,obs)˚

∪

Fi+j(i(A),j(A),mod) } then� sat(&C(Cj, Ci),COC)Otherwise�/ sat(&C(Cj, Ci),COC)

146The (a)symmetry of pessimistic integrity immediately follows, as the (obs,mod) dual of thesymmetry of pessimistic confidentiality.C.4.4 Closuresat(Ci, COI) � sat(Cj, COI)= "x : N � "i : {i} � $ A : Fma{Fi(obs)

∪

Fi(mod)} � $ B : Fma{Fi(obs)

∪

Fi(i(A),mod)} � A,B ˛ Fma{Fi(iobs)

∪

Fi(i(A),mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x B �"x : N� "j : {j} � $ C:Fma{Fj(obs)

∪

Fj(mod)} � $ D : Fma{Fj(obs)

∪

Fj(j(A),mod)} � C,D ˛ Fma{Fj(j,obs)

∪

Fj(j(A),mod)} � s(N;i)(in)

|=

xC � s(E;i)(in) xD Product Compositionsat(Ci, COI) � sat(Cj, COI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) then� sat(&P(Ci, Cj), COI)Otherwise�/ sat(&P(Ci, Cj), COI)

Cascade Compositionsat(Ci, COI) � sat(Cj, COI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and Fi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&C(Ci, Cj), COI)Otherwise�/ sat(&C(Ci, Cj), COI)

Feedback Compositionsat(Ci, COI) � sat(Cj, COI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and Fi+j(i(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } and Fi+j(j(A,out)) � { Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&F(Ci, Cj), COI)Otherwise�/ sat(&F(Ci, Cj), COI)The closure properties environment optimistic confidentiality immediately follows, as the (obs,mod) dual of the closure properties of environment optimistic integrity.C.5 Strongly Optimistic Confidentiality and IntegritySOC ” "x : N � "i : N � $ A,B : Fma{F(obs)

∪

F(mod)}�$ A,B ˛ Fma{F(i(A),obs)

∪

F(mod)} � s(N;i)(in) xA � s(E;i)(in)

x BSOI ” "x:N �"i : N � $ A,B : Fma{F(obs)

∪

F(mod)}�$ A,B ˛ Fma{F(obs)

∪

F(i(A),mod)} � s(N;i)(in)

|=

xA � s(E;i)(in) x B

147C.5.1 Reflexivitysat(Ci, SOC) By the irreflexivity of weakly environment optimistic confidentiality and weakly componentoptimistic confidentiality.�/ sat(CRi, COC)The irreflexivity of strongly optimistic integrity immediately follows, as the (obs, mod) dual ofthe reflexivity of strongly optimistic confidentiality.C.5.2 Transitivity

Product Compositionsat(&P(Ci, Cj),SOI) � sat(&P(Cj, Ck),SOI)IfFi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) and Fi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) =Fi+k(i(A),k(A),mod) then� sat(&P(Ci, Ck),SOI)Otherwise �/ sat(&P(Ci, Ck),SOI)

Cascade Compositionsat(&C(Ci, Cj),SOI) � sat(&C(Cj, Ck),SOI)As with product composition, if Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&C(Ci, Ck),SOI)Otherwise�/ sat(&C(Ci, Ck),SOI)

Feedback Compositionsat(&F(Ci, Cj),SOI) � sat(&F(Cj, Ck),SOI)As with product composition, if Fi+j(i,j,obs) = Fj+k(j,k,obs) = Fi+k(i,k,obs) andFi+j(i(A),j(A),mod) = Fj+k(j(A),k(A),mod) = Fi+k(i(A),k(A),mod) then� sat(&C(Ci, Ck),SOI)Otherwise�/ sat(&C(Ci, Ck),S)I)The (in)transitivity of pessimistic confidentiality immediately follows, as the (obs, mod) dual ofthe transitivity of pessimistic integrity.C.5.3 Symmetry

Product Compositionsat(&P(Ci, Cj),SOC)� sat(&P(Cj, Ci),SOC)

148Cascade Compositionsat(&C(Ci, Cj),sOC)Let the connections (outi fi inj) be replaced by (outi fi environs) and at least one occurrence of(outj fi environs) be replaced by (outj fi ini). If Fi+j(j(A)) � { Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&C(Cj, Ci),SOC)Otherwise�/ sat(&C(Cj, Ci),SOC)The (a)symmetry of pessimistic integrity immediately follows, as the (obs,mod) dual of thesymmetry of pessimistic confidentiality.C.5.4 Closuresat(Ci, COI) � sat(Cj, COI)= "x : N � "i : {i} � $ A, B : Fma{Fi(obs)

∪

Fi(mod)} � A,B ˛ Fma{Fi(iobs)

∪

Fi(i(A),,mod)} � s(N;i)(in)

|=

xA � s(E;i)(in)

x B �"x : N� "j : {j} � $ C,D:Fma{Fj(obs)

∪

Fj(mod)} � C,D ˛ Fma{Fj(j,obs)

∪

Fj(j(A),mod)} � s(N;i)(in)

|=

xC � s(E;i)(in) xD Product Compositionsat(Ci, SOI) � sat(Cj, SOI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) then� sat(&P(Ci, Cj), SOI)Otherwise�/ sat(&P(Ci, Cj), SOI)

Cascade Compositionsat(Ci, SOI) � sat(Cj, SOI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and Fi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&C(Ci, Cj), SOI)Otherwise�/ sat(&C(Ci, Cj), SOI)

Feedback Compositionsat(Ci, SOI) � sat(Cj, SOI)If Fi(i,obs) = Fj(j,obs) and Fi(i(A),mod) = Fj(j(A),mod) and Fi+j(i(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } and Fi+j(j(A,out)) � {Fi+j(i,j,obs)

∪

Fi+j(i(A),j(A),mod) } then� sat(&F(Ci, Cj), SOI)Otherwise�/ sat(&F(Ci, Cj), SOI)The closure properties environment optimistic confidentiality immediately follows, as the (obs,mod) dual of the closure properties of environment optimistic integrity.